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Welcome

WELCOME

The IXP200 Series Software is a single- or multi-user access control System
using the ImproX range of Hardware. It is designed for use with Windows 98
Second Edition, 2000, NT SP6a, or XP Professional.

The Software includes reporting and alarm monitoring capabilities.

This manual describes the installation and use of the I1XP200 Application
Software.






What's New in this Release

WHAT’S NEW IN THIS RELEASE (V6.0)

The release of Software version V6.0 provides the following new features :

e Database Server. This allows the I1XP200 database to be installed on a
separate Server PC.

e The system now supports the use of an Editing Workstation. This means
that the IXP200 Software can be now be installed on a second machine
that serves as an Editing Workstation only. This machine has no connection
to the system hardware (Controller, etc). A ProxMate or Registration
Reader may be installed on the Editing Workstation for convenience. The
Editing Station is used to edit the 1XP200 Database, for example by adding
or deleting Tagholders.

e Image Editor. The picture file imported for a Tagholder can be cropped,
rotated, resized, etc from the Tagholder dialog.

e Archive will now create archive databases on the Database Server, which
will be accessible for Web Reports.

e Backup can now be executed automatically when using a Database Server
but must be manually restored when required.

e The Web Server port number can now be changed from the Software.

e The IXP200 Software is now deployed with Java JRE 1.4.2_13, which
supports Daylight Savings changes that will be effective from March 2007 in
the US, Canada, and elsewhere. NOTE: The Windows Operating System
must also include the appropriate patches for this to be effective.
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NETWORK AND COMPUTER SECURITY

CAUTION
The security of the network and the computers on which the software is
installed remains the responsibility of the customer. If the computer on which
the system is installed is compromised, or the network is compromised, then it
may become possible to make unauthorized modifications to the configuration
of the system, and physical security may be breached.

It is strongly recommended that the latest security updates are obtained and
applied on a regular basis to all computers on which any component of the
system is running.

Physical access to the computers running the system must also be controlled, to
ensure that access by unauthorized persons does not occur.
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Scope

SCOPE OF THIS MANUAL

This manual contains all the information necessary to correctly install and
configure the 1XP200 System Software. In addition, it describes how to use the
Software together with the associated ImproX and 3™ party Hardware, and
provides insight into the effects of the various options and how to select them.

Details of compatible Hardware are also provided.
RELATED PUBLICATIONS
The following related publications are produced by Impro Technologies :

An Installation Manual is supplied with each individual Hardware unit.

I ificati I ; s

A PSC includes more in-depth information than an Installation Manaul. A PSC is
available for each individual ImproX Hardware unit, on our web-site, at
wWww.impro.net.

This is supplied together with this manual on the IXP200 Software CD. It
describes the installation of ImproX units to form a Hardware System
compatible with the 1XP200 Software.

. lati |
This is supplied with the 1XP200 Controller Unit. It is intended to be used to
maintain a record of the physical location of every ImproX unit in the System.

The Graphics Designer Software User Manual 1XP331-0-0-GB-XX is supplied
together with this manual.

Card Designer Software User Manual
The Card Designer Software User Manual [XP333-0-0-GB-XX is supplied
together with this manual.
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Section 1 — System Overview

IMPRO TECHNOLOGIES (PTY) LTD - SOFTWARE LICENSE AGREEMENT

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE OPENING THE PACKAGE
CONTAINING THE PROGRAM DISKETTES OR CD-ROM, THE COMPUTER SOFTWARE THEREIN, AND THE
ACCOMPANYING USER DOCUMENTATION (THE “PROGRAM”). THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE
AGREEMENT CONCERNING THE PROGRAM BETWEEN YOU AND IMPRO TECHNOLOGIES (PTY) LTD. (THE LICENSOR)
AND IT SUPERSEDES ANY PRIOR PROPOSAL, REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES. BY
OPENING THE PACKAGE CONTAINING THE PROGRAM, YOU AND YOUR COMPANY (COLLECTIVELY “YOU”) ARE

ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT.

IF YOU ARE NOT WILLING TO BE BOUND

BY THE TERMS OF THIS LICENSE AGREEMENT, YOU SHOULD PROMPTLY RETURN THE PACKAGE IN UNOPENED FORM,

AND YOU WILL RECEIVE A REFUND OF YOUR MONEY.

1. LICENSE GRANT

Licenser hereby grants you, and you accept, a non exclusive
license to use the Program CDROM and the computer
Software  contained  therein  object-code-only  from
(collectively referred to as the Software), and the
accompanying User documentation, only as authorised in
this License Agreement. The Software may be used only on
a single computer owned, leased, or otherwise controlled by
you; or in the event of the inoperability of that computer, on
a backup computer selected by you. Concurrent use on two
or more computers is not authorised without the advance
written consent of Licenser and the payment of additional
license fees. You agree that you will not assign sublicense,
transfer, pledge, lease, rent, or share your rights under this
License agreement.

2. LICENSOR RIGHTS

You acknowledge and agree that the Program consists of
proprietary, unpublished products of Licensor, protected
under Copyright Law and trade secret laws of general
applicability. You further acknowledge and agree that all
right, title, and interest in and to the Program are and shall
remain with Licensor. This License Agreement does not
convey to you an interest in or to the Program, but only a
limited right of use revocable in accordance with the terms
of this LICENSE Agreement.

3. LICENSE FEES
The License fees paid by you are paid in consideration of the
licenses granted under this License Agreement.

4. TERM
This License Agreement is effective upon your opening of
this package.

5. LIMITED WARRANTY

Licensor warrants, for your benefit alone, that the program
diskettes in which the computer Software is embedded and
the user's manual shall, for a period of 90 days from the
date of commencement of this License Agreement (referred
to as the warranty period), be free from defects in material
and workmanship. Licensor further warrants, for our benefit
alone, that during the Warranty Period the Program shall
operate substantially in accordance with he functional
specifications in the User's Manual. You agree that the
foregoing constitutes your sole and exclusive remedy of
breach by Licensor of any warranties made under this
Agreement. EXCEPT FOR THE WARRANTIES SET FORTH
ABOVE, THE PROGRAM, AND THE SOFTWARE CONTAINED
THEREIN, ARE LICENSED “AS IS” AND LICENSOR
DISCLAIMS ANY AND ALL OTHER WARRANTIES, WHETHER
EXPRESS OR IMPLIED, INCLUDING (WITHOUT LIMITATION)
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE.

6.  LIMITATION OF LIABILITY
Licensor's cumulative liability to you or any other party for
any loss or damages resulting from any claims,

demands, or action arising out of or relating to this
Agreement shall not exceed the License fee paid for
the use of the Program. In no event shall Licenser be
liable for any indirect, incidental, consequential, special
or exemplary damages or lost profits, even if Licenser
has been advised of the possibility of such damages.

7. HIGH RISK ACTIVITIES

The Software is not fault-tolerant and is not designed,
manufactured or intended for use or resale as on-line
control equipment in hazardous environments requiring
fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication
Systems, air traffic control, direct life support
machines, or weapons Systems, in which the failure of
the Software could lead directly to death, personal
injury, or severe physical or environmental damage
(“High Risk Activities”).  Impro and its suppliers
specifically disclaim any express or implied warranty of
fitness for High Risk Activities.

TRADEMARKS

ImproX, ImproNet, IXP, and other names included
therein are trademarks of Licensor. No right, License
or interest to Licensor trademarks are generated
hereunder, and you agree that no such right, License
or interest shall be asserted by you with respect to
such trademarks.

8. GOVERNING LAW

This License Agreement shall be construed and
governed in accordance with the laws of Republic of
South Africa.

9. COSTS OF LITIGATION

If any action is brought by either party to this License
Agreement against the other party regarding the
subject matter hereof, the prevailing party shall be
entitled to recover, in addition to any other relief
granted, reasonable attorney fees and expenses.

10. SEVERABILITY

Should any item of the License Agreement be declared
void or unenforceable to any court of competent
jurisdiction, such declaration shall have no effect on the
remaining terms hereof.

11. NO WAIVER

The failure of either party to enforce any rights granted
hereunder or to take action against the other party in
the event of any breach hereunder shall not be deemed
a waiver by that party as to subsequent enforcement of
rights or subsequent actions in the event of future
breaches.

12. USE WITH 3% PARTY EQUIPMENT

The use of this Software with a card printer (or any
other 3rd party equipment) is undertaken at the client's
own risk. Impro will not accept liability for any damage
to such equipment caused by incompatibilities between
Impro Technologies’ Software and the said equipment.

READ THIS BEFORE OPENING THE ENVELOPE CONTAINING THE SOFTWARE
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Section 1 — System Overview

SECTION 1 - SYSTEM OVERVIEW

GENERAL

The I1XP200 Software is designed to work in conjunction with an Access Control
System made up of Impro ImproX Hardware Terminals.

ImproX Terminals

The ImproX Terminals can be divided into two groups, each being used for
different purposes, namely:

e Reader Terminals can be used as Access Readers for Doors and Lifts
(elevators)

e The Input/Output Terminals can be used for Building Management and
Lift (elevator) Control (e.g. 116 and 016 Units).

e The Reader Terminal group includes Readers that detect RF Tags. (e.g.
PT, TA, etc.),

e Remote devices include Remote Readers (such as the ImproX MR,
KHR), Antenna Readers, and Remote MIFARE Readers.

During the Configuration process each Terminal is assigned to control a specific
Door, (including Lifts (elevators) or for Building Management.

Types of Units

All units included in Tables 1 - 8 may be used in an IXP200 System. The 1XP200
System Software supports both 125 kHz and Mifare (13.56 MHz) Tags. Interface
units support some types of third-party Biometric Readers (refer to Table 9), as
well as Wiegand, Barcode, RF and IR devices.

CONTROL AND INPUT/OUTPUT UNITS

Table 1 — Control and Input/Output Units

IXP200 IXP200 LCD Keypad Controller
Controller (IXP920-1-0-GB-xx) and the
(plus CDROM) | associated Software.

ImproX 116 ImproX 16-Channel Input Terminal.
ImproX 016 ImproX 16-Channel Output Terminal.
© June 2007 Impro Technologies Data subject to change without notice Page 1-2
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Section 1 — System Overview

125 KHZ TERMINALS, GROUP 1

Table 2 —(125 kHz) Terminals, Group 1

Group 1 Terminals are :, DT, ER, PT, TA and iTA .

ImproX Portal Terminal. Can be used
ImproX PT with any one of the Remote Readers
P listed in Table 3.
ImproX Time and Attendance
Terminal.
ImproX TA
Can be used with any one of the
Remote Readers listed in Table 3.
ImproX Extended Range Terminal.
ImproX ER Has its own dedicated antenna - not
for use with Remote Readers or
Antenna Readers.
Industrialised version of ImproX TA.
:- ImproX iTA
9 Industrial Time | Can be used with any one of the
L2 & Attendance Remote Readers listed in Table 3.
Terminal

See next page

© June 2007 Impro Technologies
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Section 1 — System Overview

125 KHZ REMOTE READERS FOR GROUP 1 TERMINALS

Table 3 —125 kHz Remote Readers for Group 1 Terminals

This table lists the Remote Readers and other ImproX units (acting as Remote
Readers) designed for use with the ImproX, PT, TA or iTA .

Mifare Remote Readers for use with these Terminals are listed in Table 4.

| ImproX KHR ImproX Harsh Environment Keypad
Remote Reader.
. ImproX KR ImproX ABS Keypad Remote Reader.
Vs . .
| ImproX MHR ImproX Harsh Environment Micro
Remote Reader.
I ImproX MR ImproX Micro Remote Reader.
ImproX Time and Attendance Remote
e Reader.
ImproX TAR
JAZARIR This can be used with the ImproX PT
or TA (but not with the ImproX TT).
i " Industrialized ImproX TAR
S .
A= | ImproX iTAR This can be used with the ImproX PT
" or TA (but not with the ImproX TT).

NOTE : The ImproX IR and RF units are treated as Remotes by the software.

© June 2007 Impro Technologies
IXP200 Software User Manual [Issue 12]
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Section 1 — System Overview

Table 3 —125 kHz Remote Readers for Group 1 Terminals

ImproX IR

ImproX Infra-red Receiver

= ImproX RF

ImproX UHF Receiver

MULTI-MODE READERS

Table 4 — Multi-mode (Mifare & FeliCa) Remote Readers: Group 1 & 3

Terminals

These Remote Readers can be used with the following Terminals:
ImproX (MfT) Multi-function Terminal.
ImproX (TRT) Twin Remote Terminal.

ImproX (PT) Portal Terminal.

ImproX (TA) Time Attendance Terminal.

ImproX XFMm

Multi-mode 13.56 MHz Metal Remote

ImproX XFMmk

Multi-mode 13.56 MHz Metal Keypad
Remote

ImproX XFMp

Multi-mode 13.56 MHz Plastic Remote

© June 2007 Impro Technologies
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Section 1 — System Overview

Table 4 — Multi-mode (Mifare & FeliCa) Remote Readers: Group 1 & 3

Terminals

ImproX XFMpk

Multi-mode 13.56 MHz Plastic Keypad
Remote

125 KHZ TERMINALS, GROUP 2

Table 5 — 125 kHz Terminals, Group 2

Group 2 Terminals are : ImproX TT and TD (the TD is incorporated into the

ImproX DBv).

ImproX Twin Antenna Terminal. This
can be used with various Antenna
Readers.

ImproX TT
(The TT does not support Remotes
designed for use with the ImproX PT
and TA Terminals)

ImproX DBv ImproX Vertical Drop Box.

125 KHZ ANTENNA READERS FOR GROUP 2 TERMINALS

Table 6 — 125 kHz Antenna Readers for Group 2 Terminals

These Antenna Readers can be used with the ImproX TT, MfTor DBv.

ImproX CA

Conduit Antenna Reader

ImproX KA

Keypad Antenna Reader.

© June 2007 Impro Technologies
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Section 1 — System Overview

Table 6 — 125 kHz Antenna Readers for Group 2 Terminals

These Antenna Readers can be used with the ImproX TT, MfTor DBv.

| ImproX KHA

Harsh Environment Keypad Antenna
Reader.

ImproX KMA

Remote Mullion Keypad Antenna
Reader.

ImproX MA

Micro Antenna Reader.

Metal Antenna Reader.

ImproX MMA

/e " ImproX MHA

Mullion Antenna Reader.

REGISTRATION INTERFACE AND READERS

Table 7 — Registration Interface and Registration Readers

The ImproX RS can be used with either the ImproX RRA (for 125 kHz Tags) or

RRM (for Mifare or FeliCa Tags)

© June 2007 Impro Technologies Data subject to change without notice Page 1-7
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Section 1 — System Overview

Table 7 — Registration Interface and Registration Readers

The ImproX RS can be used with either the ImproX RRA (for 125 kHz Tags) or

RRM (for Mifare or FeliCa Tags)

ImproX RS, USB
Registration
Interface, Metal

Provides two functions :
USB to RS485 conversion; and

Allows for the connection of an
ImproX Mifare Remote Reader or 125

Registration
Remote Reader,
Mifare

Housing kHz Remote Reader for Tag
Registration. (see also ImproX RRA,
RRM).

ImproX RRM,

Reads Mifare Tags. It is used with the
ImproX RS.

ImproX RRA,
Registration
Reader Antenna,
125 kHz

L3R N

Reads 125 kHz Tags. It is used with
the ImproX RS.

MULTI-FUNCTION TERMINALS

Table 8 — Group 3 — Multifunction Terminals

ImproX MfT

ImproX Multifunction Terminal. Can
be used with any one of the Antenna
Readers listed in Table 6, or the
Remote Readers listed in Table 3, as
well as several biometric, magstripe,
barcode remote readers.

This unit is able to function normally
independently of the system if
communications with the system are
interrupted.

© June 2007 Impro Technologies
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Table 8 — Group 3 — Multifunction Terminals

ImproX TRT
Twin Remote
Terminal

Can be used with any of the following
units —

Multi-mode Remote Readers:. ImproX
XFMp, XFMpk, XFMm, XFMmk

Receivers: ImproX RF, IR

Wiegand Readers: Impro & 3" party

WIEGAND READERS

Table 9 — Wiegand Readers

Impro
Wiegand 26
(or 44) Non-
keypad Metal
Reader

®

26- (or 44-bit) Wiegand Reader for
Harsh Environments, without keypad.

This can be used with the ImproX PT
or TA (but not with the ImproX TT).

| ° Impro

{ Wiegand 26
(or 44) Keypad
Metal Reader

26- (or 44-bit) Wiegand Reader for
Harsh Environments, with keypad.

This can be used with the ImproX PT
or TA (but not with the ImproX TT).

OTHER READERS

The System is designed to support several types of third-party manufactured
Biometric Readers. These are listed in Table 10.

Table 10 — Third-party Biometric Readers

UNIT NAME

TYPE OF READER

Handkey CR

Hand Registration Reader

Sagem MorphoAccess MA 200 Terminal

Fingerprint Reader

Sagem MorphoAccess MA 300 Terminal

Fingerprint Reader

© June 2007 Impro Technologies
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Section 1 — System Overview

An Impro Wiegand-44 Reader and an ImproX PT Terminal are required when
using the Bioscript V-Flex or the Sagem MorphoAccess MA 300 Fingerprint
Readers.

An ImproX DL is required when using the Sagem MorphoAccess MA 200
Terminal Fingerprint Reader.

NOTE : For details of the installation and use of the various Biometric

Readers, see the IXP System-compatible Biometric Reader Installation
and User Manual.

See next page
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Section 1 — System Overview

[FXPZDDoﬂmreIPBZCI—‘I-D-GB] prz 00 Series

System Architecture
ImproX RS (Typical example)
In this example, a single PC is used for all functions.

RS485  beused. The example inchides a USB link from the
Host Bus System to the Host PC. If your system requires an
RS5232 link, a Prox-Pal registration Reader must be

used in place of the ImproX RS.

ImproX RRA

The configuration shown is for a 125 kHz Tag system.
For Mifare or Felica Tags, different Reader types must

124 kMz Registration
B I Emergency Unlock = Alarm READY
= Alarm .A_Rll‘ -
£{>=‘ At Seen Alarm ARMED
7 4-----"1"........-..
General Alarm IXP200 *Power control is Th.‘rd'-ga":?v
Controller an alternative Alarm Pan
N
RS485 Terminal Bus RS485 Terminal Bus
== Upto 16 anan‘m;p*l;anr;m be d
trolled by an IXP200 :
D | oo ZONE 2
—
Culpic L TR oX (ooor I R
Terminal

X KHA ImproX MHA U X KHA improX TAR|
u";% impro, % - ImproX KHA {g:g:mx '.l;a?

Impro.
Keypad Anfenna Terming Keypad Tarminal Koypad Terminal
Roader Readsr -
i | D O© D @ D |

@ | )

Air conditioning onfoff control

e
Lights onioff control quest to Exit
fRTE;
Push-bul

) \—D Roller Door drive onloff control
ggpmx 016
fput Terminal

Air cond. Overheat indication

Pump Dry indication

Reader
ImproX 16 Roller Door Open indication 3 b J
e o LIFTS in this exampie

\ J YrrTr—— [P
N ImproX TRT |
Tiwins Reader
[ SIMPLE BUILDING M}\M\GEMENT] T
Up fo 4 Lifts can be =
. me 1 ImproX 016
ganour l‘ervgr.\a‘;’ Ouiput Tarminal

Block diagram of a typical I1XP200 System
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Section 1 — System Overview

The system shown above includes only one PC, the Host. No Database Server
PC or Editing Workstation PC is used in this example.

NOTES :

1. Other units are currently being developed that may be used in an IXP200

System.

2. For details of the interconnection of the Hardware units, please refer to the
IXP200 Hardware Installation Manual.

SYSTEM INFORMATION

System Features

NOTE : The figures quoted here indicate the maximum System capacity.

Total number of Tags
Tags per Tagholder

Total number of buffered trans-
actions per IXP200 Controller

Sites per System

Terminals per 1XP200 Controller
Zones per 1XP200 Controller
Tagholder Levels

Door Modes

Day Mode Patterns

Access Groups

Access Group Patterns
Standalone Capability

Doors with Anti-passback
Emergency Unlock

Public Holidays

Messages

Message Length

Time Triggered Actions

Input Event Triggered Actions

Digital Outputs for Lifts
(elevators) / floors

Digital Inputs for Building Man-
agement Services

Digital Outputs for Building Man-
agement Services

2 000
4
8 000

1
40
16
4
9
26
64
8

Off-line access control after initial
configuration using PC; manual editing
of some functions, including Tags.

16

All doors

20

255

64 characters
32

16

4x16
1x16

1x16

© June 2007 Impro Technologies
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Section 1 — System Overview

Compatible Registration Readers

Tag registration in an IXP200 System can be done using one of several ImproX
units as shown in the following table.

UNIT

TAG TYPES
ACCEPTED BY THIS
UNIT

TAGS TYPES NOT
ACCEPTED BY THIS
UNIT

IXP200 Controller

125 kHz Tags.

Mifare Tags, Infra-red
Tags, UHF Tags, FeliCa
Tags.

ImproX ProxPal

125 kHz Tags, Infra-red
Tags.

Mifare Tags, UHF Tags,
FeliCa Tags.

ImproX RS USB
Registration Interface

125 kHz Tags,
Infra-red Tags

Mifare Tags, UHF Tags,
FeliCa Tags.

with an ImproX RRA
Registration Reader
Antenna

ImproX RS USB
Registration Interface
with an ImproX RRM
Remote Reader, Mifare

Mifare Tags, FeliCa Tags
Infra-red Tags

125 kHz Tags,
UHF Tags.

NOTES :

1. A Personal Access Code (PAC) is not a physical Tag, and is not read by any
Reader. It acts as a Tag, but must be entered manually via the PC
keyboard to register it.

2. Wiegand, ASCII, Barcode, Magstripe and PAC Tags must be registered
manually via the PC keyboard.

3. The ImproX RS USB Registration Interface, together with either an ImproX
RRA or RRM Reader, is one entity as far as the System Software
Configuration /s concerned. The combination is therefore often referred to
as the USB “Registration Reader” in this manual.

Compatible Tag Types

Below is a list of the Tag types which are compatible with IXP200 Systems. The

Software allocates a Level to the Tag, and this level can relax or restrict access

requirements when the door is operating in certain modes.

The System provides read-only support for the following types of Tags :

(@) Read-Only Tags (125 kHz Manchester format) — both Slim and
Omega.

(b) Writag 2048 (non-encrypted modes) (125 kHz Read/Write Tags).
(c) Writag 128 (125 kHz Read/Write Tags).

(d) ImproX RF 4-channel UHF Transmitter.

(e) ImproX IR Infrared Transmitter.

© June 2007 Impro Technologies
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Section 1 — System Overview

) Wiegand, ASCII, Barcode and Magstripe are also supported as logical
Tag types. Some Terminals have interfaces to connect to input
devices for these types.

(9) Personal Access Code (PAC).
(h) Mifare (13.96 MHz) Tags.
0] Felica (13.96 MHz) Tags.

NOTE : The standard Impro 281 kHz and 125 kHz Tags are not compatible
with this System. Contact your distributor for details.

Tag Levels
Each Tag must be allocated one of the following levels in the IXP200 System :

Visitor — for persons requiring temporary access.
Normal — typically used for employees.
Supervisor — can arm/disarm alarm System, acknowledge

alarms, and has APB Over-ride.

Administrator has Supervisor level access plus manual System
configuration ability. Has access to doors in No

Entry Mode.

Modes

The System can operate in one of two modes, namely Power Control Mode or
Alarm Arming Mode, depending on the hard-wiring of the IXP200 Controller in
the System, as well as on the System Software configuration of the 1XP200
Controller. (For System interconnection information, refer to the IXP200
Hardware Installation Manual).

Power Control

The Power Control Mode is available when Relay 2 on the IXP200 Controller is
suitably connected. When the System is in this Mode the following apply :

[1] When the first person enters an empty APB (Anti-Passback) Zone, the relay
that controls the power switches on immediately.

[2] The doors in the Zone must have APB selected, as the System counts the
number of people inside the Zone who are leaving the Zone to determine
when there are no Tagholders in the Zone. Once all the Tagholders have
left the Zone, the System knows that power to appliances in the Zone
should be switched off.

[3] The relay (Relay 2) switches off 30 seconds after the last person leaves the
APB Zone.

Alarm Arming

An Alarm System supplied by a third party can be linked to the IXP200 so that it

can be armed or disarmed via one or more of the keypad Terminals in the

IXP200 System. However the Alarm System can only be disarmed on its own

Panel, using its own password, unless it has a simple toggle switch.
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When Armed, designated doors are set to the Armed Mode as indicated by their
Readers’ status LED blinking Red.

In this Mode only the Administrator/Supervisor Tags can enter at these doors.
Alarm Arming — Relay 2

A third party Alarm System can be linked to the IXP200 so that it can be armed
at any 1XP200 Keypad Terminal designated for alarm arming.

The Alarm System can be automatically disarmed by presenting a Supervisor or
Administrator Tag at an armed door.

NOTE : Some Alarm Systems may additionally require a password to be
entered on the associated Alarm System Panel.

Arming

To arm the alarm System :

[1] Present a Supervisor or Administrator Tag at the exit Readers.
[2] Press # on the keypad within 10 seconds of presenting the Tag.
[3] Exit within 30 seconds.

[4] The System attempts to arm and will arm 30 seconds later if the Alarm
Panel reports that it is armed.

[5] The Reader’s LED then indicates Armed Mode (blinking Red).

[6] If the Alarm Panel is unable to arm at the first attempt, the System will
automatically retry every minute.

When Armed

[1] The Status LED of all armed door Readers indicates Armed Mode.

[2] Only valid Administrator/Supervisor Tags can enter doors in Armed Mode.
All other Tags are denied access, irrespective of the Access Group allocated
to them.

[3] Presenting a Supervisor or Administrator Tag at an armed door will
automatically disarm the Alarm System, but the Alarm System may further
require a password to be entered at its own panel to disarm it.

See next page
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Up to 8 Access Patterns
Access

Patt define access conditions in
I artein an Access Group.

Only one Access Group can be
allocated to each Tag

Access Group

| s it One of two security levels (High or
Sy Low) is allocated to each Access
Levels Group *

The Door Mode restricts or relaxes
Door Mode the basic access conditions defined
by the Access Group.

The Tag Level further restricts or
relaxes the access conditions
Tag Level defined by the Access Group and
the Door Mode.

*NOTE : The Security Level restricts the type of Access Group which
can be allocated to a Tag. High Security Access Groups are only
available to Tag Levels 3 and 4 (Supervisor and Administrator). Low

Security Access Groups are available to all four Tag Levels, including
to levels 1 and 2 (Normal and Visitors).

Allocation of Access Conditions to a Tag

ACCESS CONTROL

Access Control is effected by means of a Tag allocated to a person, which must
be presented to the Readers at a door. The Tag identifies the person to the
IXP200 Controller and access is then allowed according to certain rules as
shown in the diagram Allocation of Access Conditions to a Tag.

Access is allowed according to the following rules :

(a) The Tag must have been allocated access (during System configuration) to
the door for the time and day that it was presented, through an Access
Group.
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(b) A Tag Level relaxation or restriction of the door access requirements may
apply (only certain Tag levels may have access for this Door Mode).

(c) A Door Mode relaxation or restriction may apply (The current Door Mode
may impose other restrictions on the Tagholder, such as “Supervisor
Unlock”).

Doors and Zones

Each door may have one or two Readers, namely, an Entry and/or Exit Reader.
Two Readers are required to make a door function in Anti-Passback Mode.
Doors may also be grouped together into one or more APB Zones (during
System configuration).
Door Mode Patterns

A pattern consists of sequential time intervals or slots, covering a 24-hour
period. There can be up to 8 Time Slots for each Pattern, each with a different
Mode.

Lift (elevator) Control

The System can be used to control access to floors in a building via Lifts
(elevators). When selecting the Lift option, a “door” represents a group of Lifts
(elevators). A maximum of 4 Lifts (elevators) (Digital Output Terminals) and 16
Floors can be accommodated. Each Lift (elevator) must be provided with a
Reader Terminal and associated Output Terminal (refer to the IXP200
Installation Manual for details).

For Lift (elevator) control, a Reader is installed inside a Lift (elevator) and is
linked to a specific 016 Output Terminal that functions as a Lift (elevator)
Control Unit. This means that access to specific floors can be assigned to the
Tag. When the Tag is presented at the Lift (elevator) Readers only the buttons
corresponding to those floors are enabled for selection. The duration of the
enabled period can be set in the Configuration Software for the Lift (elevator)
Control 016 Terminal.

Access Groups

Access to certain areas is given to Tags by means of Access Groups that define
when access is allowed and the doors through which access is allowed. Each
Tagholder Access Group can have up to eight Access Patterns. Each Tag must
be allocated an Access Group.

Addressing Scheme

Each ImproX Terminal is factory programmed with a 4-byte unique address
(called a Fixed Address). At the initial System start-up, the 1XP200 Controller
polls for these unique addresses and the IXP200 Software assigns a 2-byte
Logical Address to each unit detected (this process is called “Auto-ID”).

The Logical Addressing as supported in the communications protocol is used to
address all units. The Logical Addresses are stored in the individual units’ non-
volatile memory, so that the process of assigning Logical Addresses is only
required on the initial System start-up.
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Architecture — System PCs

In an IXP200 System, the following PC configuration options can be used:

e Option 1
a single PC (called the Host) can be used for all control and storage functions.
In this case, all system and database control are vested in this PC.

e Option 2

Two PCs (on the same network) can be used. The first, known as the Engine
Workstation (a Host PC), would communicate with the system Controller, and
would be used to monitor and control the IXP200 system. The second PC would
be used for offline editing of the Database.

In this case the Host PC is known as the Engine Workstation, and the second PC
as the Editing Workstation. Typically, the Host PC/Engine Workstation might be
in a secure area, while the Editing Workstation could be at a desk where
Tagholder administration, etc, is performed.

The Editing Workstation can be used in systems using V6.0, or higher versions,
of the System Software. The Editing Workstation will not display live
transactions or alarms, nor door status, and cannot perform any functions that
require active connection to the Controller. Backup cannot be performed from
the Editing Workstation. Tags and Access Groups can be added at the Editing
Workstation, and Reports can be viewed from this PC.

e Option 3

Two separate PCs on the same network can be used, one for the IXP200
software (the Host PC), and the second (the Database Server PC) containing the
System Database.

e Option 4
Two or three separate PCs can be used to provide a combination of Options 2
and 3.

Software

The System Software consists of a single application, I1XP200, installed on to a
PC (the Host PC) together with a database (Firebird). Both of these packages
are included on the I1XP200 Software CD. The database can be installed on a
separate PC on the same network as the Host PC

The System Hardware is made up of a single IXP200 Controller, and up to 32
ImproX Terminals*' and 32 Remote Readers controlling 16 doors, and an
optional ImproX 016 Output Terminal and ImproX 116 Terminal for building
management. Additional 016 Terminals may be added for Lift (elevator)
control, with 1 additional Reader per Lift (elevator), up to a maximum of 4 Lifts
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(elevators) and 16 floors. A Tag can be given access to selected floors, or to all
16 floors.

NOTE*': 7his figure refers to single-address Terminals. Some Terminals have
two addresses, if these types are used the total possible number of
Terminals is reduced in proportion.

The I1XP200 Software communicates with the IXP200 Controller via an RS232
serial port or USB port. The IXP200 Controller may also act as a Reader for Tag
registration, that is, to enter new Tags in the database, (except in Systems
equipped with Multi-mode (i.e. Mifare/FeliCa) Readers).

. :

The ImproX RS Registration Interface provides USB to RS485 conversion, which
permits the IXP200 Controller to be installed up to 1 km (0.62 miles) from the
Host PC. ImproX IR Tags can be registered using the ImproX RS.

The ImproX RS must be used with an ImproX RRA (for 125 kHz Tags) or
ImproX RRM (for Mifare or FeliCa Tags).

NOTES:

1. An IXP200 System can continue to operate if the Host PC is
disconnected from the IXP200 Controller, either deliberately or due to
a fault. The IXP200 System then operates as a standalone System.
Transaction data is recorded in the IXP200 Controller database.

2. When the Host PC is reconnected to the IXP200 Controller, the PC's
database is automatically updated with the latest transactions from the
IXP200 Controller's database. If changes are made on the Host PC’s
database while it is disconnected from the IXP200 Controller e.g.
adding new Doors etc, a Full Upload (refer to Section 2) is then
required to update the IXP200 Controller database with the updated
configuration adata from the System Database.

3. Updates to the System Database can also be made at the Editing
Workstation (if used). Note that the Host PC must be online to the
Controller for any changes to be propagated to the Controller.

4. The ImproX MIT Multifunction Terminal is able to validate Tags even
when communications with the Controller are disrupted. It will
continue to allow access to Tags that have previously been presented
to it, but will deny access to other Tags. When comms is restored,
transactions completed during the comms failure are uploaded to the
Controller database.
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Graphics Software

The Graphics Software comprises two components, namely the Designer Module
and the Runtime Module.

The Designer Module is a separate Module and allows the user to develop
various plans, and is described in the Impro Graphics Designer Module manual.

The Runtime Module is integrated into the IXP200 Software and allows the
Graphics Software to display plans derived using the Graphics Designer
Software Module, and to permit the monitoring and control of various System
Parameters by means of icons superimposed on the plans.

Refer to Section 3, Chapter 12 of this manual for further details of the use of
the Graphics Runtime Module.

END OF SECTION
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USER’S NOTES
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SECTION 2 - SOFTWARE INSTALLATION
INTRODUCTION

This Section describes the installation procedure for the 1XP200 System Software.

The IXP200 System Software is a single- or multi-user access control System using
the ImproX range of hardware. It is designed for use with Windows 98 Second
Edition*, 2000, NT SP6a, or XP Professional

NOTE : * For limitations on the use of Windows 98, see Operating System Jater
in this Section.

This Software is supplied on the IXP200 System Software CDROM.
DATE/TIME FORMATS

All dates and times in the IXP200 System are entered and displayed in 1SO
Standard Format (Dates - yyyy-mm-dd, and Times hh:mm:ss).

NETWORK AND COMPUTER SECURITY

CAUTION

The security of the network and the computers on which the software is installed
remains the responsibility of the customer. If the computer on which the system is
installed is compromised, or the network is compromised, then it may become
possible to make unauthorized modifications to the configuration of the system, and
physical security may be breached.

It is strongly recommended that the latest security updates are obtained and
applied on a regular basis to all computers on which any component of the system
is running.

Physical access to the computers running the system must also be controlled, to
ensure that access by unauthorized persons does not occur.
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IXP200 SYSTEM SOFTWARE INSTALLATION INSTRUCTIONS
Installation procedure when using a single (Host) PC

General

If older versions of the Software exist on the drive, be sure to Uninstall these first,
having first made a backup copy of the database file “proxette.fdb”,
“proxette.properties” and “graphics.properties”.

Computer Hardware

An IXP200 System can use one, two or three PCs. These are:

The Host PC — this PC is always required. The System Software is installed on this
PC.

A Server PC — the System Database can be installed on this second machine.
An Editing Workstation — this PC can be used to edit the System offline.

NOTE: When an Editing Workstation is included, the Host PC is known as the
Engine PC.

The minimum requirements for any PC and peripheral devices used with the
Software are as follows:

CPU : Pentium Il 300 or faster processor.

Memory : Minimum 128 MB RAM (256 MB for Windows NT).
Peripherals : CDROM drive, or access to a network CDROM drive.
Communications  : RS232 port.

Hard Drive : Minimum 200 MB of unused space.

Floppy Drive : 3.5” high-density stiffy drive.

Pointing Device Mouse or equivalent.

Printer : Laser or Inkjet printer.

Display : Super VGA with a minimum resolution of 800 x 600.

Disk Space Requirement per PC

200 MB of free disk space on the local drive is required to install the IXP200 System
Software and the database.

Operating System

The IXP200 System Software requires one of the following operating Systems to be
installed on each of the PCs involved:

Windows 98*** 2000 Professional, NT or XP Professional .
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NOTE : *** Windows 98 cannot be used in Systems using the USB Registration
Reader.

Software Location

The Software may be installed to a folder “IXP200” on any hard drive in the Local
Host PC and the Editing Workstation (if used). The information in this section
assumes that the Software is installed to C:\IXP200, which is a typical situation.

NOTE : The Software must be installed on the Local Host PC, the PC that
communicates with the Controller. It can also be installed on the hard
drive of another PC in the same network as the Local Host where this
second PC is used as an Editing Workstation. The Database Management
System can also be installed on a separate Database Server PC in the
network.

NOTE : /f an older version of the Software exists on the drive, be sure to use
Windows Add/Remove Programs to uninstall this older version before
installing the new version.

The database file “proxette.gdb” or “proxette.fdb” will not be removed by this

process, and also will not be over-written when the new Software is installed.

Log-on Requirements

If you are using Windows NT or Windows 2000, you will need to log-on with
Administrator privileges on the machine.

NOTE : Before running setup files, quit all other applications.

Database Type

IXP200 requires a Database Server to be installed :
e Versions prior to V4.0 of the IXP200 Software used InterBase.

e Version V4.0 and higher support the Firebird database Software. This
database is supplied free of charge with the Software.

e Version V5.0 and higher use the Jaybird driver instead of the InterClient
driver.

INTERBASE MUST BE REMOVED to allow version V4.0 or higher to be
installed correctly. From V5.0 on, InterClient must also be removed.

To do this :

[1] First stop all InterBase-related applications and services. When no services are
running, uninstall InterBase as described in the paragraphs which follow.

NOTE : This is absolutely necessary as problems will be encountered If it is not
done.

The following general steps should be followed :

[i] Stop InterServer (Start/Programs/InterBase InterClient /InterServer
Configuration Utility). Go to the Advanced tab and click Stop.

[ii]  Stop InterBase Guardian if this is used. (Windows 98 users should see this
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in the Task Bar, but other Windows users may have this running as a
service).

[ii] Stop InterBase Server (Start/Programs/InterBase/Server Manager).
[ivl] Uninstall InterBase 6.01 (Control Panel/Add/Remove Programs).
[vl Uninstall InterClient (Control Panel/Add/Remove Programs).

NOTE: This procedure may vary slightly and depends on the operating System used
and the way the database was configured.
[2] Once InterBase has successfully been uninstalled, the new I1XP200 Software
can be installed as described below.

Installation Procedure — Single (Host) PC

NOTES:
1. Before running setup files, quit all other applications.

2. The installation procedure is described in several languages in the Installation
Software. The required language can be chosen using the drop-down menu in
the Installation introductory window.

IEninsh 7 l

Figure 1 : Installation introductory screen

To install the IXP200 Software, proceed as follows :
[1] If a previous version of IXP200 is installed, this must be uninstalled.

[2] Run the Setup.exe file in the root folder on the CD to install 1XP200 V6.0 and
the associated applications.
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[3] Select the path to the Installation folder. By default, the files will be copied into
the folder 1XP200.

[4] From V4.0, the Database Management System has been changed from
InterBase to Firebird. The Installer Software will automatically detect the
presence of InterBase and will exit the setup process and ask the user to
uninstall InterBase before restarting the Installer. Once restarted, the Installer
will install Firebird if it has not previously been installed (See Installation of
Firebird).

NOTE : There /s one condition here. If Firebird is already installed but the
password for Firebird is not “masterkey” (the IXP200 default password),
then the Installer will try to re-install Firebird and display a message to
Stop the Firebird or InterBase server. In this case, just click OK and ignore
the message.

[5] Start icons will automatically be created for 1XP200.

[6] Configuration information is stored in the “proxette.properties” file in the
IXP200 folder. Defaults are supplied which should be sufficient for most
installations.

[71 Any existing “proxette.properties” file is overwritten for V5.0 onwards to ensure
that the correct driver settings are present. If the default settings had been
changed in the existing installation, it may be necessary to browse to locate
the existing database at logon and check the serial port and ProxPal Tag
Reader/Registration Reader setting when starting 1XP200.

[8] For a new installation where no prior database exists (file “proxette.fdb”), you
will have been prompted during the installation for your locale (region). The
correct database file type for that locale will then be automatically copied from
the Empty Database folder to the Database folder. The encoding property in
the “proxette.properties” file is automatically set to match the locale chosen.
The *“graphics.properties” file will have its settings synchronised with
“proxette.properties” when logging on to IXP200. (See Database Settings).

[9] If a database already exists from a previous installation, refer to the
UpdateReadme file for update instructions.

Java Runtime Environment Installation

The IXP200 Software Installation Wizard will automatically install the Java Runtime
Environment (JRE) with comms extensions.

Installation of Firebird

This is triggered automatically during 1XP200 installation, but can also be started
manually if required.

Firebird (V1.5.2) is the version currently used. There is no need to reinstall the
current version if you already have it.

If you have an older version of Firebird installed on the computer, then stop all
Firebird-related applications and services and uninstall Firebird first.
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Then :

[1] To start a manual Firebird installation, run the Firebird Setup.exe file in the
Firebird folder on the IXP200 CD.

[2] When asked to select “Additional Tasks”, the settings should all be checked by
default. Always run Firebird as a service on an operating System which
supports it. Windows 98 does not support services, so when using this
operating System select Firebird as an application.

[3] Jaybird, which is the JDBC driver for Firebird, is automatically installed with
IXP200 Software. The current version is V1.5.

[4] Reboot the computer when the Installation Wizard has completely terminated.

[5] After rebooting, check in Start/Control Panel/Administrative Tools/Services that
Firebird Server and Firebird Guardian Services are running.

Database Considerations

The default folder for the installed database to be used by IXP200 is
IXP200\database and the default name is “proxette.fdb”.

Different regions of the world use different encoding for their databases — these are
listed below. From V3.4.2 on, the Software installs a database by default to match
the locale chosen, but only if no existing “proxette.fdb” file is present. The
installation creates the folder database/Empty Database which contains three
folders, one for each of the different encodings that are now supported. These are :

(a) Eastern Europe.
(b) Western Europe.

(c) Unicode. This is suitable for the Far East, but can also be used for other
regions (except Eastern Europe), but does use more space on the drive.

Each folder contains an empty database suitable for the region concerned (all
empty databases have the name “proxette.fdb”).

NOTE : These databases should never be edited directly, but retained as empty
databases to be copied in case of recovery.

In case a new empty database is required, select the database for the encoding
required for your locale, and copy it to the IXP200\Database folder before starting
IXP200 - all the databases have the same name “proxette.fdb”. Ensure that the
“proxette.properties” file has the correct entry for the encoding selected (see
Properties File below).

Properties File

A file named “proxette.properties”, located in the IXP200 folder, is used by the
System to store initialization information, such as the location of the database, the
serial port to be used, as well as Database settings, Serial Port settings and other
settings. A default “properties” file is provided on installation. It should not be
necessary to edit this file as selections made by the user in the Software are
automatically recorded in the file. However, if necessary, this file can be edited,
using a program such as WordPad or Notepad. Comment lines are preceded by a
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“#” character.

The “graphics.properties” file also stores configuration information for the graphics
module.

Database Settings

The database should have the setting 'Forced Writes' = true in Database properties.

It is not necessary to change the URL in the “properties” file to specify where
“proxette.fdb” is located. When logging on to 1XP200, the user can browse to locate
the database. The database must be located on the same PC as the 1XP200
Software. This location will then be stored in the “properties” file under the key

Proxette.database.Interbase.URL.0=C\:\\IXP200\\database\\proxette.fdb

The database encoding property also appears in the "proxette.properties” file. It is
important to ensure that the encoding property matches the database selected.
This is essential to ensure that the data in the database is interpreted correctly.
This is done automatically for a new installation. An existing database is never
overwritten, but the “properties” file is overwritten in V5.0 only of 1XP200 to correct
the driver settings.

e.g. Proxette.database.Interbase.encoding=1SO 8859 1
Use :
1ISO 8859_1 for Western Europe (Latin 1).
WIN1250 for Eastern Europe (Latin 2).

UNICODE_FSS for the Far East (Unicode).

The encoding setting is case-sensitive and should be entered exactly as shown
above. Do not leave any white spaces after the text.

NOTE : The name “Interbase” in the above key will be retained even though the
database used is now Firebird.

The *“graphics.properties” file has the same value for the database location and
encoding as the “proxette.properties” file, and is synchronised with
“proxette.properties” when logging on to 1XP200.

Graphics.database.interbase.url=
jbdc\:firebird.sql\://localhost/c\:1XP200/database/proxette.fdb
Graphics.database.interbase.encoding=1S08859_1

Error Setting : “proxette.log” file for Trouble Shooting
proxette.error. redirecttofile =true

By default, to ensure that error messages can be reviewed, the key “redirecttofile”
is set true in order to log error messages to the “proxette.log” file. This file will be
located in 1XP200/log folder, named by date, e.g. “proxette20040914.log”.

A new file is created each time IXP200 is executed. In case of execution errors,

take a copy of this file to send to your dealer to assist in the analysis and resolution
of errors.

© June 2007 Impro Technologies Data subject to change without notice Page 2- 12
1XP200 Software User Manual [Issue 12]



Device Setting

This is usually set in the Controller Panel or Configuration/System Menu of 1XP200
but can be set manually by editing the "proxette.properties” file as follows :

[1] Specify the serial port to which the IXP200 Controller or the ImproX ProxPal
Terminal or the ImproX USB “Registration Reader” is connected as follows :

i Proxette.coms.SerialPortID=COM1
ii NOTE : Port 0 is COM1 and Port 1 is COM2.
i The baud rate and other settings may be left as default.

[2] Specify whether the ProxPal Tag Reader or USB “Registration Reader” is
installed :

proxette.tagholder.tagReader.enabled=0

1=ProxPal or USB Registration Reader installed, 0=ProxPal or USB Registration
Reader not installed

Leave all the other settings with their default values.

Multiple Databases

In some installations multiple databases may be required. For example, if one
computer is used for several hardware installations (for example, several factory
sites), then separate databases can be supported, one for each site, but they
must all have the same encoding.

If your System requires multiple databases, each such database must be renamed
appropriately (e.g. “IXP200Sitel.fdb”, “IXP200Site2.fdb”, and so on, and held in a
“site database” folder created by the user). When the PC is used at Site 1, the
appropriate database must be selected at log-on, and so on.

INSTALLATION PROCEDURE WHEN SEPARATE DATABASE SERVER PC IS
USED

NOTE: When using separate PCs for the IXP200 application and for the Database,
the PC where IXP200 is installed is known as the HOST, and the PC where
the Database is installed is know as the SERVER.

On the Host PC

[1] If a previous version of 1XP200 is installed, uninstall it.

[2] Install 1XP200 V6.0 to C:\IXP200, (or to the folder where IXP200 is to be
installed, if different), and follow the sequence listed under Installation
Procedure — Single (Host) PC.

[3] Run UpgradeDatabase to upgrade an existing Database.

[4] Firebird Server is not required to run on the Host anymore, and can be
stopped.
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On the Database Server PC

(1]

[2]
[3]

Install Firebird Server by running setup.exe from the Firebird folder on the
IXP200 CD. Ensure that it runs automatically as a service, and that it has
started.

Create a shared folder (called, for example, Access), and create a Database
sub-folder inside it.

Assuming the folder Access is off the root directory, the path to the Database
should be C:\Access\Database.

NOTE: The shared folder must be accessible by the user at the Host PC.

(4]

[5]

Copy the Database (proxette.fdb) from the Host to the Database folder on the
Server. After this, it would be wise to rename the database file on the Host so
as not to select it by mistake. I1XP200 keeps a pick-list of previously selected
databases in the Log-in dialog.

You would probably want to install IBConsole on the Server as well. This can
be copied from the Host Tools folder.

On the Host PC

[1] Start IXP200. The log-in screen will appear (see next illustration).
Logon E|
Logon
Server Narne: lacalhost
Databaze: CXKP200Databasehroxette fdb w
Username:
Passward: I
Uszer ICx I
&
IXP200 Log-in screen

[2] In the log-in screen, enter the actual name of the Server PC (as shown in
Windows, System Properties > Network Identification); for example, this could
be MyServer.

[3] Enter the local path to the proxette.fdb database file (mapped network paths
must not be used, and no browsing is permitted). A typical example of this
path is C:\Access\Database\proxette.fdb (This is very important for the correct
functioning of the Jaybird driver).

[4] Enter the Username and Password, and log on.
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[5] If IXP200 does not run successfully, check all the previous steps, particularly
the local path and the Server name.

[6] Once the IXP200 software starts correctly, perform an AutolD in the normal
way. There should be no change, as the hardware units are still connected to
the Host PC.

[7]1 Check that the software operates correctly. It should still allow/deny access at
Doors, read Tags, store transactions, draw up and display Reports, and
perform all of its normal functions.

OPERATIONAL DIFFERENCES WHEN USING A HOST AND A SEPARATE
SERVER

When separate Host and Server PCs are used, there are some operational
differences:

Backup

The Backup function can still be activated from the Host on the Server, but not the
Restore function. The Backup function is modified so that it only creates a backup
file of the type *.fbk if the database is installed on a separate Server.

Restore

The user can manually restore the *.fbk file at the Server using Firebird utilities. (In
the normal case, where the database is installed on single Local Host PC, the
Backup facility performs the Backup and Restore functions as usual).

[1] To do backup from the Host at the Server, first map a network drive to the
shared folder on the Server (for example, R: is mapped to //MyServer/Access).

[2] In the Backup Dialog in IXP200, set the Backup path by browsing to the
mapped drive and selecting the database folder, for example, R:\Database.

[3] Click Backup Now to test this function. This should create a backup file *.fbk
in the R:\Database folder, name according to the date it is created.

GETTING STARTED

Upgrading an Existing IXP200 Database

A utility called UpgradeDatabase is provided to upgrade the database automatically.
This must be done whenever the Software is upgraded and before starting 1XP200.
Please refer to the file “UpgradeReadme.rtf” for detailed instructions.

Communications (Controller to Host PC)

There are three possible ways to connect the Host PC to the Controller :
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Option 1 : Directly via Serial Port

@
(b)
(©

Connect the RS232 Serial Port on the Host PC directly to the Controller's RS232
Port (Default option).

The distance between the Host PC and the Controller may not exceed 25 m
(27.34 yd).

Tags are registered by reading at the Controller.

Option 2 : Serial Port to ProxPal to Controller

@
(b)
©

(d)
(e)

Connect the ProxPal to an RS232 Serial Port on the Host PC.
Connect the ProxPal to the Controller by RS485.

The Controller configuration must be manually changed to operate in RS485
mode - see Section 6 of this manual.

The distance between the Host PC and the Controller may exceed 25 m (27.34
yd).

Tags are registered at the ProxPal on the desktop.

Option 3 : USB Port to USB Registration Reader to Controller

@

(b)
(©

(d)
(e)

Connect the ImproX RS USB Registration Interface, with its associated Reader,
to a USB Port on the Host PC.

Connect the USB Registration Interface to the Controller by RS485.

A USB driver must be installed on the PC to redirect the USB Port to a COM
Port - see NOTE below.

The Controller configuration must be manually changed to operate in RS485
mode - see Section 6 of this manual.

Tags are registered at the Registration Reader on the desktop.

NOTE : When using the ImproX RS Registration Interface, a definite procedure

must be followed to install the USB drivers. This procedure is described in
the IXP200 “readme.rtf” file under the heading INSTALLING THE USB
DRIVER TO SUPPORT THE REGISTRATION READER (in place of
the ProxPal). The COM port for USB communications is allocated as part
of this procedure.

STARTING-UP THE IXP200 SYSTEM

To run the Software, proceed as follows:

(1]
[2]

Click on the 1XP200 icon displayed on your Desktop screen.

If the icon is not displayed on the Desktop proceed as follows:
[i] Click on Start.

[ii] Click on Programs.

[ii] Click on IXP200 and then the 1XP200 icon.
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Initial Operations

A Username and Password are required when logging onto the I1XP200 System
Software.

NOTE : The password is case-sensitive.

The default Username and Password for logging onto the System are:
Username : SYSDBA
Password : masterkey

When the IXP200 installation and configuration is complete, the Password must be
changed to protect the security of the database. Refer to the “Change Password”
paragraph for this procedure.

TROUBLESHOOTING

If the Logon Dialog box appears when running the Software, then the IXP200 and

the JRE have been installed correctly.

If the logon operation fails, the most common problems are:

(a) Password is in the wrong case. It should be “masterkey” (lower case).

(b) The database server, Firebird Server, is not running. During installation it will
have been automatically configured to start as a service (if supported) or as an
application in the Windows Startup group. If Firebird Server is not running
(check Services or look for the icon in the System tray for WIN98) Use
Windows Explorer and go to the 1XP200/Tools (or go to Control Panel, where it
is installed as "Firebird 1.5 Server Manager") folder.

(c) Execute Firebird Manager (“fbmgr.exe”) and start the Firebird Server. If it
cannot be run as a service, then ensure that Firebird Guardian is used. This will
restart Firebird Server automatically if it stops running. If this fails then it could
be that Firebird is not properly installed.

(d) The PC does not have an IP address. This is necessary even if it is not on a
network. Please refer to Appendix A.

IB CONSOLE : DATABASE ADMINISTRATION UTILITY

To run IBConsole :

[1] Go to Start.

[2] Then go to Programs.
[3] Then go to Firebird.
[4] Select IB_Console.

[5] If IBConsole is not installed, copy it from the installation CD, namely
\Firebird\IBConsole.exe, and place it in C:\Program Files\Firebird\bin. Create a
short cut for this file and drag the shortcut into the Start/Programs/Firebird
folder.

Register - Server
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When using IBConsole for the first time, register the Server (PC) on which the
Database is installed. This gives access to any Firebird Databases installed on the
Server. To do this :

[1] Select Server / Register from the menu to pop up the Register Server
Dialog.

[2] Select Local Server and then enter a description of the Server (e.g. Access
Control PC).

[3] Enter the User Name “SYSDBA” and Password “masterkey”. “SYSDBA” is the
Administrator User Name (that cannot be changed) and “masterkey” is the
default Password that is valid for any new Firebird Database. In fact this is the
Administrator password for the Server and gives access to all Firebird
Databases registered on this Server.

[4] The default password must be changed later (see “Changing the Password”) to
ensure the security of the Database. This is the most important password for
the System, giving full access to all tables.

[5] Click OK to save and exit.
[6] An entry for the Server will now appear in the left-hand pane.

From this point on, when using IB_Console, select the Server and log-on using a
valid User Name and Password.

CAUTION

A copy of the Administrator’'s User Name and Password must be given to
the Manager of the Company / Owner of the System for safekeeping
EVERY TIME THE PASSWORD IS CHANGED! If this password is lost there
can be no access to the Database.

CHANGING PASSWORD OR ADDING ANOTHER USER

To carry out either of these operations, first :
[1] Select the Server icon in the left-hand pane.

[2] Log on. Successful connection is shown by a green tick (check) mark next to
the Server icon.

[3] Click the + sign next to the Server icon to expand the list of objects associated
with the Server.

[4] Select Users and the list of users will be displayed in the right-hand pane.
Then follow the appropriate sequence described below.

Changing the Password
To change the password :

[1] Right-click an existing User Name displayed in the right-hand pane.
[2] Select Modify User from the pop-up menu. The User Information Dialog will
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now be displayed.
[3] Change the password.
[4] Confirm the change by entering the password again in the second box.
[5] Click Apply to save the new password.
[6] Click Close to exit.

Adding Another User

To add another User :
[1] Right-click any User Name displayed in the right-hand pane.

[2] Select Add User from the pop-up menu. The User Information Dialog is
now displayed.

[3] Enter a User Name and Password.

[4] Confirm the new Password by entering it again.
[5] Click Apply to save new User.

[6] Click Close to exit.

NOTE : /XP200 makes provision for another User to have limited access to the
Database, to allocate Visitor Tags with low security access and to obtain
reports. This User should have the User Name “OPERATOR” and
Password “impro”. Create this User if required, otherwise the only user
would be the Administrator User. No other user has access to the tables.

REGISTER DATABASE (OPTIONAL)

It is necessary to register the Database in order to do maintenance, such as a
Sweep if the Database becomes corrupted.

Before connecting to a Database on IBConsole, it must be registered. To do this :

[1] Select Database / Register from the menu to pop up the Register
Database and Connect Dialog. The full path and file name of the Database
file is required.

[2] Click on the button to the right of the file name to locate and select it. An Alias
name may be supplied.

[31 The Administrator User Name and Password may now be entered.
[4] Click on OK to save and exit.

[5] The Database is now registered and opened (if the User Name and Password
were supplied), indicated by a green tick (check) mark next to the Database
icon.

[6] To disconnect from the Database, first select the Database icon and then
double-click, and then select Disconnect under Action in the right-hand pane.

[7] Click the X in the right hand top corner of the main IBConsole window to Exit
IB_Console.

INDEX
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CHAPTER 1 — INTRODUCTION
GENERAL

The I1XP200 Software Suite has been designed with user-friendliness as a major
design criterion.

The System must be configured using the 1XP200 System PC software.

This section of the manual describes the configuration of the IXP200 System
Software.

SAMPLE DATA

Many of the screens shown in this manual are based on a theoretical 1XP200
System, a small System for a fictitious company called Excel Products. A floor
plan for this installation is shown in Figure 1, and a typical block diagram of the
System architecture is shown in Figure 2.

The Excel Products installation includes six Doors, four for access within the
main building, one for access to the car park, and a sixth for control of a Lift
(elevator). The System also performs Building Management functions,
controlling a central air-conditioning plant, an emergency generator, oven
heating and a roller door.

The last four characters of the ImproX unit Logical Addresses as allocated by
the System are shown next to the units in Figure 1.

Four fictitious Tagholders are registered in this simple explanatory System. Their
details are :

Tagholder’s Name Tag Number Tag Level
William Newton 208038349100 Administrator
John Walton 208038343237 Normal

Clara Calisto 208038354551 Supervisor
James Nigel Haines 208038347205 Visitor

The System includes six Doors, and two Anti-Passback Zones. One ImproX 016
Terminal serves the Lift (elevator) (Door 2), and one ImproX 016 Terminal and
one ImproX 116 Terminal provide Building Management services for the air-
conditioning plant, roller door, the emergency generator and the ovens in the
laboratory.

There are two departments, Administration and Laboratory.

Other details of the System are included as appropriate in the software
configuration information.
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Manual Editing Facility

The current version of PC software and Controller firmware allow manual
capture and editing of Tag data via the Controller keypad and LCD. This feature
is described in Section 6 of this manual.

IXP200 Toolbar Icons

In the table below is a brief description of the shortcut Icons available to the
user when configuring an IXP200 System.

E General System Setup. Tagholders and Tags.

'I Doors, Readers and Door

Mode Patterns. Holidays.

£| Inputs and Outputs. Web Reports.

Time and Event Triggered

Actions. Help.

Open and close Active
Transaction Panel.

A AN E

Access Groups.

Certain common functions are performed using buttons identified by icons.
These buttons are shown below. In the text, the names shown are used to
describe these buttons.

G Apply or OK 0 Cancel
0 Add ° Delete
Edit @ | First
o Previous Q Last
o Next u’ Print Card
Building Graphics m Scale Floor Plan
L1k || Next Tag 4D | | Previous Tag
Show related Base Plan eecnpot | | Batch Print
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Typical Floor Plan and Block Diagram

A Floor Plan and Block Diagram for a typical fictitious installation are shown on
the next two pages.
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Figure 1 : Floor plan for Excel Products ground floor
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Figure 2: Block diagram of the Excel Products IXP200 System

© June 2007 Impro Technologies Data subject to change without notice Page 3-8
IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration Chapter 1 — Introduction

NOTE : A typical IXP200 System block diagram is included in Section 1 of this
manual. That diagram shows some System features that are not used
in the example shown in Figure 2.

Main Application Window

The Main Application Window (see the illustration on the next page) has a menu
and toolbar at the top and two panes below it. The upper pane displays an
information panel for the menu item selected, and can also switch to the
Graphics Runtime display panel. When an alarm transaction is received, the
Graphics panel automatically switches to the front. A tool bar with buttons
provides quick access to commonly used menu items.

The g]'h button allows the user to toggle between Graphics and Configur-
ation panels.

The lower pane displays current Transactions polled from the Controller. The
centre bar dividing these panes may be moved by clicking the arrows on it, or
by dragging it. The default position of the bar has been chosen so that none of
the buttons or controls on the main panel is obscured.

The menu provides comprehensive access to all System configuration graphics
and operating functions as well as reports and the card designer facility. Some
menu items display a dialog box when selected, which must be closed before
any other item can be selected.

There is a Status Bar at the bottom of the window to display messages to the
user and two Status LED Indicators which display the current status of the
Database Connection and Communication to the Units.

If an Auto-ID has been done in the current session, a third LED indicator is
displayed on the Status Bar. This is an Auto-ID Indicator button; clicking on the
button displays a logfile of the last Auto-1D process.

Auto ID, Database Connection and Communication Status lIcons

Three LED Icons indicate the status of these parameters. When the System is
not functioning correctly these Icons change color, indicating that a problem
exists. The Icons are located at the bottom right hand corner of the Main
Application Window.

See next page
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Auto ID Status
Green All Terminals were found and configured.

Amber New Terminals were found but are not configured.

Red Some Terminals are configured but were not found.

Database Connection Icon
Green The System is connected to the Database.

o Red A loss of connection to database (e.g. network
fault).

Communication Status
Green Communication with the Controller is normal.
& Amber  Terminal timeout (not responding) can be transient.

Red Controller not responding.

Active Transaction Panel

The bottom pane of the Main Application Window (similar to that shown on the
next page) is the Active Transaction Panel. This pane displays real time data.
For example, as an employee or visitor presents a Tag, the access transaction
data is then displayed in the various fields of the Active Transaction Panel.

See next page
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L ——— JSTSTEN
File Hardware Configuration Tags Graphics Reports Card Designer  Help
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Transactions I Alarms | Door Status |

Ssql Date I Tirme: | Terminal Event Iame | Tag |
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Main Application Window
Active Transaction Panel Fields and Buttons

A brief description of the information that is displayed in the Active Transaction
Panel's fields and the functions of the buttons is provided below.

Up/Down arrow . Used to open or close the pane. The mouse
icons can be used to drag the pane to the
appropriate size.

Seq : Displays the Transaction number as recorded

by the Controller.
Date . Displays the date of the Transaction.
Time . Displays the entry/exit time of the Tagholder.
Terminal : Displays the identity of the door or Terminal
where the transaction occurred.
Event :  Displays the type of Event that was recorded.
Name :  Displays the Tagholder's name.
Tag . Displays the Tagholder's Tag number.
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Alarm Panel Fields and Buttons

A brief description of the information that is displayed in the Alarm Panel’s fields
and the functions of the buttons is provided below.

Status
Seq
Date
Time
Terminal

Event

Operator
Tagholder

Acknowledge All

Acknowledge

Indicates the current status of a displayed
alarm (Acknowledged or Unacknowledged).

The transaction number as recorded by the
Controller.

The Date the alarm condition occurred.
The Time that the alarm condition occurred.

The Terminal at which the alarm condition
occurred.

The type of Event which caused the alarm to
be triggered.

The Operator who acknowledged the alarm.

Tagholder number associated with the alarm,
e.g. in the case of access made under duress.

This pushbutton acknowledges all currently
displayed alarms.

This pushbutton acknowledges the currently
highlighted alarm.

See next page
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Door Status Panel

This panel may be accessed by clicking the Door Status tab in the
Transaction View panel in the lower part of the screen.

File Hardware Configuration Tags Graphics Reports  Card Designer Help

B8N #] 7 @) £

Door I Door Mode Paﬂeml

Ho. | Name | ﬂ il

==

2 2 | Acmin
3 3 |South Doar ° |
4 5|Factary =
Door | Emtry| Exrtl
Mumbet: I‘\_ ElevatonLift Door [T
Mame: hain Entrance
Ertry Terminal: D00F 4BI0( MR Select | Alarm Ar: ‘ i Dizable ¥ Enable
Ext Terminat O04CE1EZ(MR) Select | APE Made: \”6‘ otf © Relax € Strict
APE Zone: I"_ Door Entry Code (]
Dy Moe Erable Bell [T
| ©| |
AV

Transactions | Alarms DoorS‘tatusl

Open All |
J} Main Entrance l Factory
Close Al I

l Adnin n TTH Bell
Refresh |
l South Door
n Parking

[© e [ com

Door Status Panel

NOTE : The proper functioning of this panel requires that door open sensors
are Installed on each door.

This panel shows an icon for each door in the System. A label next to the icon
indicates the name of the door. The current state of the door is reflected by the
icon displayed. The state of the door can only be fully ascertained if a door
open sensor has been installed on the door.

NOTE : This panel will initially be blank for a new System after the doors have
been configured. Click the Refresh button to display the door fcons.

There are four possible states or conditions, namely:
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DOOR STATE COMMENTS
Closed and locked Normal condition while no access is made.
Closed and unlocked During Open mode or Emergency Open mode.
Open Normal condition during access, as detected by a
P door open sensor.
Open for longer than the | Abnormal condition, door remains continually open,
specified limit as detected by a door open sensor.

The door state is obtained by polling the Controller at a specified polling
frequency.

The icon state is refreshed when the Controller is polled and will remain fixed
until the next poll.

The user may specify the Polling Frequency and the Door Open Time
Limit. This Door Open Time Limit should not be confused with the Door
Open Duration specified on the Reader Panel. The Door Open Duration can
be set for an individual door and will generate an alarm if the door is left open
longer than the duration specified.

The Door Open Time Limit for this panel is a parameter for the Door Status
panel only and applies equally to all doors. If a door is left open longer than the

time limit, the icon changes to a flashing image. No alarm transaction is
generated.

Polling frequency : 5 seconds (Default). Minimum 1 second.

Monitored door open time limit : 300 seconds (Default).

Set these parameters from the Controller Panel using the Configuration/System
Menu (see paragraphs under Setting the Door Status Polling Parameters).

Additional Functions
Several other functions are accessible from this panel.

Three buttons are provided :

BUTTON FUNCTION

Open All . Activates Emergency Mode at all doors, i.e. doors are
unlocked.

Close All : De-activates Emergency Mode at all doors, i.e. doors are
locked, unless an Open mode is operating on the door
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BUTTON FUNCTION

locked, unless an Open mode is operating on the door
according to the current Door Mode Pattern assigned to it.

Refresh . Detects new doors added or deleted and polls and displays
current status.

Individual doors can be locked or unlocked by clicking on the appropriate door
icon. A popup menu allows selection of the appropriate action. When an action
is selected, the command is sent to the Controller and it is immediately polled
for its new status. The door icons are refreshed according to the status.

The Graphics Panel still provides functions to open/close doors as before. The
status of the door will be reflected in the Door Status Panel but may not be
refreshed immediately. It will be refreshed when the Controller is next polled,
in accordance with its polling frequency.

Door Unlocked — door colour : Yellow J} Main Entrance
Door Closed — door colour : Blue H A.clmin
Door Open — door colour : Green ﬂ South Door

Door Status Icons

(See also the information under Setting the Door Status Polling
Parameters).

See next page
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Building Graphics Software

If the System uses the Building Graphics facility, a screen similar to that shown
below will appear as the Main Application Window.

=10l

@ =l Excel Site

|+

NORTHWOOD

Esperanza

litview

Twin Palms

/ 'I b T il micin id
| | 3

P
Transactions I Alarris | Door Statusl

Seql Date | Tirme: | Terminal | Event Mame | Tagy |

& [@com
Main application window with Building Graphics

Use the m (Home) Icon to return to the Base Plan.

Use the |« (Key) Icon to display the Base Plan in a small window at the
left of the current panel, with an indicator pointing to the
location of the current plan on the Base Plan.

The Graphics Software comprises two components, namely the Designer Module
and the Runtime Module.

The Designer Module allows the user to develop various plans, and is described
in the Impro Graphics Designer Module manual.

The Runtime Module allows the Graphics software to display plans derived using
the Graphics Designer Software Module, and to permit the monitoring and
control various System parameters by means of icons superimposed on the
plans.
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A software utility which permits the use of Graphics developed using the
Graphics Designer Software Module (described in the Graphics User Manual
IXP331-0-0-GB-XX) is incorporated into the IXP200 software.

Graphics features

The principal Graphics Runtime software features are :

(a) Display of Base Plans and Floor Plans of the areas under access control.
(b) Display, on these plans, of alarms generated within the System.

(c) The ability to acknowledge alarms from the Plans.

The use of the Graphics Runtime Software is described in Section 3, Chapter 8
of this manual.

Addressing of Units

The ImproX units each have two types of addresses, namely :

A Fixed Address

This is a unique, unchanging address, which is allocated at the factory and
stored in the memory of the unit during manufacture. This number appears on
the printed label attached to the unit.

A Logical Address

This is assigned to a unit during the Auto-Identification (Auto-ID) process and is
then used by the Host PC to address the Controller and the Terminals.

The first step in configuring a System is to establish the Logical Addresses and
link these to the Fixed Addresses. This process is described in the following
Auto-1D sub-section of this manual.

Recording of Installation Information

When ImproX units are physically installed, the Fixed Address associated with
each unit must be recorded by the installation personnel. This is done using a
label supplied with the unit, and an ImproX Unit Location Chart (provided with
every ImproX 1XP200 Controller). This label must be attached to the Chart, and
a unique description of the unit’s physical location must also be recorded on the
Chart. Where applicable, record the unit as an Entry or Exit Reader.

If this procedure is followed it makes the Configuration of the units in software
a simple matter by providing a record of all the information required.
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I1XP200 Software Start-up

Start the 1XP200 software either from the IXP200 icon on the desktop or from
the Programs menu / 1XP200 folder.

On software start-up, the user is presented with a Log-on dialog to log-on to
the database (see “IXP200 Log-on Window” on the next page).

Logon to IXP200
| IXP200 Logon: ‘
Database: IC WHP 200\datahaselProxette.qdb ;I
WEeiiEnme Browse.. |
Password:

User ID:

I1XP200 Log-on Dialog

Before logging on, first check the database location. The default pathname for
the database is C:\IXP200\Database\Proxette.fdb. If this is not the correct
location, click the Browse button and locate the Proxette.fdb database.

Enter the UserName ‘SYSDBA’ and the Password ‘masterkey’ and press Enter or
click OK. This is the default administrator password and may be changed at a
later stage after Configuration is complete.

The ID field in the Log-on dialog is for use by designated Operators (see
Adding Another User in the Software Installation section (Section 2) of this
manual). This field allows an Operator access to the database for Operator-
designated functions.

Once the Administrator has logged on to the database, the System will attempt
to open the serial port for communication with the ImproX IXP200 Controller.
The first time that an attempt is made to log on to the System, the Controller
1.D. will not yet be stored in the database. The user will therefore be asked if
Auto-ldentification (Auto-ID) is required.

New System — Logging on for the First Time

After logging on to a System for the first time, the dialog shown below will be
displayed.
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_r‘_Dalahase Hardware Check Ed

@ o controller in database. Execute Auto ID

Auto-ID Request Dialog

[1] Click on Yes to execute the Auto-ID.

[2] Answer Yes to proceed immediately or No to display the Main Application
Window.

[3] Auto-ID can then be selected from the Hardware Menu.

[4] If the serial port fails to open when the Main Application Window is
displayed, select Configuration / System from the menu in that window,
and then choose the correct serial port.

Auto ldentification Unit Detection

The purpose of this process is to detect hardware units in the IXP200 System,
to identify the type of each unit and to assign a Logical Address to each unit.
This information is then stored in the database.

NOTE : MNo configuration of the hardware can be done unless it is physically
connected to the PC via the serial port. Data cannot be entered until
the hardware units have been identified and assigned addresses using
the Auto-1D function.

Once assigned, the Logical Address is not changed during the next Auto-ID but
preserved as recorded in the database. Auto-ID may therefore be repeated as
often as required (e.g. when a new unit is added to the System) without
corrupting the existing database.

Performing Auto-I1D

[1] Select Hardware / Auto-ID Units and wait until the cursor returns to a
normal cursor. This may take a considerable time, increasing with the
number of units in the System.

[2] When the process is complete, a button will appear in the Status Bar, next
to the Status LED indicators. The colour of the icon on the button indicates
the result of the Auto-ID. (See paragraph AutolD, Database Connection
and Communication Status Icons for details).
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[3] Click this button to display a log of the Auto-ID process. The first time
Auto-ID is done, new units should have been found as indicated by an
amber icon. These units have now been assigned logical addresses and are
available as Terminals to assign to doors and for Building Management and
lifts (elevators).

If Auto-ID fails it can be repeated until it succeeds. It may require more
attempts if there are many units in the System.

If new units are added later, Auto-ID must be executed again to detect them
and to assign Logical Addresses to them.

CAUTION : If a unit needs to be replaced or removed altogether,
refer to the Section Hardware: Replace Unit for the
correct procedure. This is most important to preserve
data associated with the faulty unit.

NOTE : /f a unit (or units) have been removed and are awaiting replacement,
the following warning dialog will be displayed.

& Unit{s) are awaiting replacement, AukoID will nok replace but create new unitis)

Cancel AutoID?
Mo |

“Unit Awaiting Replacement” Warning

You can now proceed to Configuration of the System as detailed below.

SYSTEM STARTUP

At startup, the software automatically locates the System database. It then
allows a user to log-on with a Log-on Name and Password. The target database
URL (Universal Resource Locator) is read from the Proxette.properties file.

SYSTEM CONFIGURATION PROCEDURE
This section describes the Configuration of the System.

NOTE : The terminology used in this Section assumes a working knowledge of
Windows conventions on the part of the Reader.
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IXP200 System Configuration Requirements

The 1XP200 Access Control System must be configured in the following order
before the System can be used : Controller, Doors, Readers, Door Mode
Patterns, 1/0 Terminals, Time/Event Triggered Actions, Access Groups,
Tagholders and Tags.

In this section, the data to be captured for configuration of the System is
presented. Diagrams of actual Graphical User Interface (GUI) screens and
panels are presented, showing the type of data to be captured for each one.
The GUI for this System is called the IXP200.

The configuration sequence is :
[1] Configure the Controller.

[2] Assign all unassigned Terminals to Doors, set up Door Mode Patterns as
required and assign these to Doors and Zones.

[3] Configure the Input/Output Terminals (optional).
[4] Configure the Time/Event Actions (optional).

[5] Configure Access Groups.

[6] Configure Tagholders and Tags.

[7]1 Configure Holidays.

[8] Define Messages (optional).

Steps [1] to [6] must be completed for each new installation.

USER’S NOTES
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USER’S NOTES
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CHAPTER 2 - CONTROLLER CONFIGURATION

GENERAL

The Controller has three Serial Ports, two Digital Outputs (relay contacts) and
four Digital Inputs.

Port 1 - RS485

This Port is the Terminal Bus using the RS485 Protocol. All the IXP200
Terminals, Readers and Digital Input/Output Terminals are connected to this
Bus for communication with the Controller.

Port 2 - RS232/RS485

This Port is the PC Bus using the RS232 or RS485 Protocol (selectable manually
in Controller Editing Facility — see Section 6 of this manual).

This bus connects the Controller directly to the PC when this is located close to
the Controller. If the Controller is more than 25 m away from the PC then
either an RS232/RS485 Converter (the ImproX ProxPal) or a USB/RS485
Converter (the ImproX RS Registration Interface) is required, and this port must
be set to RS485 using the Controller manual editing functions.

Port 3 - RS232

This port could be used for a serial printer (for example) but is not used in
this version of the software.

Digital Outputs

The Alarm Output is available when Relay 1 on the Controller is suitably
connected (for these connections refer to the IXP200 System Installation
Manual). This output can be connected, for example, to a siren that is triggered
by alarms.

Power Control/Alarm Arming Modes

An IXP200 System can be used in either of two principal modes, namely the
Power Control or Alarm Arming Mode. The IXP200 Controller must be hard-
wired to suit the desired mode. The Mode selected depends on the connections
to Relay 2 on the Controller (for these connections refer to the IXP200 System
Installation Manual).
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Power Control

If the System is operating in the Power Control Mode, then :

When the first person enters any APB (Anti-Passback) Zone Relay 2 on the
IXP200 Controller switches on immediately.

The doors in the Zones must have APB selected, as the System maintains a
count of the number of persons in each zone.

After the last person leaves an APB Zone and all zones are empty, the relay
switches off after 30 seconds.

This arrangement means that Relay 2 in the Controller can be used to control
the state of electrical equipment in the Zones to conserve power when no
Tagholder is present.

Relay 1 is activated for a 1 second pulse when a Door Forced or Door Open Too
Long event occurs at a door.

Alarm Arming/Disarming

The Alarm System can be armed or disarmed at a Reader which has Alarm
Arming enabled. This is done by :
[1] Presenting a valid Administrator/Supervisor Tag at the Reader.

[2] Pressing the # key; the Tagholder has 10 seconds to press the # key to
arm the Alarm System.

NOTE : [/t is not necessary to press this key to disarm the System.

Once the # key has been pressed to Arm the System, the 1XP200 Readers will
beep every second for 30 seconds before arming to allow users to exit the
building.

When the System is Armed the door Reader’s Status LED blinks Red.

Only valid Administrator/Supervisor Tags can disarm the System when entering

the building. This is done automatically when the Tag is presented at a Reader
on entering.

Digital Inputs

* Input 1 This input indicates on the Controller LCD that the Alarm
Panel is Ready.
* Input 2 This input indicates on the Controller LCD that the Alarm

Panel is Armed.
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* Input 3 This input can be used as a General Alarm.
* Input 4 This input indicates on the Controller LCD that the
System is in the Emergency Unlock Mode.
NOTE : The Controller is not approved for use as a burglar alarm.
Controller Configuration

The first item to be configured is the Controller. To access the Controller Panel,
clickonthe  B| Icon.

Fle Hadware Configuration Tags Graphics Repoits  Card Designer  Help

Controller

Cantroller Part COMT ¥
ProxPal / Registration Reader Enabled & oves o
¥ Enable Mifare Readers

hiode (Optional) @ Power Cantrol

 Alarm Arming

APB Lockout Delay (minutes) 0
Controller Enabled W~
Apply Daylight Sevings € Yes Sef Dy aht Saying
& No
Door Status Polling Set Parameters |
AY
Trangactions Alaris |Door Statusl
Status | Seq | Date | Tirne | Terminal Evwent Operstor | Taghalder I
159 2004-00-03  116:39:11  |(0E) Admin Tertninal Timeout SYSDEA
154 2004-09-03  16:33:03  (09) Main Ertrance Terminal Timeout SYSDBA
152 2004-08-05  [16:35:00  |(07) Admin Terminal Timeout SYSDEA
Acknowlecge Al | Acknowlecge |

IO DB |0 COM

Controller Panel

This panel is used to configure the Controller. The “proxette.properties” file
stores the settings for the serial port to be used for communication with the
Controller. If the Controller is not detected on that serial port, use this panel to
select an alternative port. Additional Controller functions can be set here as
well as follows :
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Mode :
e Power Control.
e Alarm Arming.

NOTE : This selection must match the hardwiring of the IXP200 Controller
Relay 2.

APB Lockout Delay

This is the delay (in minutes) after a Tag has exited an APB Zone, before it will
be allowed to enter the Zone again.

Mifare Readers

Ideally, for a System using Mifare Readers, Auto-ID should not be done until the
Mifare Readers have been enabled during System Configuration (see
Controller Configuration). Enabling the Mifare Readers disables ImproX PT
or TA Terminals (which cannot read Mifare Tags) in the System, allowing up to
32 Mifare Readers to be assigned.

The Mifare Readers connect into the System through either ImproX PT or TA
Terminals.

Controller Fields and Buttons
Below is a brief description of the information that is displayed in the Controller
Panel’s fields and the functions of the buttons :

Controller Port : The PC port to connect to the Controller or
to a ProxPal Reader or ImproX USB

“Registration Reader” (NOTED,
ProxPal/Registration : Yes must be selected here if an ImproX
Reader Enabled ProxPal Desktop Tag Reader or ImproX USB

“Registration Reader” is installed. No must
be selected if neither of these is installed

(*NOTE 1)

Enable Mifare Readers . When selected, this enables Mifare Readers
in the System.

Mode (Optional) 1 This selects Power Control or Alarm Arming
Mode for Relay 2, if used.

APB Lockout Delay . Restricts the same Tag from entering at the

(minutes) same point within a set period.

Site Communication : As encryption is not implemented in this

Seed (0=no encryption) version, a zero (0) must be entered in this
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field.

Controller Enabled . Toggles the Controller on or off; if off, the
Controller is not polled by the PC.

Apply Daylight Savings : This option, together with the Set Daylight

Saving button, allows the Controller to
implement daylight saving when off-line to

the PC.

Apply : This button saves new data to the System
database and to the “Proxette.properties”
file.

Cancel : This button cancels the field selection and

any newly typed-in data.

NOTE 1* : Refer to information under Communications (Controller to Host
PC) in Section 2 of this manual for details of these connections.

Configuring the Controller - Procedure

To configure the Controller, proceed as follows :

[1] Click the General System Setup icon on the toolbar or select from the
Configuration dropdown menu. A Controller Panel similar to that shown
previously will be displayed.

[2] In the Controller Port field, select the required serial port (COM1 or COM2)
to connect the PC to the Controller, either directly or through the ProxPal
unit or ImproX RS.

[3] In the ProxPal/Registration Reader Enabled field, select “Yes” to enable the
ProxPal Desktop Tag Reader/ ImproX USB “Registration Reader” (if either
of these units is installed in your System). These units are dedicated to Tag
registration.

[4] Enable or Disable Mifare Readers as required.

[5] In the Mode field, select the Power Control or Alarm Arming Mode in
accordance with the Controller wiring for your System.

NOTE : Before selecting one of the radio buttons, the required option must be
hard-wired (to Relay 2) before this function can be enabled. Details of
this wiring are included in the IXP200 System Installation Manual.

[6] In the APB Lockout Delay field, select the cell and type in the amount of
delay time required. This function prevents the same Tag from gaining
access more than once at the same point of entry for that set period of
time (e.g. 30 minutes). If no Lockout Delay is required, enter a zero (0).

[7] The Site Communication Seed field is not available in this software
version, but will be implemented at a later stage. At present a zero (0)
must be entered in this field.
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[8] In the Controller Enabled field, the tick in this check box just verifies that
the Auto-1D has detected the Controller. An unchecked box indicates that
the Controller is not functioning correctly.

[9] Click Yes or No for Daylight Saving.

[10] Clicking Yes, enables the Daylight Saving button; click this and set the
Time Offset, Start Date and Time and End Date and Time in the dialog
displayed. Click Apply to save.

[11]Click Apply to accept the new data into the System, or Cancel to reject
any new data.

NOTE : Changing to another panel before selecting Apply on the Controller
Panel would result in the new data being rejected.

Daylight Saving

The Daylight Saving feature allows the Controller to be set up for Daylight
Saving (summer time).

Once it is set up it will operate the time switch-over even when the Controller is
off-line, that is it will reset the time by the offset on the specified start date and
time and switch it back again on the specified end date and time.

However, the PC time will still override the Controller time when it is on-line.
The PC relies on the operating System (0/S) for the correct time and will upload
it to the Controller every 5 minutes. The O/S generally knows the dates for
which Daylight Saving applies, and switches over automatically. Of course if the
Operating System time is incorrect, then it will make the Controller time
incorrect too, as soon as it comes on-line.

NOTE : Daylight Saving dates are set for a particular year and must be reset
each year.

To activate Daylight Saving, select Apply Daylight Savings, Yes on the
Controller configuration screen.
The Daylight Saving dialog shown will be displayed.

& Set Daylight Saving for Contr: oller ll
Time Otfsst | 01:00
StartDate 20020324 Start T | 2200
Eopate 20020822 | enorime | 2:00

0] 0|

Daylight Saving dialog
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To set the Time Offset, enter the hours and minutes in the Time Offset box.

To set the Start Date, select the Start Date drop-down menu from the Daylight
Saving dialog, and choose the required date. Click on the chosen date to accept

the setting.

To set the Start Time, type the required time into the Start Time box.

Set the End Date and End Time in a similar way.

/< 1%P200 11 =[]

File Hardware Configuration Tags Graphics Reports Card Designet  Help

B8 2P0 ][ @) i

Controller
Cortraller Port  comt ¥ comz
ProxPal Enakiled i ves i+ Mo
x|

Wode (Optional)

Time Oftset | 00:00

Start Date L‘ Start Time | 00 :00
APE Lockout Delay (minutes) IDecember L”mm LI

00 ;00
Site Communication Seed (0 =no E | Sun | Mon | Tue |ited | Thu | Fri [ Sat Eydgime
Cartraller Enshisd ? = 2 i 2 " il
N ERERER IR 0 |

Apply Davlight Savinos 15 15 17 1= 10 =0 21 Saving

2z |22 |29 |26 | 26 7 -

ENERED F T o | Q |
Trensactions | Ajarms |

Seq I Dste | Time Terminal I Evert Mame | Tag |

Daylight Saving — typical calendar

NOTE : 7o quit the calendar window without choosing a date press the escape
button on the keyboard.

The start and expiry date can be deleted by highlighting the date and
pressing the Delete button on the keyboard.

Setting the Door Status Polling Parameters

[1] Click the Set Parameters button, opposite the Door Status Polling label,
to display the Door Status Polling Parameters dialog.
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4 Set Door Status Polling Par x|

Palling Freguehcy (secs) |5|
Door Open Tire Limit (secs) |3E||:|

9| 0|

Door Status Polling Parameters dialog

[2] Set the Polling Frequency in seconds. This determines how often the
Controller will be polled and the panel display refreshed.

[3] Set the Door Open Time Limit in seconds. This determines the period a
door may remain open before the display icon should change to a flashing
icon. This provides a visual alert to the operator.

Polling Frequency ;5 seconds (Default) (Minimum 1 second).

Monitored Door Open Time Limit : 300 seconds (Default).

[THIS CONCLUDES THE CONFIGURATION OF THE CONTROLLER,
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CHAPTER 3 — DOOR CONFIGURATION

GENERAL

The configuration of Doors involves the Configuration of :
(a) Readers.

(b) Door Mode Patterns.

(c) Day Modes.

Lift (elevator) Control is an optional aspect of Door Configuration.

DOORS, READERS AND DOOR MODE PATTERNS
CONFIGURATION

The next item to be configured is the Doors. The purpose of this configuration
is to define each Door and to assign Terminals to the Doors that they must
control.

To access the Door Panel, click on the A| Icon. (The Door Panel shown
next includes previously configured Doors).

g,

File Hardware Configuration Tags Graphics Reports  Card Designer  Help

FINEENEER <Y

Door i Door Modle Patteml

1'-' i3 Marne % 0
|

2|Lifts ° |

2
3 3 |Rear Door
4 4 |Laboratory

Door | Ertry | Ext|

Nurmber: '1_ Elevator/Litt Door [T
Mame: W
Erttry Tertinal Im Select | Alarm A | {*' Disable " Enable |
Exit Terminal: 004CS46B(MR) Select | APB Mode: | O off " Relax & Strict |
APB Zone: '1_ Door Ertry Code 456
Day Made | Enable Bell [T
| | 0]

AV

Transactions I Alarms | Daar Statusl

Seql Date | Time | Termiral Evert I Marne Tagy

e [

Door and Readers Panel
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Doors and Readers Panel Fields and Buttons

Below is a brief description of all the fields associated with the Door and Reader
Panel, the information displayed in the fields and what the buttons’ functions
are :

Door Tab Panel — Top Pane

No. : Door number.

Name :  The name given to the door.

NOTE : This name must be taken from the Unit Location Chart.

Add > Allows a new door to be configured.

Delete :  This button removes the selected entry from the list.

Door Tab Panel — Middle Pane

Number 1 The new door number or that of the selected door in
the top pane.

Lift (elevator) : When ticked (checked), defines this door as a lift

Door (elevator)/lift (elevator) group.

Name :  The name of the selected door in the top pane.

Entry Terminal : Entry Reader Terminal Fixed Address.

Exit Terminal . Exit Reader Terminal Fixed Address.

Select . Displays the Reader Setting Dialog.

APB (Anti- : The Zone number for this APB door (0 means no

Pass Back) APB).

Zone

Day Mode : Displays Day Mode Setting Dialog.

Alarm Arm :  Enabled if door must be armed.

APB Mode :  Off, Relaxed or Strict.

Door Entry : The Code required for access at this Door during Door

Code Entry Code mode.

Enable Bell 1 The Door Configuration Panel now shows a check box

to enable a bell. The bell is only available if the door
is assigned a Reader which is a Twin Antenna Mullion
Reader. This Reader has a bell pushbutton.

Tick (check) the check box to enable the bell to
operate with relay 2. Relay 1 will then operate
with the door strike for both Readers. If the box
is not checked, then the relays operate as normal.

Apply 1 This button accepts the new door or edited data into
the System.
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Cancel : This button refreshes the data with the original data.
Configuring Doors and Readers Procedures

To configure Doors and Readers, first refer to the ImproX Unit Location Chart
for the required data, and then proceed as follows :

[1] Click the Doors/Readers icon on the toolbar or select from the Configuration
dropdown menu. The Doors and Readers Panel similar to that shown
above is displayed. For a new site the list is empty.

[2] This panel defaults to the Door Tab Panel, as shown above.

[3] Click Add (+) in the top pane. The System allocates a number and the
new entry area is highlighted under the No. and Name fields.

[4] In the middle pane select the Name field, and type in the required
description. The description should be appropriate and unique, ensure that
the description is not confused with other descriptions.

NOTE : The first thing to decide is whether the door is an actual Door or a Lift
(elevator) Control point. If the latter, click the check box to select Lift
(elevator) Door. Four Readers, one per lift (elevator), may then be
assigned to the lift (elevator) control point, loosely referred to as a ‘Lift
(elevator) Door'.

For normal Doors only two Readers (one for entry, one for exit) may
be assigned.

[5] The next step depends on whether a normal Door or a Lift Door is being
configured :

(a) For normal Doors continue with this procedure (Step 6).
(b) For a Lift (elevator) Door continue with the procedures under Lift
(elevator) Control.

[6] In the Entry Terminal field, click Select in the middle pane. A Reader
Setting Dialog similar to that shown below is displayed. Consult the
Location Chart and then select the required Reader from the list. When
accepted, this data is then displayed in the Entry Terminal field.

[71 In the Reader Setting Dialog, click Apply to accept the Readers, or
Cancel to reject the Reader.

NOTE : 7o de-select a Reader click on the Blank line.
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FAReader Setting
Mame | FicAddress | Logic Addr.. | Diesc |
MR 004CE474 01010108 Impros Micro Remaote
MR 004CH46F 01010108  Irmprod Micro Rermote
004CE468 01010107 TIf Micro Remote
MR 004C5469 01010106 Impros Micro Remaote
MR 004CA453 010101058 Improx Micro Remote
DL 004C5558 01010104 IrnproX LCD Keypad Terinal (Mon-progr.
MR o04ca485 01010101 ImproX¥ Micro Remote
KR 004CABAF 01010202 Improd Keypad Remote
KR 004C5480  01010M0C  ImproX Keypad Remote
MHR 004CG58A0 01010201 Improx Harsh Environment Micro Remote
MHR 0D4CH47E 01010108 Improx Harsh Environment Micro Remote

0| o]

Reader Setting Dialog

Reader Setting Dialog

Name : The type of hardware unit.

Fixed Address : The Fixed Address of the unit.

Logical Address  : The assigned Logical Address of the unit.

Description : Describes the type of hardware i.e. ImproX Micro
Remote.

Apply : This button accepts the Terminal selected from
the list.

Cancel : This button cancels the selection and closes this
panel.

[8] In the Exit Terminal field, click Select in the middle pane. A Readers
Setting Dialog similar to that shown above will be displayed. Consult the
Location Chart and then select the required Reader from the list. When
accepted this data is then displayed in the Exit Terminal field.

[9] In the Reader Setting Dialog, click Apply to accept the Reader, or
Cancel to reject the Reader.

[10] Enter a zone number only if the door is an APB door, otherwise leave this
setting as zero.

[11]In the APB Zone field, click in the cell and enter the zone number
(between 1 and 16) that the selected door must be in. (If doors are
grouped into a Zone, they must have the same Zone number).

[12] In the Alarm Arm field, select this function. Click Enable to allow this
door to enter the Alarm Arming mode when the System is armed. (This
only applies if the Controller Mode is Alarm Arm). Click Disable if arming is
not required.
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[13]In the APB Mode field, select this mode. If the user selects Relaxed or
Strict and has not entered this door into a zone, when clicking Apply the
user is then prompted to enter a Zone Number.

[14] Door Entry Code mode. Enter a Door Entry Code for this Door if Door
Entry Code Mode is to be used for the Door (this requires a keypad
Terminal to be fitted at that Door). The valid range for a Door Entry Code is
1 - 65535.

Click Apply to accept the new data into the System, or Cancel to reject new
data.

NOTES:

1. Changing to another panel before clicking on the Door Mode Panel’s Apply
button, would result in the new entry being refected.

2. The Door Mode Pattern for this door can be displayed by clicking Day
Mode. The Day Mode Setting Dialog is shown below. (see the Day
Mode Setting sub-section later in this document).

_r‘_Day Mode Setting
Day | Doar Made Pattern |

Sunday Default Tag Mode

Monday Default Tag Mode

Tuesday Default Tag Mode

Wednesday | Default Tag Mode

Thursday Default Tag Mode

Friday Default Tag Mode Copyto Al |

Saturday Default Tag Mode

Holiday Default Tag Mode

Day Mode Setting Dialog

Entry and Exit Tabs

To configure Entry and Exit Readers, proceed as follows :

[1] Select the required Door.

[2] Click on the Entry tab. An Entry/Exit Panel similar to that shown on the
next page will be displayed.

[3] Enter all the required information for the Entry Reader.

[4] Click on the Exit tab to define the operation of the Exit Reader.

See next page
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=101 x|

File Hardware Configuration Tags Graphics Reports  Card Designer  Help

] o
2 -1

2
3 3|Rear Door
4

4 |Lakorstary

Door | Entry | Exit|

Mumber: l'l_ Elevator/Litt Doar [T

Nlarne: W

Entry Terminal: Im Select | Alaren Armm
Ext Terminal: [oaacsssBomy Select | AP Mode [ o CRelax St ‘

APE Zone: 1 Door Entry Code 456

| | 0]

AV
| Transactions I Alarmsl

" Enable

Seq Date Time: Terminal Evert MName Tag

[ el

Door Tab Panels

See next page
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A1 1XPZ00

File Harcvware Configurstion Tags Craphice  Reports  Card Designer Help

~=1ol=|

Bla[=[2

| [% |2 @ sk

Door I Door Mode Pattern I

F hlo. hiame

9O |
9|

Door Entry |2t |

Reader Function| (% Access Control

" Time & Attendance

ron Invalid Tag

DOS Mode: |  Marmally Open

= Mormally Closed

RTE hode:

& Normally Open

" Mormally Closed

‘ LED Action: Flashing Rec 'IDuration: 20 (0.1s8)
‘ Euzzer Yolume: |Loud 'IDuraliun. 20 (01s)

DOSUsage:  [Wormal - Strike Duration:(0.15) fa~— [on vald Ta

[~ Enable Oifline Validation Open Duration: ()

Message Displey Terminak I

IU LED Action: Green 'IDuratlon: 20 (0.1s)
LI Buzzer Yolume: |Loud 'IDuratinn' 20 (0A1s)

Q| 0 |

AV

Transactions I AIarms' Door S‘tawsl

Seql Date I Tirme: | Terminal

| Event | hlarne

| Tag I
h [2006-07-04  [1z5708  [rom |Power Up | | |
o |2006-07-p4 hzsmos Jiom [Tanles Intislised | | |

Upload error: Terminals Door Mode Patterns,

Door Entry Panel

Entry and Exit Tabs — Middle Panel

NOTE: The layout of the Door Exit Tab is the same as the Door Entry Tab.

Reader Function

DOS (Door Open
Sensing) Mode

Select Time and Attendance if transactions
from this Reader must be exported for time and
attendance purposes. The default setting is

Access Control Only.

The DOS Mode allows the selection of either
Normally Open or Normally Closed contact; the
choice depends on the type of sensing switches
that are used. Details must be obtained from
the Installer. A non- zero Open duration must be

set to enable DOS.
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RTE Mode

DOS Usage

Normal

Terminate Strike

Inhibit

Strike Duration

Open Duration

Enable Offline
Validation

Message Display
(optional)

On Valid/Invalid
Tag

LED Action
Buzzer Volume

Duration

The RTE Mode allows the selection of either
Normally Open or Normally Closed “Request to
Enter/Exit” switch contacts; the choice depends
on the type of sensing switches that are used.
Details must be obtained from the Installer.

Determines how DOS is used - Normal,
Terminate Strike and Inhibit (see below).

Valid Tag presentation triggers the relay for the
full strike duration.

Valid Tag presentation triggers the relay until
the door is opened. The relay remains activated
until the door closes, when it is de-activated or
the strike duration expires.

Valid Tag presentation is denied unless the DOS
contact is in the specified mode.

The period of time the relay must be active on
presentation of a valid Tag.

The period of time the door is allowed to remain
open before an Event occurs. A non-zero value
enables DOS.

This box is only enabled for the ImproX MfT
Terminal. When checked, if the comms from the
Controller fails, the MfT will continue to process
Tags that have previously been successfully
presented to that Terminal, giving those
Tagholders access via the door concerned. The
box is greyed-out for other Terminals.

Terminal where message must be redirected, for
Tag presented at this Terminal. This option is
here to facilitate future System expansion. If this
is a Terminal with an LCD display, select it to
display messages locally.

Select the LED and Buzzer Action that must
occur on presentation of a valid Tag (or invalid
Tag).

The state of the LED when a Tag is presented.
The buzzer volume when a Tag is presented.

The period of time the LED and Buzzer Volume
are active during Tag presentation. Enter the

© June 2007 Impro Technologies

Data subject to change without notice Page 3-38

IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration Chapter 3 — Door Configuration

period of time (minimum 2 digits; e.g. 20 = 2
seconds) that the Action must be active.

Click Apply to accept the new data into the System, or Cancel to reject new
data.

NOTE : Changing to another panel before clicking on the Door Panel's Apply
button, would result in the new entry being refected.

DELETING AN EXISTING DOOR
This operation must be done with the System on-line.

To Delete a Door, proceed as follows :
[1] Click on the Door icon on the toolbar or select from the Configuration
dropdown menu.

[2] In the top pane, select the required name to be deleted in the Name field,
and then click Delete to remove data from System.

See next page
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NEXT — LIFT (ELEVATOR) CONTROL
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LIFT (ELEVATOR) CONTROL

Any Door position may be allocated to the control of lifts (elevators). In the
panel below, Door 2 has been allocated.

NOTE : Only one of the sixteen System Doors may be configured for lifts
(elevators).

NI=E

File Hardware Configuration Tags Graphics Reports Card Designer Help
R .
A% || "Y B2 @] £

Door | Door Moce Pattern |

= hlo MName

(L Dl
o

5 5 |Parking
6 6 |KHR: Doar
7

Door | Readiert | Reaer2 | esciers | resder |

Muriber F— EievetorlifDoor. e
NMarne: itts
Reacert: IW Select | Reader3: l— Select
Reacer2: IW Select | Readerd: l— Select
APE Zone: IU— Door Entry Code h
Dy Mode
| %] 0|
AV
Transactions I Alarms I
Seq | Date | Titne: Terrminal Ewert | Mame Tag

[@os & com

Door Tab Panel when configured for Lift (elevator) Control

Door Tab Panel — Middle Pane

Number :  The Door number.
Lift (elevator) : When ticked (checked), defines this Door as a Lift
Door (elevator) Control Point.
Name :  The name of the Door, selected in the top pane.
Reader 1 -4 . Lift (elevator) Reader Terminal Fixed Address.
Select :  Displays the Reader Setting Dialog.
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APB Zone : The APB zone number must be 0.

The code required for access by this Reader during

Door Entry Code Door Entry Code Mode.

Apply :  This button accepts the new entry into the System.
Cancel This button refreshes the data with the original
data.

Configuring Lift (elevator) Readers - Procedure

To configure a Lift (elevator) Reader, proceed as follows :
[1] Add the Door allocated for Lift (elevator) Control.

[2] In the Lift (elevator) Door field, click on the check box. A tick (check) will
appear in the box and the Door Tab’s Entry and Exit Tabs will change to
Readerl to Reader4 Tabs.

NOTE : APB Mode is assumed to be Off for a lift (elevator) door (control point)
as only one Reader is used per lift (elevator) (remember that APB
Mode always requires two Readers at the access point concerned).
The APB Zone must therefore also be 0.

For each Reader to be configured, proceed as described below. This procedure
is for Readerl; Reader2 - 4 configuration is similar.

[1] Click Select (in the middle pane) associated with Readerl. A Reader
Setting Dialog will be displayed as it was for the Door configuration.

[2] Select the required Reader (as per the Unit Location Chart), located in the
Lift (elevator).

See next page
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FY1xP200 (O] x]
File Hardware Configuration Tags Repods  Help

FINEEAREIE <R

Door | Door Mode Pattern |

| Mo I Narme |
1 1|Main Doar

O |
: O |

Door Readert |Reader2| Readera' Reader4|

Output Terminal -

on Invalid Tag on Yalid Tag
LED Action Flashing Red | Durahnn'l?[l (0.18) LED Action Green - Durat\un.lQD (0.1s)
Buzzer Volume: |Loud 2 Duratiun.|20 (0.15) Buzer Yolume |Loud 2 Durat\on:|20 (0.15)

o] o] |
. Tiom ooon
Readerl Tab Panel

[3] Click Ok to accept the Readerl data into the System, or Cancel to reject the
data.

[4] Click on the Readerl tab. A Readerl Panel similar to that shown below will
be displayed.

Readerl — 4 Tabs

Output Terminal :  The Name and Logical Address of the Output
Terminal associated with this Reader
Terminal.
ON VALID/ INVALID
TAG
LED Action :  The state of the LED when a Tag is
presented.
Buzzer Volume . The buzzer volume when a Tag is presented.
Duration : The period of time the LED and Buzzer
Volume are active during Tag presentation.
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Readerl — 4 Configuration Procedure

[1] In the Output Terminal field, it is necessary to link the Reader to an Output
Terminal that can activate the lift (elevator) buttons.

[2] Select the Terminal shown on the Unit Location Chart from the Output
Terminal dropdown menu.

NOTE : This menu will be blank until the output Terminals have themselves
been configured. So on the first pass, leave this field blank, and save
the Reader data by pressing Apply. Come back to this point and select
the Output Terminal after it has been configured.

[3] After configuring Inputs and Outputs (see INPUT/OUTPUT
TERMINALS), select this Terminal on the second pass

[4] In the On Invalid Tag window. Select the LED and Buzzer Action that must
occur on presentation of an invalid Tag and then click in the Duration fields
to enter period of time (minimum 2 digits 20 = 2 seconds) the Action must
be active.

[5] In the On Valid Tag window. Select the LED and Buzzer Action that must
occur on presentation of a valid Tag and then click in the Duration fields to
enter period of time (minimum 2 digits 20 = 2 seconds) the Action must be
active. Click Apply to accept the new data into the System, or click Cancel
to reject new data. This is essential.

NOTE : Changing to another panel before clicking on the lift (elevator) control
Door Panel's Apply button, would result in the new entry being
rejected.

Day Mode Setting

A default Door Mode Pattern is assigned for all 7 days of the week when a new
door is configured.

If the user does not want to use the default pattern, new patterns may be
defined using the Door Mode Pattern Tab. When any required new Door Mode
Patterns have been configured (see “Configuring Door Mode Patterns —
Procedure”) carry out the procedure described below.

Day Mode Configuration Procedure

To configure Day Modes, proceed as follows :

[1] Click on the Door Tab and click the Day Mode button in the middle pane.
The Day Mode Setting Dialog similar to that shown below is displayed.
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!‘Da_v Mode Setting | x|
Dray Cioar Mode Pattern |
Sunday Default Tag Mode

Monday Default Tag Mode Cancel |

Tuesday Default Tag Mode

Wednesday |Default Tag Mode

Thursday Default Tag Mode

Friday Default Tag Mode Copy to &l |

Saturday Default Tag Mode
Holiday Default Tag Mode

Day Mode Setting Dialog

Day Mode Setting

Day . Days of the week, including a holiday.

Door Mode :  Pattern associated with each day.

Pattern

Apply :  This button accepts the selected patterns for the days.

Cancel :  This button cancels the selection and closes this panel.

Copy to All :  This button copies the selected pattern to all the other
days.

NOTE : /f the same Pattern is required for each day of the week, click Copy to
All ; this copies the pattern to all 7 days of the week.

To configure Day Mode Patterns, proceed as follows :

[1] In the Day Mode Setting dialog, select the required day from the Day field,
the Door Mode Pattern field is then highlighted, click on the highlighted
area and select a pattern from the dropdown menu.

!‘Day Maode Setting x|

Day Door Mode Pattern
Sunday Default Tag Mode
Monday  [|Default Tag Mode =l o
Tuesday | Default Tag Mode T
Wednesday | \iieekday _—
Thursday | ‘Holiday

Weekend

Friday EFa0E Tag Mode
Saturday Default Tag Made MI
|Holiday Default Tag Mode

Day Mode drop-down menu
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[2] Click Ok to accept the Day Mode data into the System, or Cancel to reject
data.

DOOR MODE PATTERNS

The mode of the doors does not in itself provide access to Tagholders (this is
done by the Access Group), but can be used to further restrict access to Tags.

There are 26 possible composite patterns, which can be defined by the user.
Each of the patterns operates for a full 24-hour period, consisting of up to 8
time slots.

For every door, one Door Mode Pattern is allocated to each day of the week
plus holidays.

These patterns allow:

(a) The operating mode (door status) for a door to be set differently for
various periods in a day.

(b) A PIN to be required at the door at selected times.
(c) The requirement that dual Tags be presented for access.

(d) With the above options, it is possible to further Restrict/Relax the access
requirements for all Tags that use a door by using a Door Mode, even
though the Tags have their own Access Group allocated.

Administrator and Supervisor Tags are not affected by the APB setting of the
door.

The default Door Mode Pattern is shown below.
This pattern is always available in the System and is allocated by default when a

new door is configured. If a different pattern is required, it must first be
defined and then allocated.

Default Door Mode Pattern

Slot Number 1
Start Time Slot :00:00
End Time Slot . 24:00
Door Mode 1 Tag
PIN required : No
Reason code required : No
Dual Tag required : No
Record Allowed Transactions : Yes
Alarm on Denied Transactions . No
LED : Red
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Each Door Mode Pattern is made up as described below.

Flle Hardware Configuration Tags Graphics Reports  Card Designer  Help

Door Door Made Pattern |

Mo, Mame
1 |Default Tag Mode

Z Weekday 0

3 |Holiday °

4 |Weekend

Patbern Name :  [Default Tag Mode

Pattern Time Slot ;
Mo, | Start Time | End Time | Mode |
1 |ooion [24:00 [Tag Mo o o es

+PIN | +Reasan | +Dual Tag| Record | Denied Alarm | LED |
[N |Red |

Q| 0|

3
Transactions | Alarms |

Seq | Date | Time Terminal | Evert | Name Tag |
Door Mode Pattern Panel
Door Mode Pattern Tab
No. : Door mode Pattern number.
Pattern Name The name given to the Door Mode pattern.
Add (+) : Allows a new pattern to be created.
Delete (-) : This button removes the selected entry from the
list.
Pattern Time : This pane provides details of each slot in the current
Slot Door Mode Pattern.
NOTES :

1. The Start Time Is allocated automatically to match the end time of the
previous Time Slot (default is 00:00).

2. The required End Time for a new Slot must be typed in.

3. All other parameters are selected from combo boxes, which are available
once the slot has been created.

No. : Time Slot number allocated by the System [1-8
maximum)].
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Start Time
End Time

Mode

+ PIN

+ Reason

+ Dual Tag
Record
Denied Alarm

Starting time of the Time Slot in hours and minutes
(hh : mm).

End time of the Time Slot in hours and minutes (hh :
mm).

The Doors have 8 programmable modes. These are
listed below in order of severity.

(a) Open Now Mode.

(b) Open Mode.

(c) Door Entry Code Mode.

(d) Personal Access Code Mode.
(e) Tag Mode.

(f) Supervisor Unlock Mode.

(9) No Entry Mode.

(h) Locked Mode.

(SEE THE NOTES ON DOOR MODE OPTIONS BOX
BELOW FOR DETAILS).

Tagholder's PIN may be required with the Tag on
entry or exit.

Reason code may be required on entry or exit.
Two Tags may be required for access.
Recording of allowed Transactions may be selected.

Invalid Tags can generate an alarm when presented
at an armed door.

LED The normal state of the Reader LED during this time
slot.

Apply This button accepts the new entry into the System.
Cancel This button removes any new data from the fields
and refreshes the original data.

See next page
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NOTES ON DOOR MODE OPTIONS
THE DOOR MODE OPTIONS ARE DESCRIBED IN THESE NOTES.

There are 8 programmable Door Modes. Each of these can be
modified to form other Modes by the selection of Mode options
within the Door Mode Patterns. Notes on these 8 Modes are provided
below.

Open Now Mode

The door unlocks immediately at the start of the time slot, and remains
open until the end of the time slot. All Terminals in the same Zone as this
Reader which are in Open Now Mode, will also be triggered.

Open Mode

The door remains unlocked until the start of the next Door Time Slot. This
Mode is triggered by the first valid Tag presented to the Reader. All Terminals
in the same Zone as this Reader which are in Open Mode will also be
triggered.

Door Entry Code Mode
e This mode requires a keypad Reader at the door.

e When the door is in this Mode, the Door Entry Code for the door can be
used for access.

e The Door Entry Code must be followed by the # key (Door Entry Codes
can be 1 to 5 digits).

e No Tag is required, although a Tag can be used instead of the Door Entry
Code as described in the Tag Mode paragraph.

NOTE : T7ag PIN, Dual Tag, Record and Denied Alarm settings are ignored for
the Open, Open Now and Door Entry Code Modes.

Personal Access Code Mode
e This mode requires a keypad Reader at the door.

e The Personal Access Code is effectively a type of Tag, and once entered,
followed by a #, at the Reader, it is validated by the System as a Tag.

e Normal Tags are also valid during this mode.
e Neither Tag + PIN nor Tag + Reason apply during this mode.

e Dual Tag can be applied to this mode; the two Tags can either be two
normal Tags, two PAC's or a normal Tag and a PAC.

Tag Mode

In this mode, all Tagholders with valid access are allowed when presenting a
valid Tag.
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Supervisor Unlock Mode

All doors can have this mode allocated to them. This ensures that normal
Tagholders cannot enter until the supervisor has unlocked the door. The door
then effectively reverts to Tag mode.

No Entry Mode

This Mode is similar to Locked Mode, except:

e  Only Administrator Tagholders with valid access may enter.

e All Tagholders with valid access can exit.

e The RTE (exit) push button function allows any Tagholder still inside to
Exit the controlled area.

e The RTE (enter) function is not operational therefore no person can gain
access in this way.

WARNING

THIS LOCKED MODE CAN BE LIFE — THREATENING, IF THERE IS NO
TELEPHONE IN THE AREA WHERE THE PERSON IS LOCKED IN, AS
ONLY THE ADMINISTRATOR CAN OPEN THE DOOR BY CHANGING
THE DOOR MODE PATTERN OF THE LOCKED DOOR VIA THE
SOFTWARE.

Locked Mode
¢ No Tagholders, even Administrator Tagholders, can enter.

e The request to enter/exit (RTE) does not work for either Entry or Exit.
e All Tagholders still inside cannot Exit the controlled area.

e Any attempt to Enter or Exit the controlled area would result in a
Transaction being recorded.

MODE OPTIONS

The Mode options which can be selected together with one of the 8
programmable Door Modes to form additional Modes are :

e  +PIN Number

e +Reason

e +Dual Tag

e Record Transaction
e Denied Alarm

e LED

+ PIN Number (with Tag) Mode
e This System requires a PIN (allocated to the particular Tagholder) of up
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to 5-digits to be entered, after the Tag has been presented, at applicable
doors. If the PIN is less than 5 digits, # must be entered after the last
digit.

e Configuring a particular door to require a PIN as well as presentation of a
Tag enhances the security of the door in that area.

e If the allocated pattern of the door requires PIN entry, but the installed
Reader does not have a keypad, the System would then allow access to
Tagholders without requesting a PIN.

e When dual Tags are required, both Tagholders must enter their PINs.

e When a valid Tag is presented, the Tagholder's PIN entry must be
completed within 20 seconds.

e A short beep can be heard from the buzzer indicating that a PIN is
required.

+ Reason Mode

e In this mode, a 1- or 2- digit Reason Code must be entered via the
Reader keypad after the Tag is presented at applicable doors.

e Configuring a particular door to require a Reason Code as well as
presentation of a Tag provides a record of reasons for staff movements.

+ Dual Tag Mode

e Any two Tagholders with valid access must present their Tags
consecutively to gain access.

e A 20 second period is allowed for the presentation of the second Tag.
Record Transaction Mode

e This initiates the recording of the Allowed Transaction i.e. Access Allowed
in.

e All denied Transactions are recorded, irrespective of this setting.

e All Transactions must be downloaded on a regular basis. If the Controller
buffer is full the oldest Transaction is deleted.

e A Transaction records the following data :

Date, Time, Door, Tag No., Unique Master No., Allowed or Denied code,
and a user-configured Reason code (if any).

Denied Alarm Mode
e This only applies when the System is in Alarm mode and is Armed.

e The alarm relay is operated for 3 minutes, and an appropriate message is
displayed on the Controller’s LCD.

e A Transaction is recorded, identifying the Tagholder who was denied
access. Only invalid Tags will generate an alarm.

e  The Supervisor and Administrator Tagholders can acknowledge (clear) the
alarm at the Controller.
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LED Mode

This sets the specific color or mode that the Reader Status LED must display
during this Door Mode. The User can set any type of format that is required.

SPECIAL MODES
In addition, there are 2 other special modes, Emergency Unlock and Alarm-
armed. These are described below.

Emergency Unlock Mode

This mode is initiated from software, or from the Controller, and unlocks all
doors. If a button connected to a Controller initiates this Action, the button
must be placed in a glass-fronted box for emergency use only (see the IXP200
System Hardware Installation Manual for wiring details).

Alarm-armed
A third party Alarm System can be linked to the IXP200 so that it can be
armed or disarmed at an IXP200 unit.

In addition it is possible to set doors controlled by the 1XP200 System into an
Armed Mode during the time that the Alarm System is armed. This Armed
Mode overrides any existing Door Mode that is less restrictive than Supervisor
Unlock Mode.

During Armed Mode, only valid Supervisor or Administrator level Tags may
gain access to an armed door and enter the building. All other Tags are barred
from access at an armed door. Furthermore the Supervisor and Administrator
level Tags must also have been allocated access to the door in the usual
manner via an Access Group.

A door that can be armed is one that is designated as such in the Door
Configuration setup. Usually only external doors are so designated.

DOOR MODE COMPATIBILITY

Only certain Mode options are compatible with the various Door Modes.

The restrictions on the use of the 8 programmable Door Modes with the Mode
options are shown in the table “COMPATIBLE DOOR MODES AND
OPTIONS”.

NOTE : These restrictions are not apparent from the Door Mode Pattern setup
information. For example (refer to the table), in Locked Mode, +PIN
and/or +Reason and/or +Dual Tag may be specified during setup, but
all of these settings will be ignored by the System as no Tag Is
accepted during this Mode.
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T o]

File Hardware Configurstion Tags Graphics Reports Card Designer  Help

Door  Door Made Pattern |

. Nlame
1 |Default Tag Mode

2| Weekday i|
3 |Haliday °
4 |Weekend

PatternName :  [Default Tag Mode

Pattern Time Slot ;

ND.I Start Time | End Time | Mode I +PIN | +Reason | +DuaITag| Record | Denied Alarm | LED |
1 |oo:oo [24:00 [Taa Mo |Na |Na [ves 3 |Red |
Transactions | Alarms |

Seq | Date | Tirne Terminal | Event | Mame Tag

Door Mode Pattern Panel (repeated for clarity)

Configuring Door Mode Patterns — Procedure

[1] Click on the Door Mode Pattern tab. A Door Mode Pattern Panel
similar to that shown above will be displayed. For a new site the list has
only one entry, “Default Tag Mode”, which cannot be edited or deleted. It
is assigned by default to any new door, unless the user defines and selects
a new pattern.

[2] Click Add (+) in the top pane. The System allocates a new pattern
number and highlights the new entry.

[3] In the middle pane select the Pattern Name field, and type in the
required description. The description should be appropriate and unique to
ensure that it is not confused with other descriptions.

[4] The Start Time Field defaults to midnight, and is therefore (00:00).
The Start Time field cannot be changed manually; it will change
automatically to match the End Time of the previous Time Slot. The first
field that can be changed manually is the End Time field to begin your own
Door Pattern.

[5] Click the End Time field, and edit the End Time settings to the pattern
required.
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Notes on End Time field
(@) This field defaults to 24:00, ensuring a full day period.
(b) This field identifies the end of a particular mode for a door.

(c) This time is set to a 1-minute resolution.

(d) When altering the End time of a specific slot (1 of 8 possible settings),

therefore:
o A new next slot number is generated.
. The End time of the slot is forced to be the Start time of the next.

o The default parameters are loaded for the next slot (the slot being

modified already has the default parameters).

NOTE : After every time change or selection from a combo box, press Enter to
accept the entry in that cell.

[6] Click the Mode field to select it. A dropdown menu will be displayed. Use
the mouse to select the setting for the time slot.

[7] Click the PIN field to select it. A dropdown menu will be displayed. Use the
mouse to select the setting for the time slot.

[8] Click the Reason field to select it. A dropdown menu will be displayed. Use
the mouse to select the setting for the time slot.

[9] Click the Dual Tag field to select it. A dropdown menu will be displayed.
Use the mouse to select the setting for the time slot.

[10] Click the Record field to select it. A dropdown menu will be displayed. Use
the mouse to select the setting for the time slot.

[11]Click the Denied Alarm field to select it. A dropdown menu will be
displayed. Use the mouse to select the setting for the time slot.

[12] Click the LED field to select it. A dropdown menu will be displayed. Use
the mouse to select the setting for the time slot.

[13]Click Apply to accept the new data into the System, or Cancel to reject
new data.

NOTE : Changing to another screen before clicking on the Door Mode Patterns
Apply button, would result in the new entry being rejected.

Deleting an Existing Door Mode Pattern

To Delete a Door Mode Pattern, proceed as follows :

[1] Click on the Door icon on the toolbar or select from the Configuration
dropdown menu.
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[2] Select the Door Pattern tab.

[1] In the top pane, select the required name to be deleted in the Name field,
and then click Delete (-) to remove data from System.

NOTE : A pattern cannot be deleted while it is still allocated to any door.

FA1xP200 [_TO[=]
File Hardware Caonfiguration Tags Reports Help

EINEENSEIET <)

Daor Dot Mode Pattem |

| Mo, | Marme |
1| Default Tag Mode

3 Hol\day ‘ °

4|Weekend

Patern Name :  fiifeekday

Pattern Tirme Slot:

Mo, | Start Time | End Time Mode PIM Reason | Dual Tag | Record | Denied Alarm LED
1 |oooo 05:00 Supervisor unlock Mo Both Mo Ves Ves Red

2 0s5.00 17:00 Tag Mo o o Yes Mo Flashing Red
3 17:00 24:00 Supervisar unlock Mo Both o Ves Mo off Blink Red

O] 0|

AV

L. |[80B " [@ oM

Example of Configured Door Mode Patterns Panel
After the Door Mode Patterns have been defined, they are available for setting
the Day Mode of any Door (see Day Mode Setting).
Deleting a Time Slot

To delete a Time Slot, edit the end time of the previous slot to be the same as
the end time of the slot to be deleted. It will then disappear. Click Apply to
save.

[THIS CONCLUDES THE CONFIGURATION OF THE DOORS|
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CHAPTER 4 - INPUT/OUTPUT TERMINALS
GENERAL

This chapter describes the configuration of Input and Output Terminals.

The panel is used to allocate appropriate names to the Digital Input and Output
Terminals and to configure these Terminals for use.

NUMBER OF TERMINALS IN A SYSTEM

A maximum of six Input/Output Terminals can be connected to this System,
four to control Lifts (elevators) and two for Building Management.

BUILDING MANAGEMENT

The System can be configured as follows for Building Management :
e 1x116 Terminal.
e 1x 016 Terminal.

LIFT (ELEVATOR) CONTROL

The System can be configured to use up to 4 x 016 Terminals for Lift (elevator)
Control.

1/0 TERMINAL CONFIGURATION - PROCEDURE

Each 116 Terminal monitors up to 16 digital input channels, and each 016
Terminal controls up to 16 relay outputs.

To configure the Input/Output Terminals, proceed as described below.

To access the Input/Output Terminals Panel, click on the ﬂ Icon.

[1] If the System has detected any configured Input/Output Terminals the first
item that is displayed when entering the menu, is the Terminal Name and
its Logical Address.

[2] Once the Terminals have been detected and named, each input/output line
can then be allocated its own unique name.

[3] Before the Terminals have been configured, the list of Terminals in the 1/0
Terminal dropdown box is blank.
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[4] Click Search to create a list of 1/0 Terminals. Referring to the ImproX Unit
Location Chart for that Site, select and name each Terminal in turn.

=101
Flle Hardware Configuration Tags Graphics Reports Card Designer Help

10 Terminals channel settings:
Mo, Cutput Mame I
1 Ground Floor
BRI | it (010101 0A)-—- Outpu Search 2 |First Floor
3 Second Floor
Terminal Setting 4 __|hird Floor
=
Mame: IL\ﬂs :
7
8
Usage: Elevator/Lift Control - a
10
11
Duratian: 10 0.1,
(0.15) —
13
14
15
elo| o s

oY
Transackions | Alarms |

Seq | Date: I Time: Terminal Ewent Marne

[& e [& com
Input / Output Terminals Panel — Lift (elevator) Control Example

Input/Output Terminals Panel Fields and Buttons

Below is a brief description of the information that is displayed in the
Input/Output Panel’s fields and what the buttons functions are:

10 Terminal 1 The Logical Address of the currently selected
Input or Output Terminal. Click to show the
dropdown list of the other detected Terminals.

NOTE : Once a Terminal has been allocated a name in the Name field, this
name will be displayed together with the Terminal’s Logical Address in
the 10 Terminal field.

Search This button searches the Terminal Table for

any Input or Output Terminal, and fills in the
dropdown list of 10 Terminals.

Terminal Setting

Name : The name of the Terminal.
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End of Line (Input . Enable or disable an End-of-Line resistor.

Terminal Only)

Usage (Output Termi- :  Used for either Lift (elevator) Control or for

nal only) Normal Output e.g. switch off lights as part of
Building Management.

Duration :  Duration for lift (elevator) button activation, in
seconds.

Channel Setting : Named Input or Output channels.

Delete :  Allows the 1/0 Device to be deleted.

Apply > This button accepts the new data into the
System database.

Cancel :  This button rejects this entry.

INPUT/OUTPUT TERMINAL CONFIGURATION

CONFIGURING AN OUTPUT TERMINAL - PROCEDURE
To configure an Output Terminal, proceed as follows :
[1] Click on the Inputs and Outputs icon on the toolbar or select this from

the Configuration dropdown menu. An 10 Terminal Panel similar to
that shown above is displayed. For a new site all fields are empty.

[2] Click Search , the System then searches the Terminal Table in the PC for
the Logical Addresses of the Input or Output Terminals, and then displays
the Logical Addresses of the Terminals that were detected in the dropdown
menu of the 10 Terminal field.

[3] In the 10 Terminal field, click on the arrow button to display the combo
box and select the Terminal to be configured. In this case, an Output
Terminal is being configured.

[4] In the Terminal Setting window, proceed as follows :

(@) Click in the Name field and type in an appropriate name for the
Terminal (In this example, the name chosen is Lift (elevator) Control).

(b) In the Usage field, select the required option from the combo box to
define the function of the Terminal.

(c) In the Duration field, select the cell and type in the period that the
Tagholder has to make a selection (e.g. lift (elevator) buttons are active
for 10 seconds).

See next page
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Output Terminal configured for Building Management

[1] In the Channel Setting window, select a cell and name the Output
channels, as they have been physically connected e.g. if using the Lift
(elevator) function (as in this example), enter the floor number or name of
the floor (Marketing). Up to 16 Floors can be entered. (The example caters
for four floors).

[2] Click Apply to save the data or Cancel to reject it.

NOTES:

1. Where more than one Lift (elevator) Controller System is used, the lift
(elevator) buttons must be connected to the output relays in exactly the
same order in each lift (elevator). Each lift (elevator) can access the same
16 floors — not 4 x 16 floors.

2. The software automatically synchronises the output channels for multiple
lift (elevator) Controllers.

3. Editing channels of one Output Terminal selected for Lift (elevator) Control
changes the data in all the other Lift (elevator) Control units.
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CONFIGURING AN INPUT TERMINAL - PROCEDURE

In the 10 Terminal field, click on the arrow button to display the combo box,
and select the Terminal to be configured. In this case, an Input Terminal is
being configured.

[1] In the Terminal Setting window, proceed as follows :

(@) Click in the Name field and type in an appropriate name for the
Terminal (In this example, the name chosen is Building Management).

NOTE : This field is limited to 16 characters, and the name has therefore been
abbreviated to "Building Manage”.
(b) In the End of Line field, select the required radio button to enable or
disable the Terminal resistor.

[2] In the Channel Settings window, select a cell and name each Input
channel according to the function for which it has been physically
connected.

[3] If required, the System will generate an alarm for the input channel
condition. In this case, “Door Forced” will generate an Alarm.

~PZ00 & =101.x]
File Hardware Configuration Tags Graphics Reports  Card Designer  Help
10 Terminals Channel seftings:
Mo Input Mame: Alarm |
1 A Conlitioning [N
0 Terminak IB\dg Maragement(01010102)-—-Input LI Search 2__Joven180 ~
3 Emerg generator v
4 Doar Forced rd
Terminal Setting 5 -
5 r
Hame: |Ficy Managerert 7 r
] r
] r
Endof Line: |  Enable (" Disshle 10 [
1 r
12 r
13 r
14 r
©|l oo s E
16 r
AY
‘ Transactions | A\armsl
Sery Date Tirme Terminal Event Matne Tany
[Paling started [@ce [ com

Input Terminal Configuration Example

[4] Tick the box if an Input Channel must trigger an alarm when monitored for
any specified state (see the Event Triggered Actions paragraph).
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[5] Leave the box unticked (unchecked) if no alarm should be triggered. The
alarm setting does not inhibit Actions associated with monitored Inputs,
only the triggering of Alarms.

[6] Click Apply to accept the new data into the System, or Cancel to reject new
data.

NOTE : Changing to another panel before clicking on the 1/0 Terminal’s Apply
button, would result in the new entry being refected. This must be
done for each Terminal.

IThis concludes the configuration of the Input/Output Terminals.l
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CHAPTER 5 — TIME/EVENT TRIGGERED ACTION
CONFIGURATION

GENERAL

This chapter describes the configuration of Time and Event Triggered Actions.

Action Types

There are two types of Actions available, namely Relay and Message :

(a) Relay — Drives an Output Relay for a specified period of time or as
determined by feedback from an Input.

) Example 1 : Tea Time Siren sounds at 10 a.m. for 30 seconds.

. Example 2 : Relay to open a roller shutter door operated at 7 a.m. for
2 minutes or until the limit switch Input indicates that
the door is fully open.

(b) Message - Sends a message to the IXP200 Controller's LCD. At a later
stage in development the message will be able to be displayed on an
electronic notice board.

NOTE : Actions can only be configured if at least one Output unit has been

detected and has been allocated to Normal use (as opposed to Lift
(elevator) Control).

See next page
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Tab Panel

Time Triggered Actions

A Time Triggered Action will take place on specific days at a given time.

Event Triggered Actions

An Event Triggered Action will take place during a specified monitoring period
on specific days, if a specified Input or Inputs switches to a specified state.

The 116 Terminal inputs are individually monitored to determine if an Event has
occurred. Once the monitoring period has started, the System continuously polls
the inputs for a change of state.

Time/Event Panel Fields and Buttons

Below is a brief description of the information that is displayed in all the Time
Triggered Action Panel's fields and what the buttons’ functions are.

The next item to be configured is the Time/Event Triggered Actions.
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To access the Time/Event Triggered Actions
Panel click onthe & Icon.

Time Triggered Actions Tab

Time Triggered : Description of the currently selected Action.

Action

Delete (-) :  Allows the selected entry in the pane below to be
removed.

Add (+) :  Allows a new entry to be created.

[Table or list of defined Time Triggered Actions]

Number 1 The Action number.

Description . The Action Description.

Trigger Time . The time at which the Action will be triggered.

Time of Operation (for the currently selected Action)

Days of week : (Mon, Tues etc) Days selected for the Action to be
triggered.

Trigger Time : Time that an Action must be triggered, on the

(hh:mm) selected day.

Action

Select Action Type : The type of Action that will occur at the trigger
time.

Parameters : Displays a dialog box to further define the Action.

Apply . Accepts the new data into the Systems database.

Cancel : Cancels a new entry or refreshes an existing one.

CONFIGURING TIME TRIGGERED ACTIONS - PROCEDURE

To configure a Time Triggered Action, proceed as follows :

[1] Click on the Actions icon on the toolbar or select from the Configuration
dropdown menu. A Time Triggered Action Panel similar to that shown
above is displayed. For a new site the list is empty.

[2] Click Add; this clears the Time Triggered Action cell, click in the cell and
type in the name for the new Time Action.

[3] In the Time of Operation panel, proceed as follows :

(a) Click on the buttons in the Days of Week field to select the required
days.
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(b) Click in the Trigger Time field cells to set the time (hh:mm) that the
Action must be triggered.
[4] In the Action field, click on the arrow button and select the required Action,
namely Relay or Message.
[5] Click Parameters. A dialog box appropriate to the Action selected will be
displayed. Refer to either (a) or (b).

(a) A Define Message Action Dialog similar to that shown below will be
displayed. Click on the arrow icon and select the required message to
be displayed from the dropdown list.

& Define Message Action |

Display Message

at Controller

0| 0|

Define Message Action Dialog

A Define Relay Action Dialog similar to that shown below is displayed.
Select the Relay to be triggered and enter the duration you want it to be active.
If feedback from an Input is required, select the Input and the state, which
should stop the Relay activation.

{%Deﬁne Relay Action
Call Relay [ovenpre-heat =]
for Duration W 01s
OR until Input Crvan 180 -]

has State Im
9| 0|

Define Relay Action Dialog — Oven Relay Selected

{%Deﬁne Relay Action

Call Relay I 'l

for Duration

QR until Input

9| O |

Define Relay Action Dialog

has State
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Relay Action Configuration

If a Relay Action is selected, the combo box will display all the relay outputs
allocated under the related Output Terminal configuration, as shown above.

Call Relay : Displays the relay that must be triggered.

For Duration : Displays the period of time for the Relay Action.

Or until Input : Displays the input that supplies the feedback.

Has state : Stops the Relay activation when input has this state.
Apply : Accepts the entry.

Cancel : Cancels a new entry.

NOTE : 7o set the relay drive time to an indefinite period, enter 65535 as the
relay duration.

[1] Click Apply to accept the new Action parameters data into the System, or
Cancel to reject data. This will close the Action dialog box.

[2] In the Time Triggered Actions Window, click Apply to accept the new
data into the System, or click Cancel to reject new data.

NOTE : Failure to click Apply after adding a new Time Triggered Action or
editing an existing one would result in the data being lost.

Editing an Existing Time Triggered Action

To Edit a Time Triggered Action, proceed as follows :

[1] Click on the Action icon on the toolbar or select from the Configuration
dropdown menu.

[2] Select the required Time Triggered Action from the list in the top pane.
[3] Edit the Time and Action fields as required.
[4] Click Apply to save the edited record.

Deleting a Time Triggered Action

To Delete a Time Triggered Action, proceed as follows :

[1] Click on the Action icon on the toolbar or select from the Configuration
dropdown menu.

[2] In the top pane, select the required name to be deleted in the Description
field, and then click Delete (-) to remove data from System.

Next — Event Triggered Actions
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EVENT TRIGGERED ACTION CONFIGURATION
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Event Triggered Action Tab Panel

Event Triggered Actions Tab

Event Triggered Action n

Name
Delete

New

PERIOD OF OPERATION
Days of Week — Mon,
Tues, etc.

Start Time

Duration

Shows currently selected Action n. Combo
box navigates to the required Action record.

Name of current Event Triggered Action.
Removes the currently selected entry.

Adds a new entry where Actions/Events can
be configured.

The days that an Event must be monitored.

The time of day to start monitoring an Event.
The length of the monitoring period.
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MONITORED INPUT(S) AND

Select Input
Select State

Plus button
Minus Button
Channel No/Name/State

Input No.

Input Name

State

ACTION

Select Action Type

Parameters

Apply

Cancel

ST

ATE

Allows selection of an input to be monitored.

Allows selection of the state of the input that
will trigger the Action.
Chains new input with
monitored for this Event.

Removes selected input
monitored for this Event.

those already

from those

List of inputs being monitored for this Event
any of which could trigger the Event

Input Channel Number.
Input Name.

Trigger state.

The type of Action that will occur when
triggered by a monitored Event, namely
Relay or Message.

Displays a dialog box to further define the
Action.

Accepts the new data into the Systems
database.

Cancels the new entry or refreshes an
existing one.

EVENT TRIGGERED ACTION CONFIGURATION — PROCEDURE
To configure an Event Triggered Action, proceed as follows :

[1]

drop-down menu.

Click on the Action icon on the toolbar or select from the Configuration
The Event Triggered Action Panel similar to that

shown above is displayed. For a new site the list is empty.

[2]

Click New; this clears the Event Triggered Action cell, click in the cell

and type in the descriptive name for the new Event Action.

[3]

In the Period of Operation panel, proceed as follows :

(a) Click on the buttons in the Days of Week field to select the days when
the Event must be monitored.

(b) Click in the Start Time field cells to set the time (hh:mm) to start

monitoring the Event.

(c) Click in the Duration field cells (hh:mm) to set the period of time that
the Event must be monitored.
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[4] In the Monitored Inputs and State panel, proceed as follows :

(a) Click on the arrow icon of the Select Input field, this displays a list of
available inputs in the dropdown menu, select the required input.

NOTE : More than one input can be chained and monitored for the same
event, and any of the Events can trigger the Action.

(b) Click on the arrow icon of the Select State field, this displays state
options in the dropdown menu, click on the required option to select the
state.

(c) Click + Icon to add the new Input selected above, to the list of
monitored inputs below. Repeat this step if additional inputs must be
monitored for this event.

(d) Click the — Icon to remove any Input highlighted in the list below from
the list of monitored inputs.
[5] In the Action field, click on the arrow button and select the required
Action, namely Relay or Message.

[6] Click Parameters. A dialog box appropriate to the Action selected will be
displayed (refer to Time Triggered Actions).

NOTE : /f Relay action is selected, the relay drive time can be set to an
indefinite period by entering 65535 as the relay duration.

[7] Click Ok to accept the new Action parameter data into the System, or
Cancel to reject new data or refresh existing data. This will close the dialog
box.

See next page
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File Hardware Configuration Tags Graphics Reports  Card Designer  Help
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Days of Week: Start Time (hh:mm) If If

Sun hian Tue Wed I Thu Fri Sat Hal Duration thhvsam) EE

MOMTORED INPUT(S) AND STATE:
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Channel No | Iame | State I
ACTION: Select Action Type IReIay | I Parameters 0 | 0 -
aw
Transactions I Llarms I
Seq I Dt | Time I Terminal | Evert Mame | Tag |
Palling started |©oe [0 com

Sample Configured Event Triggered Action Panel

[8] In the Event Triggered Action Window, click Apply to accept the new or
edited data into the System, or Cancel to reject new data or refresh
existing data.

NOTE : Failure to click Apply after adding a new Event Triggered Action or
editing an existing one would result in the data being lost.
Editing an Existing Event Triggered Action

To Edit an Event Triggered Action, proceed as follows :

[1] Click on the Action icon on the toolbar or select from the Configuration
drop-down menu.

[2] Choose the Event Triggered Actions tab.

[3] Click in the Event Triggered Action combo box and select the required
Event Triggered Action from the dropdown list.

[4] Edit the days of week or time and duration as required.
[5] Add or remove monitored inputs as required.

[6] To change state of a monitored input, remove it first and add it again with
the correct state.
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[7] Select the required Action and set its parameters.

[8] Click Apply to save the edited record.

Deleting an Existing Event Triggered Action

To Delete an Event Triggered Action, proceed as follows :
[1] Click on the Action icon on the toolbar or select from the Configuration

drop-down menu.

[2] Choose the Event Triggered Actions tab.

[3] Click in the Event triggered Action combo and select the required Event
Triggered Action from the dropdown list.

[4] Click Delete (-) to remove it from System.

|This concludes the configuration of the Time/Event triggered Actions.|
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CHAPTER 6 — ACCESS GROUP CONFIGURATION

General

The purpose of an Access Group is to define a set of access conditions. Access
is then given to Tags by allocating an Access Group to the Tag, that defines
when access is allowed and the doors through that access is allowed. Tags with
similar basic access requirements will be allocated the same Access Group.

An Access Group is made up of one or more Access Patterns, each specifying
the days of the week and time of day during that access is allowed and also to
that doors and lift (elevator) floors.

Each Tag is allowed one Access Group only (though the Group may have up to
8 Access Patterns).

The Tagholder only receives the “allowed” response when presenting his Tag if
both the allocated Access Group and the current Door Mode have permission.

NOTE : A Door Mode alone can never give access (except in the case of the
Open mode), only the Access Group can define access. However a
Door Mode can restrict or relax the access requirements. The Tag
level can also further restrict or relax the Door Mode or access
conditions.

All groups conform to a single Anti-Pass Back (APB) lockout delay.

Access Groups Security Levels

Each Access Group that is entered into the System is allocated either High or
Low security.

Tags with level 1 and 2 are restricted to Low security Access Groups. When an
OPERATOR user logs on, he can only allocate Tags with level 1 and 2, and
hence also only Low security Access Groups. An OPERATOR user may also not
define an Access Group.

Only Tags with a Tag level of 3 (SUPERVISOR) and 4 (ADMINISTRATOR) are
allocated to groups having a “High” security level setting. Therefore, “High
security groups” would only be available to allocate to a Tag when the System
Database Administrator (SYSDBA) user logs ON.

The next item to be configured is the Access Group. To gain entry to the

Access Group panel, click on the ] Icon.
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Access Groups Panel Fields and Buttons

Below is a brief description of all the fields associated with the Access Groups
Panel, the information displayed in the fields and what the buttons’ functions
are :

Group Name : Lists the existing Access Group names.
Add : Allows a new Access Group to be created.
Delete : Removes the selected Access Group from the list.
Access Group : Name of the currently selected Access Group (max 16
characters).
Security Level : Security Level of the currently selected Access Group.
Access Patterns : Lists the Access Patterns defined for the currently
selected Access Group (maximum of 8 patterns per
group).
FA1xP200 [_[O[x]
File Hardware Configuration Tags Graphics Reports Card Designer Help
EFINEREERE R
Access Group
v Group Mame
1 [Admin
2 |Lah Staff M
: _S |

ArCEsS Group: |Supervi50|1

Security Level: @ High ¢ Low

Access Patterns

Mo, Days Start Time | Duration Doors Floors
1 hion, Tue Mied Thu,Fri ao:00 24:00 4321 Fir Sec,Thi,Gra,
2 Sun,Sat,Hol 08:00 12:00 1,2 Fir,Sec,Thi,Gro,

-ENCE o] 0]

Seq Date Tirme Terrminal | Event Mame | Ttan |

[&pe [0 com

Configured Access Groups Panel
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No. : Access Pattern number. The System allocates a
number when a new entry is required.

Days : Days of the week when the Access Pattern is active.

Start Time : Starting time of the Access Pattern (hh:mm).

Duration : Duration of the Access Pattern from the Start Time.

Doors : Doors allowed for the Access Pattern.

Floors : Floors allowed for the Access Pattern.

Add : Allows a new Access Pattern to be created for the
Access Group.

Delete : Removes the selected Access Pattern from the Access
Group.

Apply : Accepts the new or edited Access Group entry into
the System database.

Cancel : Cancels the new entry or refreshes the existing entry,

only if the Apply button has not already been clicked.

CONFIGURING AN ACCESS GROUP - PROCEDURE

IMPORTANT NOTE :
There are four stages in the Access Group Configuration procedure :

Add a new Access Group hame.

Add a new Access Pattern (Day and Time, Door and Floor).
Add more Access Patterns (optional).

Save the whole Group and its Patterns.

These stages are described below. Each stage must be completed to define an
Access Group.

Naming an Access Group - Procedure

To name an Access Group, proceed as follows :

[1] Click on the Access Groups icon on the toolbar or select from the Tags
drop-down menu. The Access Groups panel similar to that shown on the
previous page is displayed. For a new site the list is empty.

[2] Click Add in the top pane. The System allocates a number and the new
entry area is highlighted under Group Name.
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[3] In the middle pane select the Access Group field, and type in the required
descriptive name. The name should be appropriate and unique to ensure
that it is not confused with other Access Groups.

[4] In the Security Level field use the mouse to select High or Low as required.

Defining an Access Pattern

To define a new Access Pattern, proceed as follows :
[1] Click Add below the Access Patterns table. The Access Pattern — Day/Time

Dialog similar to that shown below is displayed. This dialog defaults to its
Date & Time tab.

Day & Time | Door| Flaar|

Select Day Pattern:

sun | Mnnl Tue | Wedl Thu | Fti | Sat | Haol |

Start Time 00:00
End Time: 24:00 Duration;  |24.00

O] 9|

Access Pattern - Day/Time Dialog

Access Pattern Dialog

This appears when clicking New or double-clicking on an existing Access
Pattern. There are three tabs, namely: Day & Time, Door and Floor.

Access Pattern - Day & Time Tab

Select Day Pattern : Days of the week selected for this Access Pattern.

Start Time : Start time of this Access Pattern (hh : mm).

End time : End time of this Access Pattern (hh : mm).

Duration : Duration of this Access Pattern (automatically
calculated).

[2] In the Select Day Pattern field, click on the required weekday buttons to
select the day pattern. The selected buttons change to light blue.

[3] In the Start Time field, enter the time in hours (00 to 24) and minutes
(00 to 59) to enable this time pattern.

[4] In the End Time field, enter the time in hours (00 to 24) and minutes
(00 to 59) to enable this time pattern.
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NOTE : The Duration field remains permanently gray. The System calculates
the hours and minutes (00:00) as you enter the Start and End times.

Day &.Time | Door| Floor]

Select Day Pattern:

Sun | Monl Tue |Wed| Thu | Fri | Gat | Hol |

Start Time: | 07:00
End Time 19:00 Duration: |12.DD

Q| 0|

Typical Access Pattern Day & Time Details

[5] Click on the Door tab, the Access Pattern — Door Tab Dialog as shown
below is displayed. In the No Access Doors field, all the doors of the
building that have been entered are listed.

[6] Select the required doors, and then click Add to transfer them to the Access

Doors field.
f“Access Pattern Setting
Day&Time Daor | Fiaor|
Access Doors: Mo Access Doors
hain Door Labaratory
Rear Door
Lifts 0 |

Typical Access Pattern — Door Tab Dialog

Access Pattern — Door Tab

Access Doors . Displays the doors selected for access.
No Access Doors . Display the doors not selected for access.
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Add : Moves the selected doors from the No Access
list to the Allowed Access list.
Remove : Moves the selected doors from the Allowed

Access list to the No Access list.

[7]1 Click on the Floor tab, the Access Pattern — Floor Tab Dialog as shown
below is displayed. In the No Access Floors field, all the floors of the
building are listed.

[8] Select the required floors.
[9] Click Add to transfer the floors to the Access Floors field.

NOTE : The Floor Tab is empty unless the System is using an O16 Terminal for
lift (elevator) control and the Lift (elevator) Door has been selected for
the Access Pattern.

!‘Access Pattern Setting [ ]
Day &Timel Door Floorl

Access Floors: Mo Access Floors:

First Flaor Third Floor

Second Floar

Q| 0|

Typical Access Pattern - Floor Tab Dialog

ACCESS PATTERN — FLOOR TAB

NOTE : [f the Lift (elevator) Door has not been allocated for Door access, no
floors appear in this list.

Access Floors : Displays the floors selected for access.

No Access Floors  : Displays the floors not selected for access.

Add :  Moves the selected floors from the No Access list to
the Allowed Access list.

Remove :  Moves the selected floors from the Allowed Access list

to the No Access list.
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[10]To remove a Door/Floor from the Access Doors/Floors Fields, first
select the required Door or Floor, and then click Remove to transfer the
selection back to the No Access Doors/Floors fields.

[11] Click Ok to accept the new Access Pattern, or click Cancel to reject it or
refresh an existing one. This returns the display to the Access Group
Panel, where the new Access Pattern is displayed in the Access Pattern
list.

Adding More Access Patterns

Add additional Access Patterns in the same manner, as required, up to a
maximum of 8 Access Patterns per Access Group.

Saving an Access Group

Click Apply to accept the new Access Group into the System database, or on the
Cancel to reject new data or refresh the existing Access Group data.

CAUTION

Failure to click Apply after adding a new Access Time Pattern or editing an
existing one would result in the data being lost.

Editing an Existing Access Pattern

To Edit an Access Pattern, proceed as follows :

[1] Click on the Access Groups icon on the toolbar or select from the Tags
dropdown menu.

[2] In the top pane, select the required Access Group from the list under Group
Name. The Access Patterns for the selected Group now appear in the
middle pane.

[3] Using the mouse double click on required data to be edited, and then follow
the appropriate procedures above.

Deleting an Existing Access Pattern

To Delete an Access Pattern, proceed as follows :

[1] Click on the Access Groups icon on the toolbar or select from the Tags
dropdown menu.

[2] In the top pane, select the required Access Group from the list under Group
Name. The Access Patterns for the selected Group now appear in the
middle pane.
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[3] Select the Access Pattern to be deleted and then click Delete below the
Access Pattern panel to remove it from the System.

Deleting an Access Group

To Delete an Access Group, proceed as follows :

[1] Click on the Access Groups icon on the toolbar or select from the Tags
dropdown menu.

[2] In the top pane, select the required Access Group from the list under
Group Name.

[3] Click Delete in the top panel to remove it from the System. This may not
be allowed if the group has been allocated to Tags because this would have
the effect of deleting those Tags from the System as well. It is far better to
redefine an Access Group than to delete it.

|This concludes the configuration of the Access Groups.|
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CHAPTER 7 — TAG HOLDER CONFIGURATION

GENERAL

This chapter describes the configuration of Tags and Tagholders.

TAG LEVELS

Tags compatible with the IXP200 System are Impro Slim Tags, ImproX
Read/Write Tags, ImproX Infra-red Tags and ImproX RF 4-Channel UHF Hand-
held Tags, as well as Personal Access Codes (PACs).

NOTE : A registered fingerprint can be used as a Tag If the System includes a
Sagem MorphoAccess MA 200 Terminal finger print Reader, and is
configured for this purpose. See “Registering Fingerprints as Tags”
later in this Section for the procedure for the registration of a
fingerprint.

The user allocates a Level to the Tag, that can either relax or restrict access
when the door is operating in certain modes. However the Tag Level cannot
give access to any door, this is only done through an Access Group.

For example, if a door is in the Supervisor Unlock mode, then the Visitor and
Normal level Tags would have access denied until a Supervisor level Tag has
been presented at the door. This is so even if they have an Access Group that
includes this door. The Tag Level works in conjunction with the Door Mode to
further control access to the door. After the Supervisor level Tag has been
presented, Tags that have Normal access to the door can be accepted.

Tag Level 1: - Visitor

The Visitor Tag Level has the following characteristics :

(a) Expires at midnight.

(b) Denied in Door Locked, No Entry, Supervisor and Armed mode.
Tag Level 2: - Normal

The Normal Tag Level has the following characteristics :
e Denied in Door Locked, No Entry, Supervisor and Armed mode.

Tag Level 3: - Supervisor

The Supervisor Tag Level has the following characteristics :
(a) Can unlock a door in Supervisor mode.

(b) Can acknowledge (switch off) alarms at Controller.

(c) Has APB override (if allocated access to the door).
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(d) Can arm and disarm an associated alarm System.
(e) Allowed in Door Armed mode (if allocated access to the door).
(f) Denied in Door Locked and No Entry mode.

Tag Level 4: - Administrator

The Administrator Tag Level has the following characteristics :

(a) Can unlock a door in Supervisor mode.

(b) Can acknowledge (switch off) alarms at Controller.

(c) Has APB override (if allocated access to the door).

(d) Can arm and disarm an associated alarm System.

(e) Allowed in Door Armed mode (if allocated access to the door).

(f) Has access to a door in No Entry mode (if allocated access to the door).

(g) Denied in Door Locked mode.

(h) Can manually edit Tag database at Controller (when supported by
Firmware).

TAGHOLDER

A Tagholder is a person who was allocated a Tag to gain access to the Site.
When the Tag is removed from a person, the person’s Master record would
remain in the PC's database to maintain the integrity of historical reports.
However, the Tag would be removed from the Controller database and would
not be allowed access when presented to any Reader. Up to three Tags can be
allocated to the same Tagholder.

The next item to be configured is the Tagholders. To access the Tagholders
Panel click on the L""l Icon.

See next page
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u =

File Hardware Configuration Tags Graphics Card Designer  Help

2|0 %[ ¥ @] 4
BlE[20]%]#] %[ g
Tag Holder
Search By, I ;I “alue:
First Mame Last Name Address Company Department
1 |daht Aaltan 13 Fairweay, Mewport Excel Products Laboratory
2 |James Migel Haines oo Ao Electrical, Lakeside Drive, Cascade Acne Electrical
3 |Clara Calisto 77 Shaw &venue, Mountain View Excel Products Lcdnin
4 [William Meswtan 339 Starling Crescent, MoGillucuddy Strest, Overton Excel Procucts Lcdnin
i
y Eatch Print 0 °
AY
Transactions | Alarmsl
Seqy I Date | Tirne: Terminal I Evert I Matne I Tag I
T e o

Tagholder Panel

Tagholder Panel Fields and Buttons

Below is a brief description of all the fields associated with the Tagholder Panel,
and the information displayed in the fields and what the button’s functions are:

Search By

Value
[Tagholder List]
First Name

Last Name
Address
Company
Department
Add

Delete

Batch Print

Allows searching by: first or last names, address,
company and Tag.

The name or address etc. being searched for.

Tagholder first name is displayed in this field.
Tagholder last name is displayed in this field.
Address of Tagholder.

Tagholder’'s company name.

Tagholder’s department name.

Allows creation of a new Tagholder.

Removes a Tagholder from the System (not
recommended).

Prints a batch of cards or labels.
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TAG HOLDER CONFIGURATION - PROCEDURE

To configure Tagholder data, proceed as follows :

[1] Click on the Tagholders icon on the toolbar or select from the Tags
dropdown menu. A Tagholder Panel similar to that shown previously is
displayed. For a new site the list is empty.

[2] The panel displays data of all the Tagholders entered into the System
database.

Adding a Tagholder
To add a new Tagholder, proceed as follows :

[1] Click Add. The New Tagholder — General Tab panel similar to that shown
below is displayed. This panel defaults to the General Tab.

#+ New Tag Holder E‘

Genetal | Details | Tag | Operator

First hiame. Jonas

Last Mame: Hurperdink

PIM used with tag: (5 numbers)

Compary:

Mate:

(i3]

M o ][0]

New Tagholder — General Tab

New Tagholder — General Tab

First Name 1 Tagholder’s first name (Optional).

Last Name . Tagholder’s last name.

PIN > PIN code number (max 5 digits, Optional).
Company 1 Tagholder's company name (Optional).

Note :  Comments about Tagholder (Optional).

Box above :  Displays a photograph of the Tagholder (Optional).
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Camera Icon

Camera Icon . Browses folders to locate photographs.
Print Card > Print Card.

Apply . Save data and exit.

Cancel . Exit without saving changes.

[2] Complete as many of the fields under the General tab as are required. The
minimum information required for the System to accept the data is the Last
Name Field.

NOTE : [/f your company has photographs of its personnel, proceed as follows.

[1] Click on the Camera icon. A menu will be displayed over the photograph
box.

[2] Select the Load from File option from this menu.

[3] A File Open Dialog similar to that shown below is displayed, and then
locate the photograph folder. Select the required photo and click Open.
The photo is then displayed in the box above the Camera icon.

!" Open

Look in:

1 A% _DATA
1Al Users

1 Application Data
1 APPLOG

1 CATROOT

1 COMMAND =l

File name: | Qpen |
Files of type: IImage(*.bmp,*.jpg,*.gif) LI Cancel |

File Open Dialog

[4] Photographs can be scaled and rotated. To do this, click on the picture or
the Camera icon once a photograph has been imported into the
Tagholder’s screen.
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Tag Holder: Ermintrude o'Flaherty @

| General |Details Tag | Operstor

I First Mame: | Ertrintrude | Load Fram file
Last Name: | oFtahety |
PIN used with tag l— (5 numbers)
COmpany: | Drimzoll Equipment m |

ots:

lr=1]

(0 ][0] MO 0]

Tagholder’s photo edit options menu

In the menu that appears in the photograph box, select Edit.

A dialog will be displayed, with menu choices as shown in the next illustration.

File  Edit

<+ Rotate

Resize

Mirror Hotizontal

Mirrar Vertical

Edit dialog
In the Edit dialog main menu bar:
The File option permits the translation of the screen text. The Edit option

permits you to Undo any changes made before pressing OK.
The Image option allows rotating and resizing of the image.
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The Edit dialog sub-menu bar options enable you to Crop the photo, and to

Undo changes.

Tagholder Details

Click on the Details tab. A New Tagholder — Details Tab similar to that

shown below is displayed.

4 New Tag Holder

General I Tag | Operator |

ID Mo. I—

Departriernt I e I Department
Employee Mo. © I—

Tel: I

Dte of Birth

Address I

S ool

New Tagholder — Details Tab

New Tagholder — Details Tab

Id No.
Department
Department button

Employee Number

Tagholder's  personal  Identity = Number
(Optional).

Department selected for the Tagholder
(Optional).

Allows selection of a department [Depart-
ment Dialog].

Employee Number (Optional).

Tel Tagholder’s telephone number (Optional).
Date of Birth Tagholder’s birth date (Optional)
Address Tagholder’'s home address (Optional).
Apply Save and exit.

Cancel Exit without saving changes.
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Print Card button : Print Card.

Complete as many of the fields under the Details tab as are required.
Department List

The Department field is optional and can be left blank. If a department is
required, click the Department button to display the Edit Department List
dialog shown below.

Adding a New Department

[1] To add a new Department, click Add.

£ Edit Department List x|

Department

O ¥ O

Edit Department List dialog

[2] Type in a new department name.
[3] Click Apply to accept the changes, OR
[4] Click Cancel to reject them.

Editing a Department Name

[1] To edit a Department name, highlight the name by selecting it.
[2] Click the Edit Icon. Make the required changes, and then :
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[3] Click Apply to accept the changes, OR
[4] Click Cancel to reject them.

[5] Click the Cancel button or the cross in the top right corner to Exit.

IMPORTANT NOTE :

At this stage, if it is not required that the Tag number appear on the card, the
card may be printed using the following sequence :

(a) Print on a blank credit card Tag for a Tagholder before allocating the Tag to
him, that is, before entering his Tag number into the System.
(b) Read in the card number and allocate it to the Tagholder after printing it.

This sequence is important as it avoids mismatching the Tag code with the
Tagholder details. Secondly, it ensures better print quality as the cards are not
handled before printing. The printing procedure is described below under the
heading Card Printing.

NOTE : Printing on used credit card Tags is not recommended as dirt or grease
on the Tags may result in poor quality printing.

Adding a Tagholder (Continuation) — Tag Data

[1] Click on the Tag tab. The New Tagholder — Tag Tab, with No Tag dialog
similar to that shown below is displayed.

[2] Click Add to add a new Tag. A blank Tag panel will be displayed.

[3] Refer to the example shown with data entered.

#5 New Tag Holder x|

General | Details Operator I

Mo Tag

KIVEROIN o] 8|
¥Mo|e|

New Tagholder — Tag Tab, with No Tag
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Tag Holder: Tanya Johnson

General | Details  Tag | Operatorl

x|

Ta: 1 r Suspend [~ Reset APE

Murnber: lmm— Read Tag |

Type: IPersonaI Access Code ™ Start Date: pan 1, 2003 'I

Lewel: lm Start Time: lE lE

Access Grougp: lm Expiry Date: FEC 31,2003 .

Usage: l— Expiry Time: E IE

Message: I LI
W |_ew | Q| O |

0] 0]

¥ 0| 0|

New Tagholder — Tag Tab, with Tag

New Tagholder — Tag Tab

Number

Read Tag button

Type
Level
Suspend
Reset APB

Start Date
Expiry Date

Start Time

Expiry Time

Displays the unique Tag code number of the
current Tag.

NOTE : When using a fingerprint as a Tag, this
number must be allocated by the user.

Allows the Tag code of a Tag presented to the
Controller or Tag Reader to be read and displayed
in the Number field.

The type of the Tag.
The level allocated to the Tag.
Checked if all access for the Tag is suspended.

If checked will reset the APB status of the Tag in
the Controller to neutral.

Displays the date when the Tag will be active—
yyyy mm dd. (blank = Indefinite).

Displays the date when the Tag will expire—
yyyy mm dd. (blank = Immediate).

Displays the time of day on the Start Date when
the Tag will be active (hh:mm 24 hour format).

If the Start Date is blank, the Start Time is
ignored.

Displays the time of day on the Expiry Date when
the Tag will expire (hh:mm 24 hour format).
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If the Expiry Date is blank, the Expiry Time is

ignored.

Access Group :  The Access Group allocated to the Tag.

Usage . ldentifies Tag usage if issued with more than one
(Optional).

Message : A pre-defined message associated with the Tag
(Optional).

New Tag button (+) : Allows entry of a new Tag record.

Delete button (-) :  Removes the Tag from the Tagholder.

Apply :  Save and exit.

Cancel :  Exit without saving changes.

Print Card button :  Print Card.

NOTE : Several types of registration devices can be used in an IXP200 System.

These are :

e The IXP200 Controller.

e The ImproX ProxPal.

o The ImproX RS USB Registration Interface together with an
appropriate Remote Registration Reader (this combination is often
referred to in this manual as the ImproX USB “Registration
Reader”).

[1] Place the Tag at the registration device and then click Read Tag. The
Tag's number is then displayed in the Number field, and the Type is
displayed in the Type field.

[2] The Type field is usually automatically read and displayed. Some Tag types
cannot be read by any of the registration devices (see Registering UHF
Tags, Registering Finger Prints as Tags, Registering Personal
Access Codes (PACs) as Codes and Support for Devices using
Wiegand Tag Codes later in this manual). For these Tags, select the Type
manually from the dropdown list to correspond with the Tag used.

NOTE : Additionally, neither the ProxPal nor the IXP200 Controller is able to
read Mifare Tags, and Mifare Registration Readers are not able to
read standard 125 kHz Tags. In this case, however, the correct
reader types must be included in the IXP200 System. The Type field
cannot be used to resolve this situation.

Register the Tag

The registration processes for Tag types that cannot be registered via any of
the registration devices are described in the following paragraphs, Once a Tag is
registered, proceed to the heading Tag Registration — Further Steps.
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Registering UHF Tags

4-Channel UHF Tags (ImproX RF Tags) cannot be read directly as a UHF Tag
type by any of the registration devices. However, each UHF Tag also has a Slim
Tag code of the same value as the UHF Tag code.

[1] To register such a Tag, read it in as a Slim Tag (using the registration
device ), change its Type to RF and save it.

[2] If the Tag is also required to be read as a Slim Tag, read it in again and
select its Type as Slim Tag. The Tagholder now effectively has two Tags,
with the same Tag code, that are distinguished by their Type, for use at
different Reader types.

Registering Fingerprints as Tags

[1] Fingerprints cannot be read by any of the registration devices. A SAGEM
MorphoAccess MA200* Automatic Fingerprint Recognition Terminal (*or
similar device — refer to the IXP System-compatible Biometric Reader User
and Installation Manual for further details) is required for this purpose. To
register a fingerprint as a Tag, proceed as described in the above Manual.

Registering Personal Access Codes (PACs) as Tags

A Personal Access Code is effectively a Tag, and can be used instead of a Tag at
doors that are set to the Personal Access Code Mode. A PAC is captured in the
same way as any other Tag in the Tag Tab of the Tagholder dialog box.

Each PAC must be a number from 1 to 9 digits in length, and must be unique
in that no other Tagholder can have the same PAC.

NOTE : Each PAC must start with a non-zero numeral. A PAC with leading
zero’s will be disallowed by the System.

A PAC can be used instead of a Tag at any door that has a keypad Reader and
that is operating in Personal Access Code Mode.

NOTE : A PAC is not to be confused with a PIN, that is not a Tag but a
Personal [dentification Number used by a Tagholder in conjunction
with a Tag for extra security (for example, in Tag + PIN Mode).

When first entered in the System the PAC number will be displayed, but once
accepted will be displayed in the form ****** to maintain security. Only
thePAC holder will then know the actualPAC number. The PAC will also be
displayed as ***** in reports and in Transaction View.

To register a PAC as a Tag, proceed as follows :
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[1] From the keyboard, enter the PAC number in the Tag Number field.

[2] Select the type as Personal Access Code.

[3] Click Apply to accept the number. The number will now be displayed in the
form ******.

Using Personal Access Codes with APB

When a PAC is used to enter an APB Zone, the same PAC must be used to exit
the zone, in the same way that the same physical Tag must be used to enter
and exit an APB Zone.

Support for Devices using Wiegand Tag Codes

A normal Slim Tag may be used as a Wiegand Tag to interface with certain
biometric devices, that require the Wiegand format. Also, certain types of
Wiegand Tags may be used as Tags in the 1XP200 System.

To register a new Tag in the IXP200 Database :

[1] Read the Tag in the normal way at the registration device, or type in the
Tag code if the registration device used cannot read this type of Tag.

[2] Select the Tag type as ASCIlI/Barcode/Magstripe. A dialog will pop up to
allow further conversion of the Tag code.

[3] Select the appropriate conversion to truncate the Tag code, namely 32 bit,
26 bit or 16 bit.

& 4 _tccept Full Tag Code

2. Corvert Code to Slim Tag without Customer Code (32 bits)
3. Conwert Code to 26 bit Wiegand withaut Site Cade (24 bits)

4, Corvert Code to 26 bit Wiegand with Site Code (16 bits)

v

Code Truncation selection dialog

[4] Click the Apply button to save and close the dialog. Note that the Tag code
value changes in the text box.

[5] Continue and complete the other required fields and save the Tag by
clicking Apply.

NOTE : The same Tag may also be registered as a Slim Tag for the same

© June 2007 Impro Technologies Data subject to change without notice Page 3-103
IXP200 Software User Manual [Issue 12]




Section 3 — System Configuration Chapter 7 — Tagholders

person. The Tag will be read at normal ImproX Readers as a Slim Tag
and at the Impro Wiegand26 Reader as a Wiegand Tag.

Tag Registration — Further Steps

For all types of Tags, continue as follows :

[3]

[4]

[5]

[6]

In the Level field, click on the arrow icon, and select one of the four levels
from the dropdown list.

If the Tagholder's access is to be temporarily suspended, click on the
Suspend box. A tick appears in the box.

To reset the APB status of the Tag in the Controller to neutral, click the

Reset APB check box :

[i] Leave the check box unchecked for a new Tag.

[ii] Check this box, if necessary, to correct the APB status of an existing
Tag that conflicts with the current status in the Controller.

The Start Date field can be left blank for indefinite validity. If a Start Date
is required click on the arrow icon in the Start Date field. A Calendar Dialog
similar to that shown below is displayed.

Jrugust [=|[zo01 =l

Sun (Mon | Tur |Wed | Thu | Fri [ Sat

1 2 3 E]

s e |7 |2 |¢° |G n

12 13 14 15 16 7 18

1 20 21 22 |23 | 24 | 25

26 27 28 28 30 31

Typical Calendar Dialog

(a) Click on the Month arrow icon; this displays a dropdown menu. Select
the appropriate month.

(b) Click on the Year arrow icon; this displays a dropdown menu. Select
the appropriate year.

(c) Click on the Date required in the grid. This closes the Calendar
Dialog, and displays the data in the Start Date Field.

NOTE : 7o quit the calendar window without choosing a date press the escape

button on the keyboard.
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The start and expiry date can be deleted by highlighting the date and
pressing the Delete button on the keyboard.

[7]1 The Expiry Date field can be left blank for indefinite validity. If an Expiry
Date is required, click on the arrow icon in the Expiry Date field. Select the
date as described for the Start Date.

[8] In the Access Group field, click on the arrow icon; and select an Access
Group from the list available to this user and Tag level. (This is mandatory).

NOTE : All Tags must have an Access Group. However, an Access Group with
no access to any door can be defined and assigned to a Tag as a
place-holder for a valid Access Group to be assigned at a later stage.

[9] The Usage field is used to identify employee Tags, if an employee has been
issued with more than one. Click in the box and type in the required name
e.g. Vehicle Tag. (Optional).

[10] If a message should be associated with this Tag, click on the arrow icon in
the Message field, and select from the list of pre-entered messages. This
message will be displayed each time the Tag is presented to a Reader with
a display.

NOTE : /f the Tagholder must operate the IXP200 and logon as a user,

continue with step [11], otherwise skip to ‘Saving the Tagholder
Record”.

[11] Click on the Operator tab. A New Tagholder — Operator Tab similar to that
shown below will be displayed.

General| Detais | Tay Gnerator |

This tagholdsr is an operator [

Operator UserlD,

Mo o]

New Tagholder — Operator Tab
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New Tagholder — Operator Tab

Tagholder is an :  Check the box if this Tagholder should be made

Operator an Operator for the System. The Operator User
ID field is now available to enter the UserID for
this Tagholder (an operator can log on to the
System and allocate low security Tags).

Operator User ID : User ID (max 8 characters). Up to 8 characters
can be entered.

Delete button . Removes the Tag from the Tagholder.
Apply :  Save and exit.

Cancel :  Exit without saving changes.

Print Card button . Print Card.

Saving the Tagholder Record

If card printing is not required for this Tagholder , click Apply to save all the
data and close the Tagholder Dialog box. Otherwise proceed to “Card
Printing” before saving and and exiting.

Card Printing

At this stage, when all required information has been entered for the Tagholder,
the Card may be printed.

If the Tag has been captured and allocated to the Tagholder, Barcodes may also
be printed for numeric fields such as Tag Number, ID Number or Employee
Number.

The following information describes the Impro Card Printing facility. At the end
of this description, the text returns to the Tagholder Information Configuration
procedure.

A card may be printed either :

(a) before being captured (read in) to the System using a new, unused card
Tag, OR

(b) after allocation to a Tagholder. (a card or label can be printed with the Tag
number on it). In this case it must be loaded as the first card in the printer
to ensure that the Tagholder's details are printed onto the card just
allocated to him/her.

Card Printing Procedure — Single Cards

To print cards, follow this procedure :
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[1]

[2]

[3]

[4]

[5]

Place one or more new cards in the printer as required (only if the Tag
code has not been read in yet).

Print each card by clicking Print Card at the bottom of the Tagholder
dialog.

The Select Template dialog shown below will be displayed, unless a default
template has been set from the Card Designer/Set Default Template
menu.

FAselect template... x|
e —

Admin and Lab Card
Factory Card

Ok | Cancel |

Select Template dialog

In the Select template dialog, highlight the required template, and click
OK.

Once the desired template has been selected, select the required printer (a
dialog similar to the one below will be displayed once the template is
accepted).

2%

r— Frinter

Hame: WISERVAG estetner Upstaire j Properties. .. |

Status: Ready

Tuype: WRG D425/2825/3225

Wherer  192.1.3.13:PASSTHRU

Comment; ™ Print ta fils

— Frint range Copies

e A Mumber of copies: 1 :

" Pages _flom:l'l EDZIW
) Selection Iﬁl ™ Collate
’TI Cancel |

Select printer dialog
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[6] Remove the card from the printer, and then read it in to the System and
allocate it to the Tagholder as described previously under “Register the

”

Tag”.
Printing Directly onto Tags

CAUTION : To print directly onto a Tag, a special printer is required.
DO NOT ATTEMPT TO PRINT DIRECTLY ONTO A TAG
USING A NORMAL PRINTER AS DAMAGE TO THE CARD
AND THE PRINTER MAY RESULT.

Saving the Tagholder Record

Click Apply to accept the record for the new Tagholder, or click Cancel to
reject the record or refresh data for an existing Tagholder. This returns to the
Tagholder Panel, where the new Tagholder data is displayed.

Printing onto Adhesive Labels

To print onto adhesive labels, a standard commercial inkjet or laser printer can
be used. Follow the printer manufacturer’s instructions, and the procedure given
under Printing Procedure — Batch Printing.

Cards printed from some other PC

If the number of cards you need to print does not justify the purchase
of a special printer, but you want to print directly onto Tags, your
Impro Distributor may offer a printing service.

Printing Procedure — Batch Printing

Batch printing can be used to print either adhesive labels for several cards, or a
group of card Tags.

When Batch Printing is to be used for labels, a template for label printing must
first be created in Card Designer.

To print a Batch of either labels or cards, proceed as follows :
[1] In the Tagholder Panel, select the required Tagholders from the table, by
either :
[i] Selecting the Tagholders one by one by holding down the Ctrl key and
clicking the mouse on each Tagholder, or
[ii] Selecting a group of Tagholders (for example, Tagholders in a
Department) by clicking on the first Tagholder, then pressing Shift and
clicking the mouse on the last Tagholder in the group.
[2] Then either :
[l When printing to labels, load the label sheets into the printer.
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[3]

[4]
[5]
(6]

[7]

[iil] When printing a batch of card Tags that have previously been
allocated to Tagholders, load the cards into the card printer in exactly
the same order as the Tagholder selection.

[iil When printing a batch of cards that have not been previously
allocated, allocate the Tags according to the printed information.

The Batch Print icon is at the bottom of the Tagholder Panel. Clicking on
this icon when Tagholders have been selected will display the Select Tag
Type dialog shown.

& Select tag bype x|

Select Tag type dialog

Select the Tag type for printing from the combo box.

Click Apply to print, or Cancel to abort.

If Apply is selected, the Select Template dialog shown previously under
Card Printing Procedure — Single Cards will be displayed.

Proceed as per the instructions [4] and [5] that follow the Select
Template dialog illustration.

See next page
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[P 1xP200 M= E3

Fil File Hardware Configuration Tags Graphics Reports Card Designer Help

= o |

FINEENREE <)

Tag Holder

Search By | =1 wae: |

First Marne Last Mame Addrese Cormpany Department

1 |John alton 13 Faireay, Mewport Excel Products Laboratary

2 |James Migel Haines /o Acrne Electrical, Lakeside Drive, Cascade Acme Electrical

3|Clara Calisto 77 Shaw Avenue, Mountain View Excel Products Adrmin

4 |'williarm Meweton 339 Starling Crescent, MeGillucuddy Street, Overton | Excel Products Adrmin

. d

Seq Date Time I Terminal | Event | Name | Tag

& De & com

Typical Tagholders Panel
Editing an Existing Tagholder

To Edit a Tagholder, proceed as follows :

[1] Click on the Tagholders icon on the toolbar or select from the Tags
dropdown menu.

Using the mouse double click on the required name to be edited and then
select the appropriate procedures as described in “Adding a Tagholder”
to complete the editing.

[2]

[3]
[4]

Search for the Tagholder/Tag required as described below.

Search options are provided to locate a Tagholder in a large table. Search
by any of the items stored for the Tagholder. For example, search by Last
Name and start typing the required name in the Value box. The selected
row moves to locate the name matching the entry in the Value box, e.g.
typing M then u then r etc., locates the first Tagholder with the last name
starting with M, then Mur and so on. (This search facility is case sensitive).

NOTE : This search requires the first (or any) line to be selected before
starting.

[5] The alternative method of finding the record, if the Tag is available, is to
search by Tag. A Read Tag button and a Find button appear next to the
Value box.
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[6] Place the Tag on the Controller/tag Reader and click Read Tag . The Tag
code appears in the Value box.

[7] Click Find to locate the owner Tagholder. The Tagholder may have several
Tags, so locate the Tag matching the Tag code in the Value box.

4 Tag Holder: John Walton x|

First Mamme: IJohn

Last Matme: IWalton

Pin: I (5 numbers]
Cotnpany: IExceI Products

Mote:

1]

0| 0| ¥ 0| 0|

Tagholder General Tab for Editing

For existing Tagholders, the following additional buttons appear on the
Tagholder Dialog :

Next :  Moves to the next Tagholder
Previous :  Moves to the previous Tagholder

Also, on the Tag Tab, the following additional buttons appear :

Next Tag :  Moves to the next Tag
Previous Tag . Moves to the previous Tag

(See the figure that follows)

See next page

© June 2007 Impro Technologies Data subject to change without notice Page 3-111
IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration

Chapter 7 — Tagholders

Tag Holder: Tanya Johnson ll

General | Detais  Tag | Opera{orl

Tag: 1 r Suspend [ Reset APE

Murmkber: lmm— Read Tag |

Type: IW Start Date: pan 1,2003 'I

Level: lm Start Time: lE E

Access Group: lm Expiry Date: FEC 31,2003 .

Uszage: l— Expiry Titne: E E

Message: I LI
W | o | | Q|

0] 0]

¥ 0| 0|

Tagholder dialog showing “Next Tag” and “Previous Tag” icons

Deleting an Existing Tag

To Delete a Tag from a Tagholder, proceed as follows :

(1]
[2]

[3]
[4]
[5]
(6]

[7]

Click on the Tagholders icon on the toolbar or select from the Tags
dropdown menu.

Select the required name to be deleted in the Tagholders Panel, and then
double click on the selected name. The Tagholder — General Tab is
displayed.

Click on the Tag tab. The Tagholder — Tag Tab is displayed with details
of the Tag that is to be deleted.

Locate the correct Tag if there is more than one.

Click Delete to remove the Tag from System.

Click Apply to confirm deletion of the Tag, or click Cancel to restore the
Tag.

Repeat for all Tags for this Tagholder, if required.

|This concludes the configuration of Tags and Tagholders.|
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CHAPTER 8 — HOLIDAYS CONFIGURATION

General

(a) This System allows for a maximum of 20 holiday dates to be entered by the

user.

(b) All holidays must have start and end dates.
(c) Doors may operate in a specific mode during holidays.

(d) After the holiday’s end date is reached, the doors would then revert to their
normal mode as defined by their day mode pattern.

(e) This feature is designed for schools and institutions, where at the end of a
period (term), the doors must automatically change to the special mode.

(f) Furthermore access can also be specifically defined for holidays.

NOTE : 7o allow same day holidays to be automatic year after year, the
holiday has no year field.

The next itiln to be configured is a Holiday. To access the Holiday Panel, click
4 Icon.

on the

=101x]

Holiday

Mo

Marne

[ Start Dats [

Endl Date:

Mew Year

|01 Jeruary ot yanuery

K

Christmas

|25 December |25 December

O] 8]

o] 0]

Transactions | Alarms |

Sey |

Date | Time

Tetminal I Ewent Ratne

Tag I

Holiday Panel

15 e

& com
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Holiday Panel Fields and Buttons

Below is a brief description of all the fields associated with the Holiday Panel,
the information displayed in the fields and what the buttons functions are:

No. : Number allocated to the holiday.

Name . Displays the name of the holiday.

Start Date : Displays the commencement Date and Month.

End Date . Displays the expiry Date and Month.

Add : Allows a new holiday to be created.

Delete : Removes the selected holiday from the list.

Apply :  Accepts the new holiday entries into the System database.
Cancel :  This button removes any new or edited entries from the list

if Apply has not been clicked.

Configuring Holidays - Procedure

To configure annual holidays, proceed as follows :

[1] Click on the Holiday icon on the toolbar or select from the Configuration
dropdown menu. A Holiday Panel similar to that shown above is
displayed. For a new site the list is empty.

[2] Click Add to add a new holiday. A New Holiday Dialog similar to that
shown below is displayed.

#+ New Holiday |

Marne:

Start Date: :I
End Date: |

Q| 0|

New Holiday Dialog
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New Holiday Dialog

Name : Name of the new holiday.

Start Date : After the selection is made from the calendar,
the month and date is displayed here.

End Date : After the selection is made from the calendar,
the month and date is displayed here.

Down Arrow Icon : Displays the calendar.

Apply button : Accepts the new or edited holiday.

Cancel button : Rejects the data and closes the panel.

[1] In the Name field, type in the name of the holiday.
[2] For a single day holiday, proceed as follows :
(@) In the Start Date field click on the arrow icon to view the calendar.

(b) Select the Month dropdown menu by clicking on the arrow icon and
then select the required Month, and then click on the required Date in
the grid.

|January

Month Dialog

|Januanf ;l

Sun |Mon [ Tur [Wed | Thu | Fri Sat

14 | 15 16 17 18 19 | 20

21 22 | 23 | 24 [ 25 | 26 | 27

28 20 20 21

Date Dialog

(c) Inthe End Date field click on the arrow icon to view the calendar.
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(d) Select the Month dropdown menu by clicking on the arrow icon and
then select the same Month as before, and then click on the same
Date as before in the grid.

[3] Click Apply to accept the new data or Cancel to reject data.

[4] For a multiple day holiday, proceed with the above procedure, except in the
End Date field select the last day of the holiday.

[5] Click Apply to accept the new data into the System, or click Cancel to
reject new data or refresh existing data.

NOTE : Changing to another panel before clicking on the Holiday Panel’s
Apply button, would result in the all new entries being refected.

NOTE : 7o quit the calendar window without choosing a date press the escape
button on the keyboard.

The start and expiry date can be deleted by highlighting the date and
pressing the Delete button on the keyboard.

Editing an Existing Holiday

To Edit a Holiday, proceed as follows :

[1] Click on the Holiday icon on the toolbar or select from the Configuration
dropdown menu.

[2] Double click on the holiday to be edited, and then select the appropriate
procedures above to complete the editing.

Deleting an Existing Holiday

To Delete a Holiday, proceed as follows :

[1] Click on the Holiday icon on the toolbar or select from the Configuration
dropdown menu.

[2] Select the required name to be deleted in the Holiday Panel, and then
click Delete to remove the Holiday from the System.

|This concludes the configuration of Holidays.|
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CHAPTER 9 — MESSAGES CONFIGURATION

General

This panel allows the user to enter and store up to 255 Messages, each with a
maximum of 64 characters. These Messages can be entered into and deleted
from the System at any time.

A Message can be linked to a particular Tagholder to be displayed on the
Terminal when his Tag is presented. Time or Event Triggered Actions can also
initiate these Messages, that are displayed on the Controller LCD.

[P 1<p200 M [=] E3
File Hardware Configuration Tags Graphics Reports Card Designer Help
EINEENEEE <) |
Message
Mo Message Text

Product release meeting at 1000
Closing at 3 prn on Friday

]

_S | 9] 9|

AV
Seq | Dae | Time Tarminal | Event | Hame | Tan |

[@ DB @ com

Message Panel

Message Panel Fields and Buttons

Below is a brief description of all the fields associated with the Message Panel,
the information displayed in the fields and what the button’s functions are:

No. :  The System allocates a number when a new Message
entered.
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Message Text : Displays all the Messages that are stored in the Systems
database.

Add : Allows you to add a new Message into the System.

Delete :  This button removes the selected entry in the pane
above.

Apply :  This button accepts the new data into the System
database.

Cancel :  This button rejects any new or edited entries.

Adding New Messages

To add new Messages, proceed as follows :

[1] Click on Configuration on the toolbar and select Messages from the
dropdown menu. The Messages Panel similar to that shown above is
displayed.

[2] Click Add . The New Message Dialog similar to that shown below is
displayed.

!‘New Message
Duration: [10 (=)
hfode: |N0rma| 'I
LCD Screen:

Froduct release
meeting at 1000

o] 9|

New Message Dialog

Duration : Duration of this message.

Mode : Displays the mode associated with the message.

LCD Panel : The text of the message as it will appear on the LCD
display.

Apply : Accepts the new or edited message.

Cancel : This button rejects the new entry.
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[1] Click in the Duration Field, and entered period of time that the message
must be displayed (i.e. 10s = 10 seconds).

[2] In the Mode field, Normal is the default setting. The other options are not
available with this version of Software.

[3] In the LCD Panel field, click in the window and then type in the
appropriate message to be displayed. Type spaces to fill a line and do not
enter carriage returns.

[4] Click Apply to accept the new data into the System, or click Cancel to
reject new data.

NOTE : Failure to click Apply in the Message Panel after adding a new
Message or editing an existing one would result in the data being lost.

Editing an Existing Message

To Edit a Message, proceed as follows :

[1] Click on Configuration on the toolbar and select Messages from the
dropdown menu.

[2] In the Message Text pane, select the required message to be edited, and
then double click on the highlighted message. An Edit Message Dialog
similar to that shown above is displayed.

[3] Edit the required fields and then follow the appropriate procedures above.

Deleting an Existing Message

To delete a message, proceed as follows :

[1] Click on Configuration on the toolbar and then select Messages from the
dropdown menu.

[2] In the Message Text pane, select the required message to be deleted,
and then click Delete to remove data from System.

NOTE : 7o restore the original message click Cancel in the Message Panel, this
only applies if the Apply has not already been clicked-on.

[END OF CHAPTER|
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CHAPTER 10 — REASON CODES CONFIGURATION

General

This panel allows the user to enter and store up to 99 reason codes, each with a
text description.

Reason Codes Panel and Buttons

= [=l 3]

Reason Codes
Reason Cods | Reason Text
0 Medical

3 Personal

RN

A
Transactions I Alatms I

Seq |  Date | Time Terminal Event | Hame | Tag Il

[l =l

Reason Codes — typical Panel

To Add a Reason Code

[1] Select Reaon Codes from the Configuration Menu.

[2] Click New.

[3] The New Reason Code dialog shown on the next page will be displayed.
[4] Enter the required code and its text description in the dialog.

[5] Click Apply to accept the code and close the dialog, or Cancel to reject
the code and close the dialog.
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[6] Add more Reason Codes as required.

[7] Click Apply on the Reason Codes Panel to save all changes, or Cancel to
reject them.

FANew Reason Code |

Reason Code l_

Reason Text I

0| 0|

New Reason Code dialog

To Edit an Existing Reason Code

[1] Double-click the row to be edited and change the text description in the
Edit Reason dialog box displayed.

!‘ Edit Reason x|

Reason Code |2_

Reason Text |Elu5|ness visit

0] 9|

Edit Reason Dialog

[2] Click on Apply on the Edit Reason Dialog to save any changes, or on
Cancel to reject them.

[3] Click Apply on the Reason Codes Panel to save all changes, or on
Cancel to reject them.

[END OF CHAPTER|
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CHAPTER 11 — CARD DESIGN

INTRODUCTION

This Software permits the System user to design templates for the printing of
data concerning a Tagholder onto the Tagholder’s ISO credit card Tag, or on to
adhesive labels.

Card printing may be either single-sided or double-sided.

The Software allows for the inclusion of custom text as well as Tagholder details
from the System database, such as first and last names, department, and so on
in card templates. It is also possible to include custom images, such as a
company logo, as well as an image of the Tagholder from the database.

CARD DESIGNER

To access the Card Designer, click on Card Designer in the Top Menu Bar,
then on Card Designer.

4 Card Designer - Administration Card 10l =l
File Edit Database View Options Format Help

HEEIRIE

@ D_:|?|||I|||||1||||||||||2||||||||||3||||||||||‘}|||I|||||:P?|||I|||||(?|||||||||T|||I|||||8||||I|||||E|’||
@ E | 5 E

Ol |

EViEE |

Dl

Ol

[ | o I 1

BE 4% (Oplty Producsy...

Typical Card Template Design

The use of the Card Designer is described in the Impro Card Designer User
Manual, 1XP333-0-0-GB-XX, that is supplied with your IXP200 Software — please
refer to that manual.
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A typical design for a card template is shown on the previous page for
reference.

[END OF CHAPTER|
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CHAPTER 12 — GRAPHICS

GRAPHICS SOFTWARE

The Graphics Software comprises two components, namely the Designer Module
and the Runtime Module.

The Designer Module allows the user to develop various plans, and is described
in the Impro Graphics Designer Module manual.

The Runtime Module allows the Graphics Software to display plans derived using
the Graphics Designer Software Module, and to permit the monitoring and
control of various System parameters by means of icons superimposed on the
plans. The Runtime Module is integrated into the IXP200 Software.

Features

The principal Graphics Runtime Software features are :

(a) Display of Base Plans and Floor Plans of the areas under access control.
(b) Display, on these plans, of alarms generated within the System.

(c) The ability to acknowledge alarms from the Plans.

Using the Graphics Runtime Module

Once suitable graphics have been developed using the Impro Graphics
Designer, these Graphics are automatically accessed from the IXP200 System
once the 1XP200 Software is run.

The Graphics Base Plan will be displayed in the Main Application Window on
startup. It will be immediately be replaced by the relevant Floor Plan whenever
an alarm is received.

At any time it is possible to toggle between the Graphics display and any other
configuration screen currently selected by clicking on the  Jk Icon.
Click the m (Home) icon to display the Base Plan if this is not already

displayed.

Selecting a Floor Plan

To select a Floor Plan :

[1] Right-click on a Building icon. A “Select floor...” bar will be displayed.

[2] Click on this bar. A Select Floor Plan dialog similar to that shown below
will be displayed.

[3] Select the required Floor and click Apply.
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[4] The selected Floor Plan will now be displayed in the Main Application
Window.

& Select floor plan... 3 x|
Floor Level I Floor Mame I
1 |Gr0und Floar |

B X

Select floor plan dialog

i =T
Flle Hardware Configuration Tags Graphics Reports Card Designer Help
Iml | | Ground Floor
i FLOGQR PLAN 1 - Building 1, Ground Floar
b R—1 s
Sales [, feer oo Her
Rear Door
Lift 1 _ Buiiding Laboratory [
;"3 Services O
| {DOGs#Hs]" 2 ZowEZ] * 0
zone 4 [D5oEd
Reception e ; 'nR—m_‘— R
Ama :{\m Laborat;
s Laboratory
Gt
[DooR 1] @ Admin Admin Admin
[ooR] g
- {Main Ooor
Main Door
v
Transactions | Alarmsl
Seq | Date | Tirme: Terminal Ewent Marme Tag
Typical Floor Plan display
Alarms

Alarms are indicated by a moving red bell icon, that replaces the icon for the
Terminal at that the alarm occurred on the Floor Plan (see illustration on next

page).
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— (ol x|
File Hardware Configuration Tags Graphics Reports Card Designet  Help
ml | | Ground Floor
| ! FLOGR FLAN 1 - Buikding 1, Ground Flaar
o R—
Sales i Rear Do Hoer
Rear Door— ——
Lift 1 Building Laborafory []
‘5| Services Al
- {DOCks) ZoNEZ] [
Lzowe 1 [CooR4
Reception e 5 'ﬂ |
Arca e — i
=il Laboratory
S
it
[DCOR H ™ Admin Admin Admin
\‘&q_-—'@?iimunr
Main Door
.
Transactions | Alarms |
Seq | Date | Time Terminal | Evert Mame Tag
[ET— = rn B

Controller

Typical Floor Plan showing unacknowledged Alarm at the

All alarms are displayed at the bottom of the main screen, as shown in the next

illustration.

The software displays unacknowledged alarms at the top of the list, and
acknowledged alarms at the bottom.

F. 4
Transactions  Alarms | Door Statusl )
Status | Seqy | Date | Tirne: | Terminal Event Operatot Tagholder
'y 16 2006-02-21 1240014 |(01) door 1 Ariti Tamper
L" 15 2006-02-21 12:40:09 (001 choor 1 Arti Tatnper
17 2006-02-21 1240017 |01 choor 1 Arti Tamper SYSDBA
Acknowlede Al
Poling started O DB O COM
Alarm display on Main Screen
Graphics Menu Options
The Graphics drop-down menu offers the following options :
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View = Show Non-Readers
Show Inputs
Auto Resize
Icon Text

Tools = Find Tagholder

The View option permits the user to choose whether to show Non-Readers
and/or Inputs, as well as using Auto Resize to ensure that the Floor Plan is
scaled to fit on the screen.

Selecting the Icon Text option displays the Icon Text dialog shown below.

Icon Test Propetties... : |
% Show Icon test " Hide icon text
lacermert ackground

" Ahove icon Colour |
' Below icon |

Default | &

Icon Text dialog

This dialog permits the user to choose globally whether to display Icon Text,
and if so, whether it should be displayed above or below the icons.
The Background colour can also be selected.

The Default button permits the user to select the settings chosen as the
default setting. These will then be applied automatically every time the program
is started.

See next page
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#5 Locate tagholder

Departrnent IALL

First ame  |Clara

Last hlame |Calist0

Clara Calista

Find selected person

Locate Tagholder dialog

Locate Tagholder Option

The Tools option in the Graphics Menu permits the operator to find a
Tagholder; the System will indicate at that Reader a Tagholder last presented
his/her Tag when this option is selected.

Select the Tagholder as follows :
[1] In the Locate Tagholder dialog, enter the first and/or last names of the
Tagholder. The Locate Tagholder dialog is shown above with details

entered.

[2] Click Refine. several Tagholder's names may appear in the main window

as shown.

[3] Highlight the required Tagholder's name.
[4] Click Find the Selected Person to locate the Tagholder, or click Close to

exit the dialog without searching.
[5] A Last transaction dialog similar to that shown below will be displayed.

1 Last transaction... x|
Clara Calisto
Date [2002-05-31
Time [E15:27 .
Terminal ain Door ke
Event  |alioyved In
Last transaction dialog
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Display Change on Alarm Condition

When an alarm condition occurs (e.g. if a unit is tampered with), the Graphics
Software will change the display to show the Ground or Floor Plan of the area
where the alarm occurred.

NOTE :  The display will only be shifted automatically to show an alarm in
another area if the current alarm is acknowledged.

Alarm Acknowledgement

An Alarm can be acknowledged on the display by right-clicking on the Alarm

icon concerned, and selecting Acknowledge from the menu that appears.

Alternatively, highlight the alarm transaction in the alarm panel and click the
Acknowledge button on the panel.

To acknowledge all outstanding alarm transactions in the database, click
Acknowledge All.
Alarm Details

Details of an Alarm can be obtained by right-clicking on the Alarm icon in the
Graphics Panel, and selecting Details from the menu that appears.

Controller Options Menu

e Right-clicking on the Controller icon will cause a menu to be displayed
showing the options for that unit.

e A typical Options Menu for a Controller is shown in the diagram below.
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T g [= 5
File Hardware Configuration Tags f@Graphics Reports Card Designer  Help
Ground Floor
Accaunts | :
FLOQR PLAN 1- Building 1, Graund Floor
'—Al:l:nunlsﬂ u Door I Roller daar
‘,R.ear Dogr out Labaratory [
Lift 1 Mcuun s In. [a]
Huilding = u
L.ﬂs—uﬂs Senvices ZONE 2| 2 D
>
ZOME | = Sy F
!ﬁg genemlnr _ﬂR —-(;_:er 7
Reception Idg Management \\ ‘
L] Lﬁh DeoRE]
ey E % TRz
E
=]
2
1 Sales =
=i ﬂ 5
‘Door Fumeu,m Door °F  ResstAFR &
Main Door Open Doors
Close Doors
v
Transactions I Alarms |
Seq | Date | Tme | Terminal Event | Mame | Tag |
[ T— = rr o o

Controller Options menu

Clicking on the Details option will display the Unit details dialog shown on
the next page.

£ unit details... x|

Type lmpro}( Irnpraofklet Controller

Mame I
Logical Address 01010100
Fixed Address 045494

Fone

Location

Controller details dialog

Clicking on the Reset APB option will cause the System to set all the Anti-
Passback Status of all Tagholders to Neutral. This option is for use, for
example, after a building has been evacuated. It allows any Tagholder in or
out of APB zones once only, no matter whether the Tagholder was in or out
when Reset APB was selected.
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e C(Clicking on the Open Doors option will cause the Emergency
Open/Close All Doors dialog shown below to be displayed.

x|

FYEMERGENCY OPEN,/CLOSE DODRS
Sef the status of doors as required

Close All |

OF | Cancel | apply |

Emergency Open/Close All Doors dialog

In this dialog, proceed as follows :

[1] To open all doors — click Open All; this immediately unlocks all the doors
and leaves them open indefinitely.

[2] To close all doors — click Close All; this immediately locks all the doors, the
System will then revert back to the Door Pattern set for that period.

[3] To open selected doors only, click on the appropriate Door Icons, to show
an open icon. Click Apply to open or close the doors as indicated by the
icons, or click Cancel to refresh the current door status as given by the
Controller.

[4] Click OK to close the window.

Remote Reader Options Menu

Right-clicking on a Remote Reader icon will cause a menu to be displayed
showing the options for that unit.

The Options Menu for a Remote Reader provides the following options :
(a) Details

(b) Open Door

(c) Close Door

(d) Monitor Door
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[1] Clicking on the Details option will display the Unit details dialog shown
below.

£ unit details... x|

Type Frigrod leproiet Cortroller
Matne
Lagical Address 101010100
Fixed Address 045494
Zone

Location

Unit details dialog

[2] Clicking on the Open Door option will cause the Open Door dialog
shown below to be displayed.

[3] Select the time period required from the drop-down menu.

[4] Click Apply to accept this setting or Cancel to ignore the setting.

Open Door : |

@ Select required ackion
IOpen Indefinitely ;I

@ Door Activated

Door Activated dialog

Clicking on the Monitor Door option causes a dialog Monitoring door entry
dialog such as that shown below to appear.

This dialog provides details of Tagholder movements at a door (including a
photo if available), and the Time and Event.

Click Stop Monitoring to quit the Monitor Door mode.

See next page
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Monitoring door entry... ﬂ

Last Hame

ICaIistn
First Hame

ICIara
Department
Mo Image |.0.|:Imin

Time

|15: 10:31
Ewvent
|P.I|0wec| In

Stop Monitoring |

Monitoring door entry dialog

[This concludes the information on Graphics|
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USER’S NOTES
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CHAPTER 13 - OTHER SYSTEM OPERATIONS

General

Several System configuration operations, that may need to be carried out from
time to time, are described below.

Full Data Upload

If the Controller memory becomes corrupt, the Controller needs to be cleared of
its current Configuration Tables, and then a Full Upload is required to update
all configuration data to the Controller from the PC Database.

The clearing of the Configuration Tables has no effect on the Transaction
Buffer.
To Upload data proceed as follows:

[1] Click on Configuration on the toolbar.
[2] Select Start Full Upload from the dropdown menu.
[3] The System takes a while to clear and then uploads the configuration data.

Reset Anti-Passback (APB)

This function is used to Reset the Anti-Passback status of all Tagholders to
neutral, e.g. if Tagholders have left the premises in an emergency, without
presenting their Tags. Resetting the APB allows each Tagholder one entry, to
reset their APB status.

FAReset Anti-Passhack

@ Press Okl to set neutral APB status for all tags in all zones

Cancel |

Reset Anti-Passback Dialog

To Reset APB proceed as follows:

[1] Click on Hardware on the toolbar.

[2] Select Reset Anti-Passback from the dropdown menu.

[3] The Reset Anti-Passback Dialog above is displayed to confirm if APB
must be set to a neutral status.

Emergency Open Doors

This function is provided for emergencies where people are required to leave
the building immediately, (e.g. if there is a fire in the building) without
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presenting their Tags at the doors. The status of individual doors is displayed
so that they can be closed or opened.

FAEMERGENCY OPEN/CLOSE DOORS
Setthe status of doors as required

P openAl il Close All |

B Main Door
B Lits

B Rear Door
B Lakoratory

oK | Cancel | ARl |

Emergency Open/Close Doors Dialog

Emergency Open/Close Doors — Procedure

To select Emergency Open/Close Doors, proceed as follows :

[1] Click on Hardware on the toolbar and select Emergency Open Doors
from the dropdown menu. The Emergency Open/Close Doors Dialog
similar to that shown above is displayed.

[2] To open all doors — click Open All; this immediately unlocks all the doors
and leaves them open indefinitely.

[3] To close all doors — click Close All; this immediately locks all the doors, the
System will then revert back to the Door Pattern set for that period.

[4] To open selected doors only, click on the appropriate Door Icons, to show
an open icon. Click Apply to open or close the doors as indicated by the
icons, or click Cancel to refresh the current door status as given by the
Controller.

[5] Click OK to close the window.

Replacing a Unit

Do not physically remove any Terminal from the bus until it has been
uninstalled in the Software. This is to ensure that the encryption seed, if used,
is reset to zero. This will allow future communication with the Terminal if it is
subsequently installed in another System. In addition, the Logical Address of
the Terminal is cleared.

See next page
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4. Replace or Uninstall Unit x|
Mame La Fioed Address Lnit Type
Controller 0o 00405220 L =
TTR Door s 00000000 TTR
Frorf Door o7 :IJD-!CS‘IED MR
Desion o [O04CAFAD DL
Litt 04 [OD4CSIET MR
Morth Door 14 T U N
TA Poink 12 O04CB086 TA,
Al os OMCSIES KHR
PT Door 0E OD4CEETC PT
Factory o2 004C51E4 KR
Factory =] :IJD4C51EB MR
PT Door oc 004C7C46 Pr
Parking 1 [OD4CSEFF RF
Despatch (i} DD4CSIES i
Despstch e OD4C51F2 MR
Frort Door oz [OD4CS1ES MR
TTR Daor oA OD4CADTS TTR
Lith Cowdrod 2 ] O00F 4368 o018
Buiking Outouts 0D R B
EiLliling Inputs: 13 J000F 2346 ne
[ =
IMPORTANT: A unit must irst be uninstalled, then remaovad from the bus before it can
he replaced. The replacement unit must be ofidentical or similar fype.
D0 MOT AUTOID when replacing a unit, selectthe uninstalled unit and click Replace

Uninstal | Replace | Close |

Typical Replace or Uninstall Unit Dialog

When this dialog is visible, all polling is halted.

Removing or Replacing a Terminal

First decide if the Terminal is to be permanently removed or whether it is to be
replaced by another Terminal, In this example, a faulty Terminal is to be
replaced. Proceed as follows :

[1] Click on Hardware on the toolbar and select Replace Unit from the
dropdown menu. The Replace or Uninstall Unit Dialog similar to that
shown above is displayed.

[2] Select the required Terminal from the list and click Uninstall.
[3] Confirm by clicking Yes or exit by clicking No.

FA Uninstall Unit

@ Are you sure you want to uninstall this unit?
Mo |

Uninstall Confirmation Dialog

[4] Information message may advise that Uninstall failed. If the unit is faulty
click Yes to uninstall anyway.

© June 2007 Impro Technologies Data subject to change without notice Page 3-139
IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration Chapter 13 — Other System Operations

[5]

[6]
[7]

Click Yes when prompted to replace the Terminal. (If the Terminal was to
be removed altogether, No would be clicked).

Disconnect the Terminal as instructed by the Information message.

Reconnect the replacement Terminal in the same position as the old one.
It should be of a similar type, e.g. Reader replaces Reader type and 10
Terminal replaces 10 Terminal type.

NOTE : Do NOT perform an Auto-1D before completing this procedure, as this

(8]
(9]

would create a new unit ID instead of replacing an existing one. If
required, the Replace or Uninstall Dialog may be closed at this point
to continue at a later stage. In this case, when the dialog is re-opened,
select the Terminal to be replaced (the Fixed Address should be
00000000), and continue from the next step.

Click Replace and click Yes when prompted.
Select the Terminal type from the dropdown list and click Apply.

[10] Enter the fixed address obtained from the label of the new Terminal and

click Apply to install.

[11] The new Terminal is now installed.
[12] Click Close to exit the window.
[13] Polling will restart automatically.

Replacing a Controller

To Replace a Controller, proceed as follows :

(1]
[2]
[3]

[4]

[5]
[6]

[7]
(8]
[9]

Select the Controller from the list and click the Uninstall .
Confirm by clicking Yes or exit by clicking No.

An Information message may advise that Uninstall failed. Click Yes to
uninstall anyway as nothing further can be done.

Click Yes to reply to prompt that the Controller is to be replaced.
NOTE : This step /s very important.
Click Close to exit the window.

An Information Message will appear, stating that no units have been
identified for the site. Polling will not start.

Exit the program.
Disconnect the Controller.

Reconnect the replacement Controller in the same position as the old one.
It should be of the same type, namely an ImproX Ixp200 Controller with
the correct version of firmware.

[10] Restart the program.

[11]A Database Hardware Check message will appear stating that the

Controller detected does not match the database.
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[12] Close the message and select Replace Unit from the Hardware menu.
[13] Select the Controller from the list and click Replace.
[14] Click Yes when asked if the Controller is connected to the bus.

[15]Enter the fixed address from the label of the new Controller when
prompted.

[16] Click OK to install.
[17] If no message appears, the new Controller has successfully been installed.
[18] Click Close to exit the window and restart polling.

Clear Transaction Buffer

This function is accessed via the Hardware Menu. Selecting this function
clears all transactions from the Controller memory, deleting the history of all
transactions up to that time.

This function should generally only be used when the data is not valid, e.g.
during the installation phase, or when a Controller has been replaced.

CAUTION : The use of the Clear Transaction Buffer function clears the
Controller memory of all stored transactions. This data
will be irretrievably lost !!!

ITHIS CONCLUDES THE CONFIGURATION OF THE IXP200 SYSTEM.|

USER’S NOTES
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CHAPTER 14 — TRANSLATION

General

The text in the IXP200 application Software can be translated from English into
another language by the user.

Translation — Localisation

This application is provided with English text. If localisation of the text is
required, it may be dynamically translated making use of the Locale and
Translate functions.

Translated text is stored in property resource files. Once translation is
completed, these files should be distributed with the application.

Choosing a Locale for Translation

The following paragraphs provide a guide of how to go about translating the
IXP200 Software. The basics are briefly described for first-time users, and very
important information that can save a lot of time is included.

NOTE : /It /s recommended that the user read this thoroughly before
attempting transiations.

The Basics

The IXP200 Software can be translated into any language provided the
computer supports that character set.

To begin translation :

[1] Start the IXP200 program in either online or offline mode, with SYSDBA
password.

[2] From the File menu, select the Choose Locale option and make sure the
language and country settings are correct.

See next page
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# Locale Chooser x|
Langusge Ies: Spanish LI
Courtry [spam: ES |
Wariant I LI

Cancel | Ok |

Locale Chooser Panel

[3] A Locale Chooser Panel similar to that shown above is displayed.
Choose a Locale

It is very important that the correct Locale settings are chosen before beginning
the translation. When the Choose Locale dialog first appears, it shows the
default locale of the System. For instance, typical values may show that the
language is French, and the country is France.

There is also a field called Variant, that is optional and by default is null. In
most cases it is best to change the country field to None, and leave the variant
field as none, thereby selecting “general” French. This means that the base
French text can be defined that works for any System with a French setup,
regardless of the country it is in.

If it then becomes necessary to change certain French text for a different
country, the changes can be made at a later stage by simply modifying the base
French text for the specific country without affecting the base French
translation.

If this approach is not followed, then it may result in a lot more effort in the
long run. e.g. if French/France is selected and translated, then translation to
French/any other country would have to be done from scratch. If base French
is defined, then only the changes for the specific country would need to be
redone.

Furthermore, if it becomes necessary to have more than one Variant of a
specific language/country combination, then the variant can be given. This is in
the very rare case where the language in a certain country is spoken slightly
differently in different parts. To enter a variant, type a 2-digit number in the
variant field.

The best approach to adopt when choosing locales for translation is as follows:
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[1] Translate the text in the base language (no country selected).
[2] If modifications are required for a specific country, choose the language
and country and translate text.

[3] If a specific variant of that country is required, enter the variant code along
with the language and country.

NOTE : The application must be closed and restarted between steps [1], [2] &
[3].

It is recommended that the user follows all 3 steps in the correct order, to save
time in the long term because future modifications for any country or variant of
that language would only require slight changes, rather than re-entering all the
base language text for every change.

Translating

Once the correct locale is chosen, from the File menu, select the Translate
option. A Translation Selection Dialog similar to that shown below will be
displayed.

4+ Translation Selection x|

Select Unit to translate:

hdain Frame
ol Panels
| Cther
MAY
! Calendar

.\
5

Close |

Translation Selection Dialog

The categories for translation are split up into various components, namely Main
Frame, Panels, Other, and Calendar.
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Main Frame

This term refers to text that appears in the Main Application Window, including
the Menus.

Panels

This option gives access to the panels used by each of the toolbar buttons.
[1] Click Panels and the icon will appear in the toolbar.

[2] Close the Translation Selection Dialog and click the Toolbar button to
display the required Panel. This will give the context while translating.

[3] Now click the World icon in the toolbar to display the Translate Text
Dialog corresponding to the currently displayed panel.

Other

This category includes text and messages that appear in message boxes and
dialogs throughout the Software.

Calendar
This option allows translation of calendar text.
For Main Frame and Other categories, select a category to translate by

clicking on the relevant icon. A Translate Text Dialog similar to that shown
below is displayed.

E‘%‘Tlanslale Text: Framel [ =]
Original New Texd (es_EC)
Com CoOm -
haud baud
Actions Actions
Contraller Check failed Cantraller Check failed IS
Anti-Passback Status setto ne.. |Anti-Passhack Status setto ne
Status Reports Status Reports
Falling started Falling started
Reports Reports
Controller did not respond Controller did not respand
Time and Event Triggered Actio... [Time and Event Triggered Actio..
Doars Doars
at at
Inputs and Outputs Inputs and Outputs
[n]z] DB
Translate Translate
Auto ID failed to detect a Contro... |Auto ID failed to detect a Contra...
AutolD of Hardware Units AutalD of Hardware Units
Check Part Check Part 1=l
Cancel | Ok |
|
Translate Text Dialog
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The Translate Text Dialog shows the original text displayed in the left-hand
column of the table. The translated text will appear in the right-hand column.
Check the heading for the right hand column table, to ensure that the correct
locale is displayed.

NOTE : 7o sort a column in alphabetical order, double click the column header.

To translate text :

[1] Click in the relevant table cell in the right-hand column (or use arrow keys
to navigate).

[2] Type the desired translated text.
[3] When all the changes have been made, press Enter to confirm the entries.
[4] Click Apply to accept changes, or click Cancel to reject new changes.

NOTE : DO NOT EDIT THE SAME CATEGORY TWICE IN A SESSION.

If changes need to be made, close the application and restart before making the
changes. If you do edit more than once in a session, only the last translations
entered are recorded permanently, and previous translation done in that session
is overwritten with English text !

Translate Web Reports

[1] To translate Web Reports, first Choose Locale as described in previous
paragraphs.

[2] Go to the File menu and select Translate Web Reports.

[3] The Translate Web Reports dialog shown will be displayed.

[4] Select the type of report required from either the Configuration Reports
or the Transaction Reports combo box.

See next page
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#+ Translate Web Reports x|

Configuration Reports

Select

Transaction Reports

Select : j

Translate | 9 |

Translate Web Reports dialog

[5] Click Translate to proceed with translation, or Cancel to abort.
[6] If Translate is selected, the following dialog will be displayed.

[7]1 Replace the English text in the right hand column with the equivalent
translation.

[8] Click Apply (i.e. OK) to Accept, or Cancel to escape without saving the
changes.

NOTE : Do not edit the same report twice in one session.

& Translate Text : ConfigMain

Crriginal I Mewy Text (es_ES) |

Tag Holder Configuration reports

Tag Holder Configuration reports

Tag Configuration reports

Tag Configuration reports

Select Language and Locale

Select Language and Locale

Feturn to the Web Reparts main page

Feturn to the Weh Reports main page

|10 Device Configuration reparts

12 Device Configuration reports

Door Mode Configuration reports

Dioor Mode Configuration reports

Door Access Canfiguration reports

Dioor Access Configuratian repotts

Access Group Configuration reports

Access Group Configuration reports

Termingl Configuration repaorts

Terminal Configuration reports

Time Triggered Configuration reports

Time Triggered Configuration reports

Sulbrmit

Submit

Reaszon Code Configuration reports

Reason Code Configuration reports

Input Trigger Configuration reports

Input Trigger Configuration reports

Croor Configuration reports

Door Configuration reports

Configuration Main Page

Configuration Main Page

Cancel | Ok |

Translate Main Configuration Page dialog

IThis concludes the System Configuration|
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CHAPTER 15 — DATABASE BACKUP AND RESTORE

GENERAL

The IXP200 Software provides the facility to backup and restore the database
files.

Two types of backup are possible, namely an automatic scheduled backup or an
immediate manually-selected backup.

Why Backup?

A Backup is a full copy of the database at a point in time. The purpose of the
backup is for recovery if the current database should become corrupt and not
able to be repaired.

It is a good practice to keep a set of up to date backups. The best way to do
this is to schedule backups to be executed automatically.

File Extensions

NOTE: All database files from V4.0 onwards have an fdb extension instead of
a gdb extension. The extension is irrelevant for either the InterBase or
the Firebird database management System. The reason for the change
/s to prevent the Microsoft Operating System from interfering and
making a copy of the gdb file each time a change is made. This slows
down the operation of the IXP200 Software too much. Backup is best
left under the control of the System administrator.

Backup files have the extension gbk that is necessary to identify the file as a
backup. However the IXP200 backup process immediately restores the gbk file
to a valid database file so that it is ready for use. If the current database file
becomes corrupt, it can be deleted or renamed and the backup file can be
renamed to the original filename, e.g. Proxette.fdb, so that it is immediately
recognised by all the properties files.

The restored backup files are named for the date, the time, and the original
database filename, e.g. 2003-10-01_140103Proxette.fdb.

BACKUPS
Scheduled Automatic Backup

[1] Select Backup from the File Menu to schedule or execute a backup of the
database. The Backup dialog shown will be displayed.
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[2]

[3]

[4]

[5]

[6]

[7]

Pl

Backup path: JDatabaszes | _I
Mumber of backups to keep in backup folder: E

Schedule:

¥ hion :

V¥ Tues :

v wiied :

V¥ Thurs |

[ Fri 3

IV Sat :

¥ Sun :

Site (SLA) 0 000000
°| el Backup Mosw |

Backup dialog

By default the backup path is the IXP200\database folder but this can be
changed.

To change the Backup path, click on the ... lcon, and select the

required path.

The number of backups to be retained must also be specified. Set the
required number of backups to be retained by typing this number into the
box provided (3 in this example) next to Number of backups to be kept in
backup folder.

NOTE : Backups made prior to this number of backups will be
discarded by the System. The default is 3, meaning that only
the latest 3 backups are retained, and the next backup will
overwrite the oldest of these.

Select the days of the week on that the backup operation is required by
deleting the ticks from days on that backup is not required.

Set the time of day for each selected day at that backup is required by
typing in the time in the boxes provided (in 24-hour clock format).

Leave the Site Logical Address (SLA) as the default 01000000.
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[8] Once the parameters have been selected, click Apply to save and close the
dialog. Alternatively click Cancel to close and ignore changes to the
parameters.

[9] Automatic Backup can be scheduled to run at a specific time on one or
more days of the week. The System defaults to a daily backup at 1 a.m.
(01:00).

[10] The backup will take place automatically at the scheduled times. A status
message will be displayed in the Status Bar at the bottom of the main
frame when backup is in progress.

Immediate Backup

[1] Click on Backup Now to perform a backup independent of the preset
scheduled times.

[2] Observe the Status Bar in the main frame for messages.

IMPORTANT NOTE:

Please note that backup executes within IXP200 so the IXP200 application must
be running at this time for the backup to execute.

The default backup folder is IXP200\database but another folder can be
selected.

USER’S NOTES
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CHAPTER 16 — ARCHIVE

GENERAL
The I1XP200 Software provides the facility to archive data in the database.

CREATING AN ARCHIVE

To create an Archive of the database, use the separate Archive utility in the
IXP200 folder. A shortcut will have been created in the Programs menu. Log-on
as the System Administrator when prompted.

[1] Close all other applications that may be accessing the database, e.g.
IXP200, Graphics Designer, etc.

[2] Click on the Archive short-cut. The Archive Password dialog shown will be
displayed.

Archive Password dialog

[3] Enter the Administrator name and password, and click OK. The Database
Archiver Main Frame will be the displayed. This frame displays the
current database name and the archive folder, that cannot be changed.

See next page
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4 Database Archiver ] 4

File

rDatabase
k::U}{le]l]u:latahaselprnxette.gdh

—Archive Location
[C:IXP200\database!

Archive Date

EI]I]3-I]9-I]1 Change

|Nu previous archives performed |

Database Archiver Main Frame

[4] The date for the Archive must be selected by clicking on Change and
selected the required date from the calendar displayed; the default is one
month before the current date. All transactions prior to that date will be
removed from the current database and written to the Archive database. If
a previous archive exists, then it will contain data prior to its date and the
new archive will contain data from the last archive up to the new date.

[5] Click Options to see the Archiving Options dialog. The type of
transaction to be archived may be specified. By default all types are

archived.
&4 archiving Options x|
Archiving Option
Archive  Delete
Access Transactions . ]
Alarm Transactions - )
Status Transactions (C)} )
| 0K | ‘ Cancel
Archiving Options dialog
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[6] Select the Delete option if transactions must be deleted from the current
database and not written to the archive database, in other words if they are

no longer required at all.

[7] Click OK to save the changed options and close the Archiving Options
dialog.

[8] Alternatively, click Cancel to ignore changes and close the dialog.

Archive date : 2003-09-01
Archive folder : C:IXP200ulatabase!

Archiving Options...... dialog

[9] Click Archive to start executing the archiving process. Close the application
and check the log file on completion for any errors.

NOTES :
1. The Archive files are named for the date only, with an fdb extension, e.g.
20030509. fdb.
2. A log file is created for each Archive, e.g. Archive 20030509./og. in the
IXP200\log folder.
[END OF SECTION|
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Access Group, 83, 84, 85, 86, 89,
90, 91, 101, 105

Access Pattern, 85, 86, 87, 88, 89,
20

Adhesive Labels, 108

Administrator, 83, 92

alarm, 92, 124, 125, 129

Anti-Passback, 130, 135

APB, 83, 91, 92, 100, 102, 104,
130, 135

APB Zone, 102

BACKUP, 147

Base Plan, 124

calendar, 115, 144

card printing, 99, 106

card tag, 106

Choose Locale, 141, 142, 145

communication, 136

Configuration, 85, 106, 114, 116,
118, 119, 120, 135, 145, 146

credit card tag, 99, 122

default, 107, 119, 127, 142, 145,
148, 149

Department, 93, 97, 98, 108

Designer Module, 124

Door Mode, 83, 91

Emergency Open/Close Doors, 136

Employee Number, 97, 106

end date, 113

Event Triggered Actions, 117

Expiry Date, 100, 105

field, 86, 87, 88, 93, 98, 100, 101,
102, 104, 105, 106, 113, 115,
116, 119, 142

fingerprint, 91, 100, 102

fixed address, 138, 139

lift (elevator), 83, 88

Localisation, 141

Logical Address, 136, 148

Message, 101, 105, 117, 118,
119, 138

Normal Tag, 91

Operator, 105, 106

PAC, 102

password, 141

PC, 92, 108, 135, 145

Personal Access Code, 102

photograph, 94, 95

PIN, 94, 102

Remote Reader, 131

Runtime Module, 124

Sagem, 91

Security Level, 84, 86

site, 85, 94, 114, 138

slim tag, 102

Start Date, 100, 104, 105, 114, 115

Supervisor, 91, 92

SUPERVISOR, 83

Supervisor level tag, 91

system database, 85, 89, 94, 114,
118, 122

tag number, 99, 106

Tagholder, 83, 92, 93, 94, 97, 99,
100, 101, 102, 104, 105, 106,
108, 109, 110, 111, 112, 117,
122, 127, 128, 135

templates, 122, 145

Terminal, 88, 91, 102, 125, 136,
137, 138

Transaction Buffer, 135, 139

translation, 141, 142, 143, 144,
145, 146

Floor Plan, 124, 125, 126, 127, 129 UHF Tag, 102
Graphics, 124, 126, 128, 129, 135 Visitor, 91
Icon, 83, 92, 95, 98, 113, 115, Web Reports, 145, 146
124, 127, 148 Zone, 102
LCD, 117, 118, 119
© June 2007 Impro Technologies Data subject to change without notice Page 3-156

IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration Chapter 16 — Archive

USER’S NOTES

© June 2007 Impro Technologies Data subject to change without notice Page 3-157
IXP200 Software User Manual [Issue 12]



Section 3 — System Configuration

Chapter 16 — Archive

USER’S NOTES

k:\Custman\ 1XP200\

1XP308-0-0-GB-11 Issue 12 June 2007 English Manuals\
1XP200_sys-swm-en-12 Section 3B.doc
© June 2007 Impro Technologies Data subject to change without notice Page 3-158

IXP200 Software User Manual [Issue 12]




IXP200 SOFTWARE USER
MANUAL

SECTION 4
System
REPORTS



Section 4 — Reports

June 2007 Impro Technologies Data subject to change without notice Page 4-2
©IXP200 Software User Manual [Issue 12]



Section 4 — Reports

SECTION 4 — REPORTS

CONTENTS

REPORTS OVERVIEW
GENERAL ...t
PASSWORD CONTROL OF REPORTS ....coiiiiiieiieeee e 5
ACCESSING AND USING THE REPORTS FACILITY ..eeuiiiiieieiiiiei e 6
DEFINING PARAMETERS IN A REPORT PAGE
EXPORTING REPORTS TO EXCEL .....uuuiiuiiiiiiiiiiii e
REPORT DESCRIPTIONS ...t
ADMINISTRATOR REPORTS.....cutvuuiieriinrienninnniinninnnnnnes
Archive Selector ...
Configuration Reports
DOOR AND ACCESS GROUP CONFIGURATION REPORTS........uuuuueiieiiiniininnannnans 12
Common Report Screen BUttons..........cccoeevveevneiennnes
Access Group Configuration Report
Door Access Configuration REPOIT .......c..uuiiiiiniiiiiiieeeii e
Door Configuration REPOIT ........ it
Door Mode Configuration Report.........cccceevevuieeennnn.
Terminal Configuration REPOIT .......ccuuu i e
Reader Configuration REPOIt..........oo i
INPUTS AND TIME TRIGGERED CONFIGURATION REPORTS ......oivieiiiiiiiiieeees 19
10 Device Configuration Report............ccccevvvevinennnn.
Input Triggered Action Configuration Reports
Time Triggered Configuration REPOIt..........cooiiuiiiiiiiiieii e
Tag Configuration REPOIT.........cooiiiiiiiiie e
Tagholder Configuration Reports

TRANSACTION REPORTS....cciiiiiiiiiiiiiteett ettt ettt ettt ettt saeeneenneennenne
Common Report SCreen BULONS. ........oveuiiiieiee et
Access Report
Alarm Report ................
SEAtUS REPOIT... et

PERSON INFORMATION REPORTS .. .o
Hours Worked in APB Report
Person Access Pattern Report
PEIrSON REPOIT ... . e eans
Zone OCCUPANCY REPOIT....c.uuieiiiieeeie e e e
Hours worked in APB Zone Time Sheet Report
Department Time Sheet Report...........cccoevveevieeeennn.

GENERAL SYSTEM REPORTS ....cooiiiiiiiiiieiieeeeeeeeeeeee,
HONIAY REPOIT ...t e e
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REPORTS OVERVIEW
GENERAL

The IXP200 Software includes the facility to display and/or print copies of
various Reports. These reports are presented as web pages. These reports fall
into four categories, namely Administrator Reports, Transaction Reports, Person
Information Reports and General System Reports.

Administrator Reports cover Archives and System Configuration. The
Configuration information is only accessible to the database Administrator using
the correct log-on name and password.

Transaction Reports are available to any User, and cover access, alarm and
Terminal transactions.

Person Information Reports are available to any User, and cover access patterns
and zone and APB occupancy for individual Tagholders.

General System Reports are available to any User, and provide Holiday and
Reason Code status information.

This section of this manual contains information about the type of Reports that
the user can access. The selection of reports is performed using a Web
Browser.

PASSWORD CONTROL OF REPORTS

The Administrator may enforce password control of reports. One global
password can be defined which gives access to all Reports except the
Configuration Reports, which are always accessible only with the Administrator
password. By default, passwords are disabled.

To define and enable or disable the global password, select Web Reports
Password from the 1XP200 File menu. The Web Reports Password dialog will
be displayed (see the next illustration).

See next page
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#« Web Reports Password x|

™ Ensble Password for Reports

User Name WEBUSER:

Mewy Password I
Canfirtn Passward I

0] 0|

Web Reports Password dialog

If a new global password is required :

[1] Enter the password.

[2] Enter the password again to confirm it.

[3] To enable the password, ensure that the box is checked.

[4] To disable the password, ensure that the box is unchecked.
[5] Click Apply to save and exit, or Cancel to exit without saving.

ACCESSING AND USING THE REPORTS FACILITY

NOTES :
1. The IXP200 Software must be running in order to access Web Reports.

2. The Web Reports can be accessed from any machine (PC) on the same LAN
as the IXP200 Host PC.

The Web Reports facility can be accessed in several ways as follows :
Method 1 — Using the Speed Button in the Toolbar
[1] Start the IXP200 program.

[2] A shortcut to the Web Reports is provided by the icon.
[3] A log-on dialog (see next graphic) will be displayed if Web Reports

password is enabled.

See next page
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2} "Password Page” - Microsoft Internet Explorer 1= =]
File Edit Wew Favorites Tools Help ‘
d=fack - = ~ @ ) | Qsearch [EFavortes {Media (% ‘ - S
Address [&] http:/flocalhostiwebreports servietinet mpro.ipx2 web, webreports. WebMainPage = @ |Lmks B
Please Login : i 1

|
|
Users Name : WWeblser :
Users Fassword : || |
Retutn to the Web Repotts Main page |
|
{
‘ i
| :.
i
s - |
[&] Done [ B Localintranet

Web Reports Log-on dialog
[4] The Web Reports for IXP200 screen shown will be displayed.

Method 2 — Using the Menu

[1] Select Reports from the Main Top Menu.

[2] Select Web Reports.

[3] Start the IXP200 program.

[4] A log-on dialog will be displayed if Web Reports password is enabled.
[5] The Web Reports for IXP200 screen shown will be displayed.

Method 3 — Using the Browser (e.g. InterNet Explorer or Netscape)

[1] Start the IXP200 program.

[2] If you are viewing the Reports on any other PC on the same LAN as the
Host PC, start the Web Browser and type the following URL
http://machinename/index.html, where “machinename” is the name of the
Host PC (the PC running the 1XP200 application). Click Go.

NOTE : /f you are viewing the Reports on the Host PC, start the Web Browser
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and type the address http.//localhost/index.html and click Go.
[3] A log-on dialog will be displayed if Web Reports password is enabled.
[4] The Web Reports for IXP200 screen shown will be displayed.

/3 vieb Reports Main Page - Microsoft Internet Explorer =& x]
J File Edit View Favortes Tools  Help
J d=fack - = - 74 | iQysearch G Favores  (#History “%v =)
JAddress I@ http:fflocalhost fwebreparts)servlet fnet.impra.ipx2 web. webreports, WebMainPage j @Gn |JLmks &
-
Web Reports Main Page i
:
Administrator Reports Person Information Reports

Archive Selecter Hours Worked in AFE Zones Rapox#

|
Configuraton Eeports Person Access Pattern Report ‘
Person Eeport |
|
Zone Cccupancy Report
Transaction Reports General System Reports
Aceess Report Holiday Report | i
g
Alarm Report Eeason Code Report ; u
Status Report ‘
& I~ |
& ’_’_ E Local inkranet

Web Reports for IXP200 Main Page
DEFINING PARAMETERS IN A REPORT PAGE

[1] Once a Report page has been accessed, it is generally necessary to define
the required parameters. Typically, this means :

[2] Select the item of interest by clicking on its title or making a selection from
a combo box as required.

[3] Define the time period for the report by typing in the required dates.
[4] Click Submit to display the required information.

[5] Once the report is displayed, some report columns can be sorted by clicking
on the required column heading. To determine which columns can be
sorted, move the cursor across the column headings. The columns which
can be sorted will be indicated by a hand icon.
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EXPORTING REPORTS TO EXCEL

A Report may be exported to CSV (Comma Separated Values) format and then
opened by Excel. This is easily done as follows :

(a) Click the button “Export Report (CSV) once the required report screen is
displayed.

(b) Supply a filename and path when prompted, to save the report to a CSV
file.

REPORT DESCRIPTIONS

The reports which can be generated by the System are described below, with
details provided (where necessary) about navigating through each type of
report.

ADMINISTRATOR REPORTS

Administrator Reports cover Archives and System Configuration. The
Configuration information is only accessible to the database Administrator using
the correct log-on name and password.

Archive Selector

The Archive Selector allows you to view archived databases.
To access this :
[1] Click on Archive Selector in the Main Page.

[2] Select the database you wish to view using the combo box. (Archives are
named for the date only, with an fdb extension, e.g. 20030626.fdb).

[3] Reports will then be processed based on the selected archive database.

[4] Switch back to the current database when you have finished viewing
reports on the archived database.

See next page
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7} Archive Selector - 1= =i
| Fle Edt Vew Favortss To elp ‘-
| dapack - = - (@ [H | Qoesrch [GFavorbes (History | By 59
JAddress |@ http:fflocalhost fwebreports/serviet fnet.impro.ipx2 web, webreports, ArchiveSelReport j ﬁGo “Lmks &
. |
Archive Selector | |
Please select the archive that you want to view
[CyxP2omdatabaserproxete gdb =] ‘
|
Original Datahase : CAEP200Vdatabase\prozette. gdb L%
Current Archived Database : CA\D{P200database\proxette. gdb ‘ |
Retutn to the Web Reports Main page |
|
Ao
£y
- |

& T B
Archive Selector page

Configuration Reports

To access Configuration Reports :

[1] Click on Configuration Reports.

[2] The Password Page shown will be displayed.
[3] Enter the Administrator Password.

[4] Click on Submit.

[5] The Configuration Main Page shown will be displayed. This page lists
the various types of Configuration Report available.

The Configuration Reports are described in the following paragraphs.
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‘) Password Page - Microsoft Internet Explorer i

JF“E Edit View Fawvorites Tools  Help

J “HBack + = - @ ﬁ | @5earch [Ge] Favorites @Hlstory ||%- é

Jﬂddress I@ http:fflocalhost fwebreports fservietinet.impro.ipx2, web, webreports, ConfigMainReport, j @Go

-E

J Links *

Please insert the Administrators Name and password :

Subrmit i

-

Administrators Hame : I |
Administrators Password : I RS

Return to the Web Reports Main page

|&] Done ,_,_ g‘"’ Local intranet :
Password Page

See next page

June 2007 Impro Technologies Data subject to change without notice Page 4-11
©IXP200 Software User Manual [Issue 12]



Section 4 — Reports

Configuration Main Page

Door and Access Group
Configuration Reports

Access Group Configuration
Door Access Configuration
Door Configuration
Door Mode Configuration

Terminal Configuration

Tag Configuration Reporis

Tag Configuration

Tag Holder Configuration

Return to the Web Feports main page

/3 Configuration Main Page - Microsoft Internet Explarer =10l x|

Ble Edt Wiew Favortes Took Help |

GBak = - D o} | Dusearch GelFavorites @meda % | By S

Agress [{€] http://localhostfwebreportsiserylst et impro. 2. web. webreports, ConfigMainRepart = Peo \Lm E
=

Inputs and Time Triggered i |
Configuration Reporis |

IO Device Configuration

Tnput Trigger Configuration

Tine Triggered Configurahon

—.

|
IL
IR
=
)

|
L]
I

£

Localintranet 7

R

Configuration Main Page [Part]

Configuration Reports are divided into Door and Access Group Configuration
Reports, Input and Time Triggered Configuration Reports and Tag Configuration

Reports.

DOOR AND ACCESS GROUP CONFIGURATION REPORTS

Door and Access Group Configuration Reports include :
e  Access Group Configuration Reports,

e Door Access Configuration Reports.

e Door Configuration Reports.

e Door Mode Configuration Reports.

e Terminal Configuration Reports.

Common Report Screen Buttons

Each Report screen in this group includes two common buttons. The operation

of these buttons is as follows :

e Click on Submit to update the displayed Report information.

June 2007 Impro Technologies
©IXP200 Software User Manual [Issue 12]

Data subject to change without notice

Page 4-12



Section 4 — Reports

e Click on Export Report (CSV) to export the displayed Report in CSV
(Comma Separated Value) format for MS Excel and similar programs.

Access Group Configuration Report

2 "Access Group Configuration” - Microsoft Internet Explorer

=181 x|
File Edit Wiew Favorites Tools  Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S ﬁ
Address I@ http:/flocalhostiwebreports/servietinet impro.ipx2, web, webreports, AccessGroupConfigReport j 6>Go | Links */

Access Group Configuration :

| Submit || Export Repart (C5v) | }
|
|
\
:

Feturn to the Configuration main page

Access Door

e e i

| Floor
[1 [ Admin v e e T T s [zmohs | L6 [1234
[2 | Levstar v e e T [ oro [1z00hes | L3346 | Y
2 [ [ [ [ [ [ ew [m00ns | 346 [
[3 [ supervisor | t [ = [ * [ [* [* [* [ * [ [ om0 [2400kws | L,23456 | 2341

Retutn to the Configuration main page

P,

|
C [ Bodibee:
Access Group Configuration Report

B

&

This report shows the Access Groups defined for the System with the time and
place for which access is allowed for each group.

See next page
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Door Access Configuration Report

/3 "Door Access Configuration” - Microsoft Internet Explorer

=18/
File Edit Wiew Favorites Tools  Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S
Address I@ http:/flacalhostiwebreparts/servietinet impra.ipx2. web, webreports. DoorsAccessConfigReport ﬂ 6)Gﬂ |Lmks &

Door Access Configuration : 13

‘ Submit H Export Report (CSWV) |
Return to the Configuration main page
Door: Car Park .‘
Amount of people allowed : £ ‘
[ Deor Names Mame | A0S PatNo. | Sun (Mon | Tue (Wed | Thu | Fri | Sat Start Time | Duration |

Accounts Dooy “"'l' 1
[ CuPe || JoEnWaton oz 00 2m |
’7 James Nigel y

Lab;:mry Heines 02:.00 12:00
8 ,_

Clara Calisto Supervisor
Ivain Door
Rear Door

WW!—I_I_I_I_I_I_I_ITIWIW

iy [ [ e [

Return to the Configuration main page

|
@ T
Door Access Configuration Report

Doors are listed on the left. Click a door to display a list of those people who are
allowed access to the door, as well as details of the relevant access group.

See next page
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Door Configuration Report

a "Door Configuration” - Microsoft Internet Explorer - | = ﬂ
File Edit Wiew Favorites Tools  Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:/flacalhostiwebreparts/servietinet impro.ipx2. web. webreparts DoorCanfigReport ﬂ 6)Gﬂ | Links >

Door Configuration :

‘ Submit H Export Report (CSWV) |

Feturn to the Configuration main page \

DoorNe. | DoorMame |APB |Zome |Armed | DoorPin | ImReader | OutReader | Day | Mode
1 ManDoor | Yes | 1 | No | 4% | 00I0WO3 | 0I0M0107 [Sundsy | pac
|Monday ‘ pac
|Tuesday ‘ pac
|Wednesday ‘ pac
|Thursday ‘ pac
|Fnday ‘ pac
|Satuniay ‘ pac
| Holiday ‘ pac
[ 2 [ ufs Mo |~ [ Ho 0 ini010e [funday | Weekend
|Mnnday ‘ Weekday
|Tuesday ‘ Weekday
|Wednesday ‘ Weekday
|Thufsday ‘ Weekday
|Fnday ‘ Weekday ]
[Faturdar | Weekend :ﬂ
@ T e

Door Configuration Report

This report includes details of each door configuration, including the daily
operating modes.

See next page
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Door Mode Configuration Report

a "Door Mode Configuration” - Microsoft Internet Explorer -|5 ﬂ
File Edit Wiew Favorites Tools  Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:/flacalhostiwebreparts/servietfnet impra.ipx2, web . webreports. DoorMadeConfigRepart ﬂ 6)Gﬂ | Links >

Door Mode Configuration :

‘ Submit H Export Report (CSWV) |

Feturn to the Configuration main page |
|

[No. | Start Time | End Time | Mode [Pin |Reason |Dual Tag |Record | AlarmDemied |  LED Mode

I DMP Mode 1 : Default Tag Mode

[T oo | zm | Tag Mo [ Mo [ Mo | ves | Ho [ Red

I DMP Mode 2 : Weekday

[T oo | oo | Superviser Unlock [Ho [ Bath [ Mo | ¥es | Yes [ Red

2] oo | o | Tag Mo [ We [ Mo | ves | o | Flashing Green

3] o | 2w | Superviser Unlock [Ho [ Bath [ Mo | Ves | Ho | Of BlinkRed

| DMP Mode 3 : Holiday

[T oo | z4m | o Entry Mo [ Wo [ HWa [ ¥es |  Yes [ Red, Biink O

I DMP Mode 4 : Weelkend

[T oo | oem | Superviser Unlock Mo [ Wo [ Entry | Ves | Ho [ Of Blink Red

[2 [ osmo [ 7m0 | Tag Mo [ Wo [ Wa [ Ves | Ho [ Green

B[ o [ zm | Superviser Unlock Mo [ Wo [ Entry | Ves | Ho [ Of Blink Red

J DMPF Mode 5 : pac

[T [ o000 | 2400 [ PersonalAccessCodelMode |Ha | Mo | MNo | Yes | Ho [ Green, Bfink OFF

|

@ T Boanem

Door Mode Configuration Report

This report provides details of all Door Modes which have been defined for the
System.

See next page
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Terminal Configuration Report

a “Terminal Configuration™ - Microsoft Internet Explorer - | = ﬂ
File Edit Wiew Favorites Tools  Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S
Address I@ http:/flacalhostiwebreparts/servietfnet impro.ipx2. web. webreparts, TerminalConfigReport ﬂ 6)Gﬂ |Lmks &
. .
Terminal Configuration : f
‘ Submit H Export Report (CSWV) |
|
|

Feturn to the Configuration main page

| LogicalAddress | Fixed Address | Enahled | Type | Type Description
| 01010101 [ on4csass [ ves [ MR | ImproX Micro Remote
| 01010102 [ oooFaseq [ ves [ me | TmproX 16 Channel Input Tesminal \
| 01010103 [ ooacsiEE | Yes | KHR | ImproX Harsh Environment Keypad Remote 1
| 01010104 [ ooacssse [ wes [ DL | TmproX LCD Keypad Terminal (Non-programmable)
| 01010105 [ on4csase [ ves [ MR | ImproX Micro Remote
I 01010106 [ oo4csass [ We [mMR | ImproX Micro Remote
J 01010107 [ onacsase [ e [ MR | Tmprol Mlicto Remote
J 01010108 [ onacsask [ ves | MR | TmproX Mo Remote
| 01010109 [ onacsara [ ves [ MR | Tmprol Micto Remote
| 01010104 [ ooacs3ss [ ves [ o | ImproX 16 Channel Cutput Terminal
| 01010108 [ ooacsaz0 [ ves [ ER | TmproX Keypad Remote
| 0101010 [ onacsaE [ ves [MHR | Impro¥ Harsh Environment Misro Remote
0
Return to the Cordfiguration main page i
[N
[&] Dane I

Terminal Configuration Report

This report provides a list of all Terminals identified by the Controller during
Auto-ID. It shows the type and the addresses for each Terminal.

See next page
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Reader Configuration Report

/2 "Reader Configuration™ - Microsoft Internet Explorer 1= =]

File Edit Wew Favorites Tools Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ httpi/flocalhostwebreports/servietfnet . impro.ipx2, web webreports. ReaderConfigReport j ) | Links ¥

1

Reader Configuration :

| Submit || Expor Report (C5v) |

Feturn to the Configuration main page

‘ Door Names | Main Door | Rear Door | Laboraiery ‘ Accounis Door \
| InReader |OwiReader | InReader OutReader | InReader | OutReader | InReader OuiReader
| Logical Address | 01010103 | ouoimior ololotor | oioloics |
S“ﬂ‘fu'_’l:;‘ﬁ‘"‘ a0 | 0 0 P
[OpenDwration(s) [ 0 [ 0o [ [
‘ Dos Input Type | Hormal | Normal Normal Normal
‘ Ouiput Mode | Hone | Hone Hone Hone
| Device Address | 00000000 | 00000000 00000000 | 00000000
| TA [ Fase [ False False False
[ DosMode | nwc | nc RG] Wi
[ RIEMede | wo [ wO WO WO
| On Allowed Tag
‘ Buzzer Volume | Hoft | Loud ’W’W.
Buzzer Duration 7 | 7 ’T ’T \
] (0.1s) . . I D
[€]bone I

Reader Configuration Report

This report provides a list of configuration information for each Reader in the
System, including the indications given when an Allowed Tag or a Denied Tag is
presented.

See next page
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INPUTS AND TIME TRIGGERED CONFIGURATION REPORTS

10 Device Configuration Report

/0 Device Configuration" - Microsoft Internet Explorer - | = ﬂ

File Edit Wew Favorites Tools Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes @Media (4 ‘ B S

Address I@j http:/flacalhostiwebreparts/servietfnet impra.ipx2, web . webreports. JODeviceConfigReport

I/O Device Configuration :

Submit Export Report (CSWV) |

Retutn to the Configuration main page

Devices Available

Configured Input Devices
Configured Cucput Devices

170 Device Address /O Device Name | IO Device Description

[ owmoz [Btag Management | TmproX 16 Channel Input Terminal
[ owtos | Lifts [Trpron 16 Channel Cratpuat Terminal

Configured Output Devices

Device Name : Lifts Fixed Address : 00405358 t
Logical Address : 01010104 TUnit Mame : 016 5
Unit Description : ImproX 16 Channel Output Terminal
| £ia
‘2 Done: ’_’_’_ E Local intranet

10 Device Configuration Report

This report lists configuration information for each Input and Output device in
the System.

See next page
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Input Triggered Action Configuration Reports

/2 "Input Triggered Action Configuration” - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

dBack ~ = - @ ) | Qsearch [EFavortes {Media (% ‘ - S

Address I@j http:/flacalhastjwebreports/servietinet impra.ipx2. web. webreports. Input TAConfigRepart

Input Triggered Action Configuration :

Submit_| Export Report (05%) | }
1
|
\
:

Retutn to the Configuration main page

TNo. Name Sun |Mon |Tue |Wed |Thu | Fri | Sat | Hol StartTime Duration | TriggerImputs | Action Type

7 Acti:lzt;ndnﬂr - . . . . . * * ‘ 0000 ‘ 2400 | Dioot Forced | Relay

(closed)
Switch on Emerg " " " " " " ' Emerg generator A}
0 Gen 0500 17:00 (elosed) Relay

Return to the Configuration main page

oy .

| } 5
[ B Localintranet
Input Triggered Action Configuration Report

i

\g] Dane:

This report provides a list of all monitored inputs, the time periods during which

they are monitored, the trigger condition and the type of action that follows
each trigger.

See next page
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Time Triggered Configuration Report

/2 "Time Triggered Action Configuration” - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ hitp:/flocalhostwebreports/servietinet impro.ipx2, web, webreports, TimeTAConfigReport

Nk

Time Triggered Action Configuration :

| Submit || Expor Report (C5v) |
|
|
\
:

Feturn to the Configuration main page

No. | Name [Sun [Mon [Tue [Wed [Thu [Fri | Sat [Hol [Trigger Time | ActionTime |
| Switch board to night service =TT 1=1T 1T T vm Reliy |
2 ‘ Switch board to day service ’_’T’T’T’T’T’_’_ 0745 Relay |

‘ 1
Retutn to the Configuration main page 1

P,

| L
& [ BEidinree

Time Triggered Action Configuration Report

B

This report provides a list of Time Triggered Actions and the times at which they
have been configured to occur.

See next page
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Tag Configuration Report

/2 "Tag Configuration” - Microsoft Internet Explorer =& x|
File Edit Wew Favorites Tools Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:/flocalhostiwebreports/serviet/net impro,ipx2, web, webreports, TagConfigReport j 6>Go | Links */

Tag Configuration :

Submit_| Export Report (C8v) | }
|
|
Feturn to the Configuration main page ‘

|

‘ Tag Code ‘ Owmer Name ‘De]]arhnentl Level | Type |Si:u1 Daie ‘Explry Date |Suspe)|ﬂ.erl |Au:ess Growp |
[ weeser | Tyliet Summenfield | Admin | Womal  |Fersonal Access Code |Date MrA | DateNi& | Mo | Admin
208032343237 |7 ames Nigel Haines | [ vistor [ SimTagibytes) [Datelsa [DatelNia | No | Admn |
[203038347205 | JohaWalton  |Leborstory | Nomial | ShmTag(5bytes) [2000/1240 (20054210 | Ho |  Adon |
203038349100 | William Newton | Achmin  |Administrator | ShmTag(3bytes) [20020501 20051231 | No | Supervisor |
[208038350421 | Arturo Fettucin | Achmin  |Administrator | ShmTag (3 bytes) [200306/3 20080630 | No | Supervisor
[208038354551 | ClaraCalisto | Acmin | Supervisor | ShmTag(3bytes) [2001/1240 20051210 | o | Supervisor

Retutn to the Configuration main page

ey .

BN
@ C [ Bodmee
Tag Configuration Report

B

This report provides a list of all Tags issued, together with the Access Group
which has been assigned to each Tag.

Data can be sorted by clicking on the appropriate column heading.

See next page
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Tagholder Configuration Reports

2 "Tag Holder Configuration™ - Microsoft Internet Explorer =& x|
File Edit Wew Favorites Tools Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:fflocalhostfwebreports/serviet/net impro,ipx2, web, webreports, TagHolder ConfigReport j 6>Go | Links */

Tag Holder Configuration :

Submit_| Export Report (C8v) | }
|
|
Feturn to the Configuration main page ‘

|

};'q:l’ ;m |Lasi Name |Dellarh||ent Company | Address | Tag Code | Tag Start |Tag Explry |
| Arturo | Fettucini | Admin | Px];:i;:fclts | 1332 West Arbuckle, Fairmont |208038350421 |2DDZ;’D6;’13 |QDDSID680 ‘.
N
| Clara | Calisto | Admin | Prl;::l‘fgts | 77 Shaw Avenue, Mountain View |2E|8E|38354551 |2ElEllr’12ﬁ’1El |2E|Uj”2ﬁ’1[| 5
James Acme ofo Acme Electrical, Lakeside Dirive,
| Higel | Haines | | Flectsical | Caseade |ZUSU38343237 Date M/A | Date /A
| John | Walton | Laboratory | Pr?c‘l‘fclts | 13 Fairway, Hewport |ZUSU383472E|5 |2UU1leflU |EUUﬂ12r’1EI
| Juliet |Summerf151d Admin | PrE:l‘fgts | T Kingsfield, West Fleetwood | Ak Date MfA | Date M/
William | Mewton | Aduin Eicel 329 Staring Crescent, McGillucuddy  bngnagm100 20020501 |200512031
Products Street, Overton
Retutn to the Configuration main page !’E
]
I
| led
[&] Dore [T B Localintranet

Tagholder Configuration Report
This report lists the Tagholders and the Tag (or Tags) assigned to each of them.

Data can be sorted by clicking on the appropriate column heading.

See next page
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TRANSACTION REPORTS

The various Transaction Reports are selected from the Web Reports Main Page
by clicking on the title of the report required.

Common Report Screen Buttons

Each Report screen in this group includes two common buttons. The operation
of these buttons is as follows :

e Click on Submit to update the displayed Report information.

e Click on Export Report (CSV) to export the displayed Report in CSV
(Comma Separated Value) format for MS Excel and similar programs.

Access Report

; Access Report - Microsoft Internet Explorer

-2

JFi\e Edit Wiew Favorites Tools  Help

J daBack ~ = - (@D 7t | (Qysearch [GFavories € #History “%v =

JAddress I@ http: ) flocalhost fiwebreparts/servlet fnet.impra.ipx2 . web. webreports, AccessRepart j @Gn |JLmks &

=0

Access Report

Retutn to the Web Reports Main page

Main Filters

Date from [20030717 T8 o [200307717 73]
Daily Time from [ 00.00:00 to| 235959 (24 Hour Clock)

Person 'I
Location : 'I

Other Filters

[ Department : [ Tag No. :
[~ Event Type : [ Reason Code :

Date Filter : 2003/07/17 to 2003/07/17
Time Filter : 00:00:00 to 23:52:5%

25 - S [ hd]
€] Done ’_’_ E Local inkranet

Access Report with no filter selected

Access Reports can provide various details of access transactions within the
System. The type of information required in an Access Report can be defined by
selecting one or more types of filter. The filters permit selection of information
in the categories described in the next few paragraphs.

June 2007 Impro Technologies Data subject to change without notice Page 4-24
©IXP200 Software User Manual [Issue 12]



Section 4 — Reports

There are two categories of filters, namely Main Filters and Other Filters.

The Main Filters (i.e. Date/Time, Person or Location) are those most
commonly used.

The Other Filters can be used separately or Multiple filters can be used to

generate more specific report information as described under The Use of
Multiple Filters.

; Access Report - Microsoft Internet Explorer

J File Edit View Favortes Tools  Help
J dBack - = - @ 74 | iQysearch G Favores  (#History “%v =)

JAddress I@ http: ) flocalhost fiwebreparts/servlet fnet.impra.ipx2 . web. webreports, AccessRepart j @Gn |JLmks &

Daily Time from | 000000 to| 735959 (24 Hour Clock)
Person Artura Fetucini 'I
Location : 'I

\
Orther Filters 1
|
\
|

=

[~ Department : " Tag No. :
[~ Event Type: [~ Reason Code :

Name Filter : Arturo Fettuci

Date Filter : 2003/05/05 to 2003/07/17

Time Filter : 00:00:00 to 23:59:5%

No.| Date | Time | Name

[61 [z003mea13 [091852 | #ttueo Fettusini
[62 [z003m6a13 [09-4417 | #ttueo Fettusini

Depariment | Location | Event | TagMe. |Reason
i [ MainDoor | Allowedln [203033330421
[63 200306113 [05-45.44 | A rturo Fettusini A dmin | CarPak | Allowedln [302032330420
N

5

[72 20036013 [095104 | Arturo Fettusini A dmin | Main Door [AFE Ovenide In [302032350421
[86 20036013 [ 103617 | Arturo Fettusini A dmin | Main Door [AFE Ovenide In [302032350421
[22 [z003mea2s [ 150052 | Arturo Fettusini A dmin |[FewrDoorln | Alowedln [302032350421

|
|
[ A dmin | Main Doot [APE Override In [2030333350421
|
[e9 [z003m6a13 [09-a930 | Arturo Fettusini [ A dmin | Main Door [AFE Ovenide In [302032350421
|
|
|

Return to the Web Reports Main page I

5 T e
Access Report with only Main Filters (Date and Person) selected

Date Filter

Selecting the Date Filter (Date from or Date to) will cause a drop-down calendar
such as that shown next to be displayed.

See next page
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2003/07/17 [0 to 200307717 [

a [ TR - Nl (24 Hour |

290 30 1| 2| 3| 4| S

6| 7| 8| 9|10/11|12
13| 14| 15| 16| 17| 18| 19
) 20| 21| 22| 23| 24| 25|26 [ Tagl
27| 28| 29| 30| 31| 1| 2 I Reas

Drop-down Calendar

The Date Filter default is the current date.

Select the month and year required, if necessary, by using the arrow icons. (The
single arrows change the month, the double arrows change the year).

Lastly, select the day of the month required — this will close the calendar and
transfer the selected date to the text box.

Time Filter

Using the Time Filter alone results in the Report including access information
only for the time period defined, and on the current date.

The Time Filter default is 00:00:00 to 23:59:59.

See next page
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Location Filter
NOTE : The term Location in this context means the same as Door.

Select any required Location from the drop down combo box. The report will
reflect all transaction information for the default time period on the current date
for that Location only.

If a report is required on all Locations, leave the Location field blank.
Click Submit to process the request.

; Access Report - Microsoft Internet Explorer

JFi\e Edit Wiew Favorites Tools  Help

J daBack ~ = - (@D 7t | (Qysearch [GFavories € #History “%v =

JAddress I@ http: ) flocalhost fiwebreparts/servlet fnet.impra.ipx2 . web. webreports, AccessRepart j @Gn |JLmks &

-2

Daily Time from| 000000 to] 235953 (24 How Clock) | B
Person ‘I ‘ 1
Location : Wain Door vl ;

Other Filters
[ Department : [ Tag No.:
[~ Event Type: " Reason Code :

Date Filter : 2003/05/05 to 2003/07/17
Time Filter : 00:00:00 to 23:59:5%
Location Filter : Main Door

No.| Date | Time | Name

|
\
\
|
|
| Depariment |Lucatim|| Event | Tag No. | Reason
F|2003p’06!ll |143445 | Joha Walton | Labotatory | Man - [Bemied Tag Bapted lyngnsgsazans
F|zuusfuwu |143452 | Clars Clisto | Admin | Mein - [Benied Tog Bipired |ngnagasasst
F|zuusmaxu |143456 | James Nigel Heines | | ain | AllowedIn |zuxu32343237
|
i a
F|zuusfuwu |1435 10 | Clara Calisto | Adnin | Mein - [Benied Tog Bipired |ngnagasasst g
f by
F|zuusfuwu |1435 a5 | Clara Calisto | Adnin | Mein - [Benied Tog Bipired |ngnagasassi A
) Mlain
12 200611 | 142507 | Tames Nigel Haines | | Mein Allowedln  [208033343237 =

‘@ ’_’_ E' Lacal intranet
Access Report — Location Filter activated

Person Filter

Select an individual Person from the drop-down combo box if required. A report
will be generated including access information only for the Person selected, for
the default time period on the current date.

To generate a Report on all Persons, leave the Person box blank.
Click Submit to process the request.
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Department Filter

Check the Department check box, and select the Department required from the
drop down list which appears. Using the Department filter alone generates a
Report of access records for the Department selected only, for the default time
period on the current date.

Tag No. Filter

Click the Tag No. check box, and type the required Tag Number into the text
box which appears. Using the Tag No. Filter alone generates a Report of access
records for the Tag No. selected only, for the default time period on the current
date.

Event Type Filter

Click the Event Type check box, and select the required Event Type from the
drop down list which appears. A Report will be generated for the event selected
for the default time period on the current date.

If a report on all Event Types is required, leave the Event Type check box
blank.

Reports can also be printed on All Allowed Events or All Denied Events by
selecting these from the drop-down list.

Reason Filter

Click the Reason check box and select the required Reason from the drop-
down list which appears. This generates a Report of access records for the
Reason selected only, for the default time period on the current date.

If a report on all Reasons is required, leave the Reason check box blank.

The Use of Multiple Filters

Multiple Filters can be selected to more narrowly define the Access Report
information displayed. An example is shown below where both Location and
Person Filters have been selected.

NOTE : Always click Submit again after defining a filter.

See next page
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‘3 Access Report - Microsoft Internet Exple

JFi\e Edit View Favorites Tools  Help

-F

J daback ~ = - (@ 2} | @cearch [GFavorites  §#History “%v =

J Address |@ hittp:fflocalhost fwebreports/serviet fnet.impro.ipx2 web, webreports, AccessReport j ﬁGo |JLmks &
Date from | 2003/04/01 [ to | 2003107117 7] W=
Daily Time from | 00:00:00 to| 235353 {24 Hour Clock) !
Person Artura Fettucini 'I 1
Location : ain Door 'I
Other Filters
[~ Department : [~ Tag No.: \

[ Event Type : " Reason Code : ,;

\

Name Filter : Arturo Fettucini %
Date Filter : 2003/04/01 to 2003/07/17 |

Time Filter : 00:00:00 to 23:59:5% ‘
Location Filter : Iamn Door

|
W‘ Date ‘ Time | Name | Department ‘ Location | Event | Tag No.  |Reason
[é1 [z003m6n13 [ 00:18:52 | Arturo Fettucini [ Admin [MainDoor | AllowedIn  |208038350421
[62 [z003/m6013 | 004417 | Arturo Fettucini [ Adwin [Main Door | APB Oveside In 208038350421
[e8 [z003/m6013 | 004030 | Asturo Fettucini [ Adwmin [Main Door | APB Oveside In 208038350421
[72 [z003/06013 | 005104 | Arturo Fettucin [ Adwmin [Main Door | APB Oveside In 208038350421 f
[86 [200306113 [ 103617 | Arturo Fettusini [ Admin [Main Door | APE Orverride In 208038350421 |
i
il
Retun to the Web Repotts Main page % |
| 'k
& i i E Local intranet
Access Report with Multiple Filtering
See next page
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Alarm Report

/2 "Alarm Report” - Microsoft Internet Explorer 1= =]
File Edit Wew Favorites Tools Help ‘
daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S
Address I@ http:/flocalhostjwebreports/serviet/net impro.ipx2, web, webreports, AlarmReport j 6>Go |Lmks e
Alarm Report ‘1
I
|
Submit_| Export Report (C8v) |
Return to the Web Reports Main page ‘
I
Date from [2003m06/02 ZE to [200307/30 [ |
Daily Time from | 000000 to| 23:59:59 (24 Hour Clock) \
Date Filter : 2003/06/02 to 2003/07/30 }
Time Filter : 00:00:00 to 23:59:5%
[ Date [ Time [ Sowvce | Event | TagHolder | Ackuowledged? | AckDate | AckTime |AckBy
[ 20030606 [ 143127 | (00 | Tableslnitialised | | Ves [ 2003msns | 154751 [svsDBA
| 00306007 [ 163607 | Lifts @9 |  AntiTamper | | Ves [ 2003mens | 154751 [svsDBA
| 20030613 [09:4626 | LebIn(Dd |  AntiTamper | | Ves [ 2003mens | 150751 [svsDBA
[ 030625 [ 110725 [ Lits @ | AntiTamper | | Na [ Datetiia | Timetwsa |
Retutn to the Web Repotts Main page ‘ ':
{3
by
] |
& [T B Localintranet

Typical Alarm Report

An Alarm Report displays the details of all alarms that were activated during the
specified time period.

A sample Alarm Report is shown. The Date filter has been selected in this
example. Selecting the Date from or Date to option causes a drop-down
calendar to be displayed (as described previously under Access Reports).

If no filter is selected, the date defaults to the current date, and the time period
to 00:00 to 23:59:59.

See next page
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Status Report

/) "Status Report" - Microsoft Internet Explorer EIETE

File Edit Wew Favorites Tools Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:/flocalhostwebreports/servietfnet impro.ipx2, web, webreports, StatusReport j 6>Go | Links */

Status Report

Submit || Export Report [C5V) |

Return to the Web Reports Main page

Date from [2003m0602 ZE to [200307/31 [
Daily Time from | 000000 to| 23:59:59 (24 Hour Clock)

Date Filter : 2003/06/02 to 2003/07/31
Time Filter : 00:00:00 to 23:59:5%

Event |01)eramr

‘ Date | Time | Source |SnurteTenni)|alAd.d.ress ‘

[z003/06006 | 143130 | Controller | 01010100 | Powe: Up |

[z003/06/06 | 143408 | Controller | 01010100 | Powe: Up |

[z003/06010 | 114543 | Controller | 01010100 | Powe: Up |

[z003/06013 | 094739 | Controller | 01010100 | Powe: Up |

[z003/06013 | 09:5208 | Controller | 01010100 | Powe: Up |

[200306/13 | 10:14:6 | Controller [ 01010100 I Fower Up |

[200306113 | 102231 | #ecounts Doot [ 01010108 I Fower Up [

|200306113 | 1072232 | Reat DootIn [ 0101010B I Fower Up [ |

[200306113 | 102232 | Cat Patle [ 0101010C I Fower Up | 1

[200306013 [ 102222 | Accounts Doot [ 01010101 I Pawer Un [ B~
@ [T BRlowinwanet

Typical Status Report

The Status Report provides a record of the Status Events at any of the System'’s
Terminals and at the Controller (i.e. the System status) for the time period
specified, for example Terminal Timeout, Power Up, etc.

Selecting the Date from or Date to option causes a drop-down calendar to be
displayed (as described previously under Access Reports).

If no Date or Time filter is selected, the date defaults to the current date, and
the time period to 00:00 to 23:59:59.

See next page
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PERSON INFORMATION REPORTS

Hours Worked in APB Report

; "Hours Worked in APB Zones Report" - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

daBack ~ = - (@ 7t | Qhsearch [EFavorkes @Media (4 ‘ B S

Address I@ http:/flacalhost/webreports/servietinet impro.ipx2. web  webreports. HoursWRepart ﬂ @60 | Links *

N

-8

Hours Worked in APB Zones Report

Submit ‘ Export Report (CSWV) |

==

Retutn to the Web Reports Main page

Select Person: |Clara Calisto 'I

Date from  [20030601 T8 to 200308730 7]
Summary Onty - ™

Hours at Work (LastOut-FirstIny : 00:00:00
Hours Worked within APB Zones : 00:00:00 *** Error in processing] **%

Date Filter : 2003/06/01 to 2003/06/30

| Name | Date [ Time | Event [ Terminal
[ CleraCalista [ zomwenr [ 133440 | AllowedIn
[ CleraCalista [ zomwens [ | APE Overside In [ MainDoor

=
B
o
g

Retun to the Web Repotts Main page

5 |
] [0 Eccdintane:

Hours Worked in APB Report Page

The Hours Worked in APB Zone Report provides a report of the hours that a
specified Tagholder spent at work and the hours he/she spent within APB

Zones. These details are provided for a period which may be selected by the
viewer.

The required person must be selected from the Person combo-box.

Selecting the Date from or Date to option causes a drop-down calendar to be
displayed (as described previously under Access Reports).

A summary report may be selected by clicking on the Summary box.

See next page
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Person Access Pattern Report

/2 "Person Access Pattern Report™ - Microsoft Internet Explorer 1= =]

File Edit Wew Favorites Tools Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ hitp:/flocalhostwebreports/servietinet impro.ipx2, web webreports,PersonAPReport

Person Access Pattern Report

Submit || Export Report [C5V) |

Return to the Web Reports Main page

Select Person : IWiIIiam Mewtan e

Date from  [20030601 & to [200306m0 CE

Summary Only : [

Date Filter : 2003/06/01 to 2003/056/30

| Daie | Timem |  Time Ow | Hours Errors

I 2003/06¢11 [ 1aame | 16:13.36 I 01:29:33 (1.47)

I 20030612 [ teozm | 16:09.00 I 00:00:39 (0.0L)

I 20030613 [ oo1soe | 09:16:09 I 00:00:00 0.0y *#1#0)

Average Time In: 15:25:34 (2 Records)

Avwerage Time Out: 161043 (2 Records)

Awerage Hours at Work : 00:30:05 (2 Eecords) 1

Total Hours at Work : 01:30:17 (1.50 Hours) - |
& [T B Localintranet

Person Access Pattern Report

This report details the Access Pattern of a specified Person for a specified
period.

The required person must be selected from the Person combo-box.

Selecting the Date from or Date to option causes a drop-down calendar to be
displayed (as described previously under Access Reports).

See next page
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Person Report

2 "Person Report™ - Microsoft Internet Explorer 1= =]

File Edit Wew Favorites Tools Help ‘

daBack ~ = - (@ 7t | Qhsearch [EFavorkes EMedia (4 ‘ B S

Address I@ http:/flocalhostwebreports/servietfnet impro.ipx2, web webreports,PersonReport

Person Report

Submit || Export Report [C5V) |

Return to the Web Reports Main page

Select Person: |Juliet Summerfield 'I

Date from  [2003/0601 (7 to [2003/07/31 9

Personal Details

Sequence
Numiber :

First Name :  |Juliet
Last Name : Fummerfield

5

Company Details
Company : Excel Products
Depariment : | Admin
Employee ID :

Transaction Report :

Date Filter : 200306/01 to 2003/07/31 N -]
‘g‘l ’_ ’_ ’_ E Local intranet

Sample Person Report

The Person Report provides information about a selected Tagholder, including
his/her access transactions over a selected period.

The required person must be selected from the Person combo-box.

Selecting the Date from or Date to option causes a drop-down calendar to be
displayed (as described previously under Access Reports).

A sample report is shown in the two illustrations — the second shows the lower
part of the report containing the transaction details.

See next page
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Person Report™ - Microsoft Internet Explorer

dBack ~ = - @ ) | Qsearch [EFavortes {Media (% ‘ - S

Address [&] htp:/flacalhostiwebreportsservietinet. mpro. px2. web. webreports.PersonReport = @ | Links

TTUTNEY

First Name :  |James Nigel

Last Mame : Haines | ‘

Company Details |

Company : Acme Flectrical |
Depariment :
Enployee ID : |

Transaction Report :

Date Filter : 2003/06/02 to 2003/07/31

W‘ Location ‘ Event ‘ Transaction Daie | Transaction Time

e Iain Door I Allowed In I J003/06/11 [ 143456

e Iain Door I Allowed In I J003/06/11 [ 143547

| CarPark I Allowed In I J003/06/11 [ 1447105

[ | Aceounts Door I Denied Door Out I J003/06/11 [ 144731

= RearDoorln \ Denied Door In \ 003/06¢11 [ 14.43:40

[z | Lab Out | Denied Door Out | 2003/05/11 | 1531407

[az | Labln | Denied DootIn | 2003/05/11 [ 153251

[z | Wain Doot | AllowedIn | 200306425 [ 150210

=N Accounts Door | Denied DoorIn | 200306425 [ 150240

4
Retutn to the Web Reports Main page | ‘%\
@ [

Person Report : Transaction Report section

See next page
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Zone Occupancy Report

Eenct Buiians

de e e, Wonls el

Lok & - QB Q] Bewn Slerere ey | -

Zone Occupancy Report :
Submt | [ EporiReport CEn |

Rali=n e e Wil Reparts Main pege

Zome ; Rone 1 - i‘-"'
[ Zemex: | TTinm E.q
| | L334:40 i
z 143347 |.Q
. N U
4 | Willism Hewton | L U H Ll
Retven to the Wen Beports Mainpege
13
o e e R I {25 Local ntronet

Zone Occupancy Report

This Report provides information about the Tagholders in a specified Zone at
the time the Report is generated, with the time of entry into the Zone.

See next page
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Hours worked in APB Zone Time Sheet Report
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| | TPy | U] pRanTy | werrl | E/EI00T | | T[a4@ 7] 0qwia ], |
woseat|  awoz | [eMTHETA], | 1A | aury | aeq | op] durg | aureN |
k FLICOA00Z 03 10/20/9002 = 18I B
N
I\ 92-£1-00 * SANOF AV UARIA PO, SIMOH

£6:4700 : (MDSITAN(ISET) O IE SIOF

] Amo Arunung

[ pzzvonnz| o3 ] loRoaom| o wedgpeeq
_> Jlamxely oquwal | uosiag yaafayg

a2ed ume o spoday] gaan 91} 0] TGS

[ (nz0) wodey wodxg [ wwang

310d R sau0Z gV Ul pIIoA, SINOH

Jodaymsinoy spodaigam gam’ gxdi oadun jaufia)aissisiodalgan (soyeo)/f diy @_ S524ppY

-E & »@ _ @ m__um_z@ saquoned FE] Lu_mmm@ _ s ﬂ @ “ 4= o g eh

disH  spol  S20U0ARY  Malh,  JP3

1240jdK3 JUIIUT JYOSOMN - 14003y SAU0Z gdy Ul paxiom sinoy,, B

apd

4-37

Page

Data subject to change without notice

June 2007 Impro Technologies

©IXP200 Software User Manual [Issue 12]



Section 4 — Reports

The Hours Worked in APB Zone Time Sheet Report provides a report of the
hours that a specified Tagholder in all APB Zones between two dates.

The following selections must be made before clicking Submit :

[1] The required date range must be selected. Selecting the Date from or
Date to option causes a drop-down calendar to be displayed (as described
previously under Access Reports).

[2] The required Person must be selected from the Person combo-box.

The report can be exported in CSV format.

See next page
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Department Time Sheet Report
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The Department Time Sheet Report provides a report Tagholders, grouped by
Department, showing the first and last transactions of each day, and the
calculated time difference between them. The results are summarized as the
total per Tagholder.

These details are provided for a one or more days, which may be selected by
the viewer. The following selections must be made before clicking Submit :

[1] The required date range must be selected. Selecting the Date from or
Date to option causes a drop-down calendar to be displayed (as described
previously under Access Reports).

[2] The report may be filtered by Person, Department and Zone.

[3] Check the Hide Empty Departments box to exclude these from the
selection list.

The report can be exported in CSV format.

See next page
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GENERAL SYSTEM REPORTS

Holiday Report

£} "Holiday Report™ - Microsoft Internet Explorer 1=
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Holiday Report — Calendar format

This Report shows the Holidays defined during the configuration process.

If the cursor is positioned over a holiday, a hand icon will be displayed together
with the name of the holiday.

The default report format is in the form of a calendar as shown above. When
Calendar format is selected, the CSV Export option is not available.

Select the Table button to change to table format (see next illustration). In this
format the CSV Export is available.

See next page
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-2 "Holiday Report™ - Microsoft Internet Explorer
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Holiday Report — Table format

See next page
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Reason Code Report

/2 "Reason Code Report” - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help
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=
Reason Code Report 1

| Submit || Expor Report (C5v) |
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‘ 3 | Personal '?\-
]
Retutn to the Web Reports Main page
|
|
|
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|
|
1
BN T
‘@ Done

C [ Bodmee
Reason Code Report

This Report lists the System Reason Codes and their designated meanings.

See next page
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SECTION 5 — UTILITIES
INTRODUCTION

The IXP System provides software utilities to assist with tasks which may be
carried out occasionally, for example when upgrading from one software version
to another.

These are described in this section.

CHAPTER 1 — DATABASE UPGRADING
RUNNING SCRIPTS TO UPDATE AN EXISTING DATABASE

New Installation

With each new release of IXP200, a set of empty Databases is included which is
compatible with the new release. There is one Database per locale. These
should be used for a new installation. No scripts are required to be run for a
new installation. If there is no Database in the main Database folder after
installation, it must be copied there from the chosen locale folder. Generally,
from V3.4.2, the correct Database is automatically installed to match the locale
chosen during installation.

Thus, for new site installations, where a NEW DATABASE IS USED, THERE IS
NO NEED TO RUN ANY UPDATE SCRIPTS.

Existing Installation

However for customers with an existing Database containing user data that
must be preserved, it may be necessary to run scripts on the Database to
upgrade it to the new version. Upgrade scripts are included, as necessary, with
each release of IXP200. The Scripts folder contains separate folders for each
version, which contain the actual script files (*.sql). Thus, when upgrading
1XP200, one will have to upgrade an existing Database by executing the scripts
that are new for that release.

NOTE : [/t will be necessary to run the scripts for each version of software after
the existing version, up to and including the currently released version.
It may also be necessary to add the Graphics images.

Automatic Upgrade

A utility has now been provided to upgrade the Database automatically. This
utility is called UpgradeDatabase.exe and can be found in the install folder
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(usually C:\IXP200) if a shortcut has not been installed on the Programs
Menu.

To upgrade the Database automatically :

[1] Double-click the icon and log on with the password for SYSDBA.

[2] After running the program, please check the log folder. Two files are
created, ScriptSummary and ScriptUpdater, for the date when executed.

[3] Read through the ScriptSummary to check that all the script files have run
successfully.

[4] If not, then check the ScriptUpdater file. This file could assist your dealer
in sorting out any errors reported.

The screen shown below is a typical Database updater dialog after updating the

Database from V1.2 to V3.2.

|1\ 1O ﬂ
File Help
Main Card Graphics
Database version 0.03 j1.06 .04
Script version 3.6 j1.06 .04

EEE T B
CAXP200'scriptsi3.6DaylightSaving.sql - Failed
CAXP200'scripts3.6'TTTerminal.sgl - Failed
CIXP200scripts V3.6 7version.sql - Failed

saaC RO **
-\

~AM.06---

***GRAPHICS"**
~N.01--
~¥1.02--
~N1.04--

File progress | |

Total progress | o |

Database Updater dialog
Manual Upgrade

Please refer to RunningAScript.rtf (Section 2 of this manual) for instructions
on how to run a script file manually.
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CHAPTER 2 — FIRMWARE UPGRADE UTILITY
GENERAL

The Firmware Upgrade utility provides several features :

(a) Firmware Upgrade with units in the System.

(b) System Tools.

(c) Miscellaneous facilities including :
e  Setting the Logical Address of the Controller or a Terminal.
e Setting a Default Message for display on the Controller LCD.
e Configuring the Controller Port for RS232 or RS485 operation.
e Clearing the Controller memory.

TOP MENU OPTIONS

& Firmware Upgrade - o] =]
File Config File Versions Help

Top Menu options
The Firmware Upgrade top menu options are as follows :

File — this offers the options Choose Locale, Translate, and Exit. For the use
of Choose Locale and Translate see Section 3 Chapter 14.

Config - this offers the options Port and Timeout.

e Port permits the selection of PC port 1,2,3 or 4 as the communications port
for the IXP200.

e Timeout permits the calculation of the minimum timeout period.

File Versions — this allows the display of current firmware versions of the
upgrade files on disk.

Help — this provides access to About information.

4+ Extend timeout values |

Minimum comms timeout {m sec)

300 il
LA ][ Test |
Max Time [

Average Time

4%

Extend timeout values dialog
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The communications timeout value determines the length of time the PC will
wait for a response from Terminals before assuming there is a communications
error.

In Systems where a different communications medium is being used, e.g.
ethernet or radio modems.

The Minimum comms timeout time can be set using the combo box in this
dialog. The default timeout is 300 milliseconds. This can be extended in 100
millisecond steps to a maximum of 3 000 milliseconds.

To test the communications time from the Controller or a Terminal to the PC,
type the Logical Address of the Controller or Terminal into the boxes provided,
and click Test. The Maximum Time and Average Time will be reported.

FIRMWARE UPGRADING

Firmware Upgrade 10l =l

File Confiy File Versions Help

Firmware Upgrade

Unit Type

D Terminal

{2} 300/400 Cortrollsr
D Host Interface

(@) 200 Controller

Upgrade Type
(®) Single Unit
(20 Al it
{0 All Units (one at & time)

ControllerLa |01
TerminalLa& oo

[v| Force Upgrade

Upgrade

Firmware Upgrade
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Unit Type

For IXP200 Systems, select either Terminal or 200 Controller as appropriate.
The other two options only apply to IXP300/400 Systems.

Upgrade Type
Single unit

Select single unit when only one unit needs to be upgraded.

All units

Select all units when all units need to be upgraded at the same time. This
method is quicker than upgrading unit by unit, but carries the risk of a larger
portion of the System being out of commission if there is a problem updating,
whereas only a single unit would otherwise be affected. It is safer to use this
method when installing a new System than when updating a functioning
System.

All units (one at a time)

It is advisable to select all units (one at a time) when upgrading a System in
use for the reasons stated in the previous paragraph.

Other Information
Controller LA

For IXP200 Systems, the Controller LA will always be 01.

Terminal LA

Type in the last two characters of the required Terminal’s Logical Address.

Force Upgrade

This is necessary, for example, where the file version of the firmware is not
newer than the currently installed firmware version.

See next page
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SYSTEM TOOLS

Firmware Upgrade - |EI|£|
File Config FileYersions Help

Zomms Test

Ping No. Of Cycles |1 2| Testistd)
—— Unit CLA 01 o1 lm

d

System Tools

Ping Test

The Ping Test tests communications with all units in the System, and provides
a report on each unit including the current firmware version installed.

It is normally used before performing a firmware upgrade to establish which
units need to be upgraded.

Comms Test

The Comms Test is used to test communications with one unit at a time on the
Controller and Terminal busses.

The options described in the following paragraphs are available for the Comms
Test facility.
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No. of cycles

The number of test cycles may be set as required. Up to 9 cycles may be
selected. This facility is , typically used whenan intermittent communications
fault is suspected.

Unit CLA
The CLA (Logical Address) of the required unit must be entered.
Test (std)

A Standard Test sends a group of messages to, and receives responses from,
each Terminal, and reports a percenTage pass rate. A pass rate of less than
100% indicates a communications problem.

Test (adv)

An Advanced Test is used in Systems that include items such as RF modems
or etherpads with longer response timeouts.

Reset

This performs a soft reset of the System, similar to a power-up reset.
MISCELLANEOUS FACILITIES

# Firmware Upgrade ;IEIEI

File Config File Versions Help

r Firmware Upgrade r System Tools r Misc |

~Set Logical Address lear Controller Memory——
® Controller @ Terminal ControllerL A iy}
Fized Address | | [Z1 AN Controllers
Lagical Address 01 |01 | oK o
Set Default Message
ControllerLa |01 OK

~Configure Controller Port 2
@ RS232 () RS485

ControllerLA OK

Miscellaneous Facilities dialog
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Setting the Logical Address of the Controller or a Terminal

This could be done, for example, where a Terminal from another System is
installed into the System, and has a previous LA which conflicts with another
unit.

Set Default Message

The facility permits the user to set the default message which appears on the
IXP200 Controller’'s and DL Terminals’ LCDs.

In an 1XP200 System, the Controller LA will always be 01.
To set the message, type the required message into the fields provided and
click OK.

Configure Controller Port 2

This facility permits the selection of Controller Port 2 for either RS232 (default)
or RS 485 format communications.

In an 1XP200 System, Port 2 on the Controller is configured as follows :

(a) RS232 when the Controller is connected directly to the PC.

(b) RS485 when a ProxPal Reader or ImproX RS Registration Reader is
connected between the Controller and the PC.

Clearing the Controller memory

The Controller's memory can be cleared using this facility.

CAUTION : This will also clear the Transaction Database.
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CHAPTER 3 — CSV IMPORTER UTILITY
GENERAL

The CSV Import Utility enables the User to import a CSV (Comma Separated
Value) file into a Database.

NOTE : [/t /s suggested that this Utility be used ONLY when first loading a new
System and If the User has previous Database files such as may be
created by Access, Dbase and similar.

CAUTION : Before executing the Import program, ensure that no
other programs are loaded and running.

CAUTION: This procedure should only be used by competent
Information Technology personnel. Before implementing
any of the possible Import procedures, the User should be
in contact with the service and maintenance personnel.

This is not a utility that should be used more than once per table and should not
be used on a mature Database unless some very specific, and advanced,
procedures are followed. The Database consists of a very large number of
Tables. These Tables are preloaded empty tables when the System is first
installed. While the System is being configured, the Tables are updated with
various data the User provides during configuration.

NOTE : The Importer will usually be used after the software has been loaded
and the site and Terminals configured. Then the CSV Importer enables
the user to add the pertinent user data.

For the above reasons the source CSV File must be carefully prepared and must
conform to certain minimum requirements in order to be used by the utility.

Each Table has a specific name and format. The only tables suitable for
importing data are the Department and Master tables.

The MASTER table comprises the following fields which store the details of each
person :

MST_SQ (PK) Integer Not Null (Master sequence number
to identify this record)
MST _PIN Integer Null (PIN number)

MST _FIRST NAME | Varchar(20) Null

MST_LAST_NAME Varchar(20) Not Null

MST_ID Varchar(16) Null (ID number)
MST_ADDRESS Varchar(65) Null
MST_DOB Integer Null (Date of Birth 'yyyymmdd')

MASTER Table fields
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MST_COMPANY Varchar(20) Null (Company name)

DPT_NO (FK) Smallint Null (Department number)*

*NOTE : /f a Department is entered in the MASTER record, it must exist
in the Department table.

MST_EMP Varchar(16) Null (Employee number or des-
cription)

MASTER Table fields (continued)

The DEPARTMENT table format comprises the following fields which store the
details of each department :

DPT NO Smallint Not Null

DPT_NAME Varchar(20) Not Null

DEPARTMENT Table fields
DEFINITIONS

Not Null means that the data must be provided. Null implies that the data is
optional.

Integer is a whole number in the range -2 billion to +2 billion.
Smallint is a whole number in the range -32768 to +32767.

Varchar means a variable length character field, not greater than the
maximum length specified in brackets. The data can be a mix of alphabetic and
numeric characters. Trying to enter a value longer than the max length will
cause an error.

PK means Primary Key. This is the sequential and unique number allocated to
the record in the Database and serves as the primary means of maintaining
sequence and access to that record. Trying to enter a record with a primary
key which already exists in the table will cause an error. Hence the danger of
importing Master records into a mature Database.

FK means Foreign Key and implies that this number is used in a different Table
as the Primary Key.

MST_SQ is the primary key (PK) in the MASTER Table and is also used in the
TAG Table as a foreign key (FK) to identify the Tag holder.

DPT_NO is the primary key (PK) in the DEPARTMENT Table and is also used in
the MASTER Table as a foreign key (FK) to identify the department.
Department number may be omitted from the MASTER record but if it is used it
must be defined in the DEPARTMENT Table. Hence the Department table must
be imported first.
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REQUIRED CSV FORMAT

The CSV file is similar in concept to the Mail Merge system used by MS Word.
It comprises a file that has a heading line which corresponds to the Database
entry names, and then in sequence, the various entries. The file would
normally be in Notepad or WordPad or similar Text form.

Do not use MSWord or Corel Word Perfect or similar word processing software
as these programs include hidden characters which are used for text formatting.
The file must be in pure Text (.txt) format, with commas separating the data
fields, and each line ending with a normal Carriage Return (Enter Key).

Following the descriptions given of the Table Fields, or Database fields, the
following examples illustrate the possible compilation of a CSV file.

The sequence of the record fields is not necessarily fixed but must be consistent
throughout a file.

The name spelling is important and an incorrectly spelled name field will
normally result in failure of the program to work as it cannot locate a required
field.

Once the Table fields are defined in the first line of the record, the data in the
data lines must follow the correct sequence. The use of the inverted commas
on all fields except integer fields is important.

Example :

Department Records. File to be called 'DEPARTMENT.CSV'.
"DPT_NO","DPT_NAME"
26,"Marketing"

13,"Factory"
40,"Design"
DPT NO !DF'T_NAME
40 Marketing
13 Factory
26 Design

DEPARTMENT table - sample

Master Records. File to be called '"MASTER.CSV'.

"MST_SQ","MST_PIN","MST_FIRST_NAME","MST_LAST_NAME","MST_ID","MST
_ADDRESS","MST_COMPANY","MST_EMP","DPT_NO"
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1,17189,"CRAIG","NUGENT",8312175069087,"16 Pitlochry Rd","Impro
Technologies","Technician",26

2,56982,"PAUL","CHANU",7926857249837,"29 Westmead Park","Remez
Security”,"Consultant",13

3,98357,"JOHN","BARRETT", "16 Chearsley Rd","JoyLand/Stones","Driver”,13

5,01726,"TYRON","HOLMES",8039654006937,"32 Musgrave Rd","Edgecombe
Estates"," ",40

AST_FIN  MST_FIRST_ MST_LAST_MAME MST_ID WMST_ADDRESS MET_COMPANY MST_EMP

17189 CRAIG NUGEMNT 8.3122E+12 16 Pitlochry Rd Impro Tech Technician

A6982 PALUL CHARL T 9269E+12 29'Westmead Park Remez Security  Consultant

98357 JOHN BARRETT 16 Chelmsford Rd Access Install Technician
1726 TYROM HOLMES 8.0397E+12 32 Musgrave Rd TF Promaoations

MASTER table - sample
PROGRAM OPERATION

[1] Start CSV Importer via 1XP200 / CSV Importer.exe. The usual IXP200
logon sequence is applicable. The Database URL is obtained from
proxette.properties, so this must point to the correct file.

[2] After the logon the CSV Importer screen is displayed. It is very simple,
with an Add (+) and Remove (-) button to add and remove CSV files and
up and down buttons to order the sequence of the files.

[3] Click the 'Add' button and browse through the folders to find the required
CSV files.

[4] Select the file to be imported and click 'Open’. This may need more than
one iteration to select the files into the CSV Importer. Once selected,
ensure that the Department.CSV file is first on the list, before Master.CSV.

[5] To start the process, click the 'Start' button. When complete, a
confirmation message will be displayed. Any errors will be recorded in a
csvimport log file, named for the date, in the log folder located in the
1XP200 folder.
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INTRODUCTION
NOTE : T7his information describes the options available in Version 3.04 of the
Controller firmware.

It is possible to edit certain 1XP200 system functions using the keypad and LCD
on the system’s Controller.

NOTE : The PC software must be off-line to permit use of this editing facility.

The Controller menu system allows the Administrator to Add, Delete or Edit Tag
information as well as to change specific system settings.
Entering the Menu

To enter the menu, present an Administrator Tag at the Controller.

NOTE : /f the PC software is on-line then access to the menu is blocked until
the software is exited. The menu is blocked for a further 20 seconds
after exiting the software before it is available to enter.

If no keypad activity is detected for 3 minutes then the Controller will
automatically exit the menu.
Transfer of Changes to the System PC Database

All changes done in the menu are recorded as modification transactions so as to
synchronise with the PC software database if necessary. This synchronisation is
done automatically when the PC software connects to the Controller.

Active Keys

The active keys for each level in the menu tree are displayed on the bottom line
of the IXP200 Controller's LCD when that level is accessed, and change
depending where you are in the menu tree structure.

The following keys are used for this facility :

POLOOOVOBO OB ®

Menu navigation keys

The following are Menu Navigation keys. They allow you to move within the
menu tree structure :
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@ Scroll up
Scroll down
Enter

Escape
Select keys

The following keys are Select keys. They allow you to select characters in the
current menu data field :

scroll left
scroll right

See next page
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Controller Keypad Arrangement

See next page
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Editing keys

The

following keys are Editing keys. They allow you to enter and edit text

within the current menu data field :

©

©

to (@) Alphanumeric entry, backspace.
to @ Numeric entry, backspace.

OK - This key accepts any new data.

Cancel - This key cancels any new data and
refreshes the existing data.

Alphanumeric Entry

(1]

[2]

[3]
[4]

Press the key that has the desired character. If the character that you
want is not the first to be displayed, press the key again within 1 second
before the blinking cursor appears, to display the next character.

If a character is missed then keep pressing the key until it appears again or
press the key to delete the character(s).

If the required new character is on the same key then wait 1 second until
the blinking cursor appears, then select the desired character.

If the required new character is on a different key then that key can be
selected immediately. The cursor will move to the next position
automatically.

MENUS

General

The

Manual Edit Facility is organised in a menu tree as shown in the following

diagrams.

As you make selections in the menus, the Controller LCD information changes
accordingly. The LCD will display information appropriate to the menu selected.

See next page
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( Explanation ) ( Information Displayed ) (_options Available )
Next Higher Menu : Add/Edit Options :
This Menu [Access Group] All A )
Data to be Edited, or Options 03:Lab Staff ccess
Keys available in this Menu 2 v X Groups

Explanation of Displayed Information

The LCD information will be formatted as shown on the previous page. The top
line shows the name of the next higher menu, the second line shows the name
of the menu selected, the third line the options available (in a few cases this will
be information which can be edited instead of pre-set options). The last line
shows the keys which can be used in the selected menu.

Each menu is described in detail in the paragraphs which follow.
Once the Controller Manual Editing menu has been entered, the next Add/Edit

screen will be displayed. Detail of this screen and the first level menu options
offered are shown in the diagram First Level Menus.

i

—% System Off-line

A

A
Present
Administrator's Tag to
Controller
=
A
Tagholders Settings
F5
. menu menu
[see separate diagram [see separate .diagram
for details of Tagholders menu] for details of Settings menu]

First level menus.vsd

First Level Menus
First Level Menus

The following first-level options are available in the Controller First Level Menus

e Tagholders
e  Settings
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Once the PC has been off-line for more than 20 seconds, presenting an
Administrator Tag to the Controller will cause the Tagholders Menu to be
displayed.

If the Controller memory is initialised or there are no Tags in the database (i.e.
when the Controller is received from the factory), press the Enter key to access
the menu. This allows the installer to use the menu to choose the Comms Port
Setting to be RS232 or RS485.

[1] To toggle between the Tagholders menu and the Settings menu, use the
Scroll up or Scroll down buttons.
[2] To Escape from either of these menus, use the F5 key.

GENERAL POINTERS — FIRST LEVEL MENUS
(a) The first menu to appear is the Tagholders menu.
(b) The Settings menu can only be entered from the Tagholders menu.

EXAMPLE OF THE USE OF THE MANUAL EDITING FACILITY
Settings Menu Example

To illustrate the use of the facility, an example of the use of a Settings menu,
the PC Comms menu, is explained here. A flow chart showing the use of the PC
Comms manual editing facility is included on the next page.

NOTE : The methods described here can be used to navigate all the available
menus and to select or modify data in those menus.

[1] Once the Controller is in Manual Edit Mode, the Tagholders menu will
immediately be displayed.

[2] Use the Scroll up key to toggle to the Settings menu.

[3] Use the Enter key to enter the Settings menu.

[4] Select the PC Comms menu using the Scroll up key.

[5] Enter the PC Comms menu using the Enter key.

[6] In the PC Comms menu, use the Scroll left and Scroll right keys to
select the required option.

[7] Use the OK key to accept the new option, or the Cancel key to reject it
and to retain the original option.

[8] This will return the system to the PC Comms menu.

[9] From this point any other Settings sub-menus can be selected using the
Scroll up and Scroll down keys, or you can return to the Settings menu
by pressing F5.
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v

o

System Off-line ‘47
v
Present
Administrator's Tag to
Controller
<:Settings:> <: Tagholders:>
Checked OK JH 01-12-22 6
1T F J TL
: : Emerg Unlock
Tolfrom other Settings
1T /B Menus
: PC Comms
F5
® Tolfrom other Settings
1T/ d Menus
;Qzaggmms Options :
RS485
3 v X RS232

v

Option Selected

A

Demo Settings menu.vsd

Store new data

Refresh old data

Entering and modifying the PC Comms Menu
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TAGHOLDERS’ MENUS

There are several menus available for changing data relating to Tagholders.

Tagholders Menu

The Tagholders menu offers the functions shown in the diagram Tagholders
Menu Options. The link to the Settings Menu is also shown.

i

—»  System Off-ine

le

Present
Administrator's Tag to
Controller

y
Tagholders

> menu
Add/Edit
£ menu
A
y
Delete
menu

Tagholders menu.vsd

[see separate
diagramsfor
details of
these menus]

€9

Settings
menu

[see separate diagram
for details of Settings menu]

Tagholders Menu Options

See next page
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Delete Menu

The Delete Menu is accessed from the Add/Delete Menu as shown above. This
menu enables the Administrator to delete any Tag in the system as required.
The Delete Menu is shown below.

<: Tagholders:>
To/from Settings Menu
/f i
T1 rm
1 Add/Edit
£
T1 r
4@ : Delete
" Tl
: Delete )
Options :
{Ic\)/g(l)t(c))]n All Tagholders
2 Vv X
v
Selected Option

Delete menu.vsd

Delete Menu
Add/Edit Function

This function allows the addition or editing of Tag information. Access Groups

can only be configured using the PC software. They can then be allocated to
Tags using the menu.
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l

—»{ System Off-line ‘f

Present
Administrator's Tag to
Controller
I
Tagholders Settings
> menu 9 menu
[see separate diagram
for details of Settings menu]
Add/Edit
menu
Suspended?
4 menu N
Name <
4 menu N
[see separate
diagrams for
details of Level
these menus] 4 menu N
Access Group
h g .
PIN
menu

Tagholders Add/Edit menu .vsd

Add/Edit Sub-menus
Add/Edit Menu

This menu has several sub-menus as shown in the diagram Add/Edit Menus

above.

The sub-menus permit the Administrator to :

(a) Select a Tagholder, by either presenting a Tag or scrolling for a Tag using
the keys. If the Tag presented is not in the database, then the LCD will
indicate that it is a new Tag, and then the user can configure the
Tagholder’'s name, etc.
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(b) If the Tag is in the database, then it will be located for editing.
(c) Suspend access permission for the selected Tagholder.

(a) Change the name of the selected Tagholder.

Change the Access Group of the selected Tagholder.

(b) Change the access Level of the selected Tagholder.

(c) Change the PIN of the selected Tagholder.

The Add/Edit Menu is entered via the Tagholders Menu as shown in the
Add/Edit Sub-menus diagram above. The various sub-menus are described
below.

Selecting a Tagholder
In each case the required Tagholder is selected in the Add/Edit menu. The
subsequent menus permit the modification of various Tag-related information.

: Add/Edit

[0000] Options :

Walton All Tagholders
- J

Add/Edit Screen
This screen appears when accessing any of the Tagholder sub-menus. It
allows :
(a) The selection of any Tagholder by name.
(b) Entry of a new Tagholders’ name after presenting a new Tag to the
Controller.

See next page
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Suspend Menu

This menu permits the Administrator to suspend access permission for the
selected Tagholder and to re-instate this permission as required.

<: Tagholders:>

Tol/from Settings Menu

LT rd
: Add/Edit
N I g Tolfrom Delete Menu
5}

: Add/Edit
4 [0000] Options :
Walton All Tagholders

i : Add/Edit

[Suspend] Tol/from other Add/Edit
Menus
LT r
: Add/Edit Options :
E\lSutsgend] ded Not Suspended
ot Suspende
9 Vv X Suspended

Add/Edit Access Group details.vsd

Suspend Menu
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Name Menu

This menu permits the addition of a new Tagholder name or the editing of an

existing Tagholder name.

<: Tagholders:>

To/from Settings Menu

Tolfrom Delete Menu

Options :
All Tagholders

Tolfrom other Add/Edit

Menus

1T F5
: Add/Edit
> 1T F
1 Add/Edit
[0000]
4 Walton
o
1 Add/Edit
) [Suspend]
LT rd
A 4
1 Add/Edit
[Name]]
TLF o

Tolfrom other Add/Edit

Menus

: Add/Edit
[0000]

Walton o4 , # “ Vv X

Options :
16-character Name

Name menu.vsd

Store new data

Refresh old data

Name Menu
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Level Menu

This menu permits the selection of a Tag Level for the selected Tagholder.

<: Tagholders:>
Tolfrom Settings Menu
17T r5
: Add/Edit
i Tolfrom Delete Menu
17T s d
- Add/Edit .
[0000] Options :
4 Walton All Tagholders
o
: Add/Edit
L [Suspend] Tolfrom other Add/Edit
1T s d Menus
: Add/Edit
[Level] Toffrom other Add/Edit
T+1 F J Menus
= Options :
: Add/Edit Visitor
[Level] Normal
Normal Supervisor

e VX

Administrator
Store new data

Refresh old data

Level menu.vsd

Level Menu
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Access Group Menu

This menu permits any available Access Group to be allocated to the selected

Tagholder.
<: Tagholders:>
Checked OK JH 01-12:77 Tolfrom Settings Menu
Tl r/m
: Add/Edit
Tolfrom Delete Menu
. T4 5
F5 : Add/Edit )
& [0000] Options :
Walton All Tagholders
i S
: Add/Edit
[Suspend] Tol/from other Add/Edit
Menus
Tl d
A4
: Add/Edit
eSS Elen Tolfrom other Add/Edit
T l F5 o Menus
: Add/Edit _
[Access Group] Options :
03:Lab Staff All Access Groups
Access Group
Selected Store new data
Refresh old data
Add/Edit Access Group details.vsd
Access Group Menu
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PIN Menu

This menu permits the allocation of a PIN number to the selected Tagholder, or
the modification of an existing PIN number.

»
P

<: Tagholders:>
N |
: Add/Edit
> 1T d
: Add/Edit
[0000]
Walton 9
1 Add/Edit
[Suspend]
1T d
A4
: Add/Edit
[PIN]
1T rm d
1 Add/Edit
[PIN]
*kkkk

PIN Data

Add/Edit Access Group details.vsd

To/from Delete Menu

Tolfrom Settings Menu

Options :
All Tagholders

Tolfrom other Add/Edit

Menus

Menus

Options :
00000-65535

Store new data

Refresh old data

Tolfrom other Add/Edit

PIN Menu
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Door Entry Code Menu

This menu permits the manual entry or editing of Door Entry Codes.

: Tagholders Toffrom Settings Menu
TLm
F5
€
@ : Add/Edit :
) i ’ ‘ Delete
T1 /5 TLF
: Door Entry Code
Tirm
: Door Entry Code
1 Door *** Y Options :
All Doors
—3r J
,
***The name of a configured
door will appear here.
: Add/Edit
DOOR ENTRY CODE
T1L s d
1 Add/Edit
DOOR ENTRY CODE
0-9 v X
Store new data
v
Enter DEC —»
Refresh old data
Door Entry Code.vsd

Door Entry Code Menu

© June 2007 Impro Technologies Page
IXP200 Software User Manual [Issue 12]



Section 6 — Controller Manual Editing Facilities

SYSTEM SETTINGS MENUS

All of the menus which are related to system settings are entered via the
Settings menu. The data presented here is related, where appropriate, to the
data used in Section 3 of this manual.

-

System Off-line

le
“

A

Present
Administrator's Tag to
Controller

A
@ Tagholders Settings
menu menu
[see separate diagram
for details of Tagholders menu]
Emerg Unlock
A menu
.
Transactions [
4 menu <
PC Comms <
Alarm Arm Rela A
~® menu Y1 menu <
[
= . Reset System [
Peripheral Port
E 4
E— . menu <
RTE Latch [+ Deb;gnMOde )
menu u
Settings menu detail.vsd
Settings Menu Options
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Settings Menu

The Settings Menu offers the options shown in the Settings Menu Options
flow chart shown above.
Emergency Unlock

The Emerg Unlock menu allows the Administrator to select one of three

options.

(a) Lock All Doors. This is the default condition, in which doors can be
opened by valid Tags in the normal way depending on Access Group, Door
Mode and Level.

(b) Open All Doors. This option opens all doors in the system for the time
period allocated to each door.

(c) Emerg Unlock. This option opens all doors and leaves them unlocked until
Lock All Doors is selected.

<: Settings:>

Tolfrom Tagholders
Menu

11T rm d

:Emerg Unlock

Tolfrom other Settings

1T/ Jd Menus
: Emerg Unlock Options :
Lock All Doors Lock All Doors
Open All Doors
- VX Emerg Unlock

v

Option Selected

Store new data

Refresh old data

Emerg Unlock menu.vsd

Emergency Unlock
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Transactions Menu

This menu enables the Administrator to clear all current transactions from the
Controller memory.

<: Settings:>

To/from Tagholders
Menu
1T

From

:Emerg Unlock

Tolfrom other Settings
1T Jd Menus

: Transactions

Tol/from other Settings
T1 s d Menus

s

: Transactions Options :
No No
I All
-9 v X Clear
Option Selected Option Selected
=No = Clear Al : Transactions

Cleared!

=

Store new
data
Refresh
4 | old data

Transaction menu.vsd

» Refresh old data

Transactions Menu
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PC Comms Menu
The PC Comms menu permits the selection of RS232 or RS485 communications
on the Host Bus between the Controller and the PC.

<: Settings:>

To/from Tagholders
Menu
LT r5

:Emerg Unlock

Tolfrom other Settings
1T d Menus

: PC Comms

Tol/from other Settings

LT F5 Menus
:Rz(ig;mms Options :
RS485
> Vv X RS232

v

Option Selected

Store new data

Refresh old data

PC Comms menu.vsd

PC Comms Menu
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Reset System Menu
This menu permits resetting of the system.

System Off-line }4

<: Settings:>

To/from

Tagholders Menu

e =

:Emerg Unlock

Tolfrom other

1T r Jd Settings Menus

: Reset System

Tolfrom other

N = Settings Menus

: Reset System

Options :

No No
-9 Vv X Reset System
Option Selected Option Selected
=No = Reset System

Reset System

| | Store new
A data Display
"Resetting"
Refresh
old data Refresh old data
Reset System menu.vsd
Reset System Menu
© June 2007 Impro Technologies Page 6 - 26

IXP200 Software User Manual [Issue 12]



Section 6 — Controller Manual Editing Facilities

Debug Mode Menu

This menu permits the selection of the Debug Mode. In this mode information is
provided on the LCD concerning system conditions associated with a Tag when
it is presented, “Denied Time In”. This facility is intended for use by installers.

<: Settings:>

Tol/from Tagholders
Menu
1T rm

:Emerg Unlock

To/from other Settings
1T d Menus

Debug Mode

To/from other Settings

T1F5 J Menus
: Debug Mode i :
Options :
Debug Mode OFF Debug Mode OFF
9 v X Debug Mode ON

v

Option Selected

Store new data

Refresh old data

Debug Mode menu.vsd

Debug Mode Menu
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Alarm Arm Relay Menu

This choice is governed by the requirements of the third party alarm system.

The menu permits the choice of :

(a) Latched operation of the alarm arm relay (relay #2) in the Controller. When
activated, the relay will remain operated until the alarm system is disarmed.

(b) Pulsed operation of the relay. When activated the relay operates for a
period of approximately 1 second, and then releases.

<: Settings:>

Tol/from Tagholders
LT 5 o Menu

:Emerg Unlock

l«——» To/from other Settings

1T Menus

: Alarm Arm Relay

Tolfrom other Settings
1T r5 Menus

: Alarm Arm Relay
Latched

Options :
Latched
Pulsed

3 Vv X

v

Option Selected

Store new data

Refresh old data

Arm Alarm menu.vsd

A

Alarm Arm Menu

© June 2007 Impro Technologies Page 6 -28
IXP200 Software User Manual [Issue 12]



Section 6 — Controller Manual Editing Facilities

Peripheral Port Menu

This choice is determined by the type of peripheral device which is connected to

the Peripheral Port of an ImproX DL Terminal. The menu permits the choice of :

(a) Disabling the Port.

(b) Communication with an ASCII-based device such as a bar-code or magnetic
stripe Reader.

(c) Communication with a Sagem Fingerprint Reader.

The peripheral unit should be set to the following communications format :

Baudrate : 9600 baud
Data bits ;8 bits
Parity : None

Stop Bits : 1hit

The Menu flowchart is shown on the next page.

<:Settings:>

To/from Tagholders
T+1 F5 o Menu

: Peripheral Port

To/from other Settings
T4 A Menus

: Peripheral Port Options :
Sagem Disabled
ASCIl/Bar/Magstripe
‘_ _’ \/ X Sagem

v

Option Selected

Store new data

Refresh old data

Peripheral Port menu.vsd

Peripheral Port Menu
RTE Latch Menu

When the RTE Latch is enabled the latch is not activated, but the Door Open
Timer will be enabled to suppress unwanted Door Forced transactions occurring
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when the RTE pushbutton is used to open the door.

When RTE Latch is enabled RTE access transactions will also be suppressed by

the Controller.

<:Settings:>

Tir

: RTE Latch

TLFm

To/from Tagholders

Menu

Tolfrom other Settings

Menus

: RTE Latch [la]
Door Name
(58

— 3 F5

=

: RTE Mode

T

Door 16 [Name}

Door 1[Name]
Door 2 [Name]

: RTE Mode
Latch Enabled

- vV X

Option Selected

RTE menu.vsd

Store new data

Latch Disabled
Latch Enabled

Refresh old data

RTE Latch Menu
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Details of the use of the Sagem Fingerprint Readers are included in the IXP
System-compatible Biometric Reader manual. Interconnections are also shown

in the that manual.

INDEX
access, 5, 10, 15, 16, 30
Access Group, 15, 19, 23
Add/Edit, 9, 13, 14, 15
Administrator, 5, 10, 13, 14, 16, 23,
24
alarm system, 28
Alphanumeric entry, 8
blinking cursor, 8
Comms Port Setting, 10
communications, 25, 29
Controller, 5, 7, 8, 9, 10, 15, 24, 25,
28, 30
Database, 5
delete any tag, 13
Door Entry Codes, 21
Door Forced, 29
Door Open Timer, 29
Editing keys, 8
Emerg Unlock, 23
Escape, 6, 10
existing data, 8
F5, 10
fingerprint, 29, 31
flow chart, 10, 23

Host Bus, 25

IXP200, 3, 5, 31

LCD, 5, 8, 9, 14, 27
Lock All Doors, 23
Manual Edit Mode, 10
Manual Editing menu, 9
Menu navigation keys, 5
menu system, 5

menu tree, 5, 8

new data, 8

Numeric entry, 8
off-line, 5, 10

Open All Doors, 23
PC software, 5, 13
peripheral device, 29
PIN, 15, 20

resetting, 26

RS232, 10, 25

RS485, 10, 25

Sagem, 29, 31

Select keys, 6
sub-menus, 10, 14, 15
tag-related information, 15
use by installers, 27
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USER’S NOTES
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USER’S NOTES
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USER’S NOTES
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Section 7 — Glossary of Terms

SECTION 7 - GLOSSARY OF TERMS

This section contains a Glossary of Terms applicable to IXP200 Systems. Items
in bold in the right-hand column are listed elsewhere in the left-hand column as
entries in this Glossary.

TERM EXPLANATION

Access Pattern : A description which defines a particular
time and place where access is to be
allowed. Eight Access Patterns may be
defined for each Access Group.

Access Point :  (see Door)

This may be a conventional door with 1 or
2 Readers, or a lift (elevator) control point
with 1 to 4 readers (1 per lift (elevator)).

Action :  An observable, electro-mechanical or
recordable system output triggered by an
Event.

Antenna Reader :  Remote Reader consisting of an enclosed

antenna only.

Anti-Passback :  Anti-Passback (APB) is intended to prevent
a Tag-holder entering a Zone and, without
physically exiting the Zone, passing the
Tag to a person outside the Zone and thus
allowing that person to gain entry to that
Zone illegally. Three levels of APB are
available : None, Strict and Relaxed.

Anti-Passback - Override :  The presentation of a Supervisor or an
Administrator level Tag overrides any APB
setting.

Anti-Passback - Relaxed : No double entry allowed but double exit
allowed.

Anti-Passback - Strict : No double entry or exit allowed.

APB : (See Anti-Passback).

APB Lockout Time : This is the period of time for which a valid

Tag-holder is not allowed to re-enter a
Zone after he/she has exited it. This
prevents a Tag-holder entering a Zone,
then presenting his Tag to the “Out”
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TERM

Auto-ID process

Controller

Database Server
Default Tag Mode
Detected Unit

Door

Door Entry Code

Door Mode

EXPLANATION

Reader Terminal and, without physically
exiting the Zone, passing it to a person
outside the Zone and thus allowing that
person to gain entry to that Zone illegally.

A process whereby the ImproX hardware
installed at a Site is detected, identified
and assigned Logical Addresses.

A unit which is a Master of the Terminals
connected to it. The Controller, operating
on Events generated by Terminals,
determines the resultant Actions taken by
the Terminals.

A Controller acts as an interface between
the system Host PC(s) and the system
Terminals. It performs control functions
such as the real-time control of access to
the system, and maintains databases for
system activities.

A server which contains the database for a
system.

The Mode assigned to a new door if no
other mode is specified.

Hardware unit detected on the bus.

An access point controlled by 1 or 2 Reader
Terminals, one for entry and one for exit
(see Access Point).

Global code for a particular door. Valid
when door is in Door Entry Code mode

Qualifies the access allocated to a Tag. A
mode is specific to a particular door Open,
Tag, Supervisor Unlock, Door Entry Code,
Personal Access Code, No Entry and
Locked are the main modes, which can be
selected for a door (see Door Mode
Pattern). In addition PIN code, Reason
code or Dual Tag may be required.
Armed mode can be set when the
Controller is armed.
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TERM

Door Mode Pattern

Dual Tag Access

Engine Workstation

Editing Workstation

Event

Event Triggered Action

Fixed Address

Host Bus

Host PC

EXPLANATION

Defines a set of consecutive Time Slots for
a day (24 hrs). Each Time Slot defines a
mode which determines the operation of
the door during that period. A door is
assigned a Door Mode Pattern for each day
of the week and holidays.

The Operator can select whether one or
two Tags are required for entry or exit,
that is two persons must be present to
open a door.

The PC on which the IXP200 software is
installed, and which communicates with
the IXP200 Controller.

A separate PC (additional to the Engine
Workstation) on which the 1XP200 software
is installed, but which is not connected to
the system hardware, and therefore does
not communicate with the IXP200
Controller. This PC is only used for editing
the database.

An occurrence that is recognised by the
system as a trigger for a system Action.

An externally initiated occurrence that
triggers an Action in the system.

A unigue address allocated to each ImproX
unit during manufacture.

A communications bus, which interconnects
the ImproX Controller and the Host PC
via either RS485 or RS232.

A Host is defined as a PC that
communicates with the ImproX Units via
the IXP200 Controller. (See also Local
Host PC). In IXP200 Systems, a single
Host can perform all functions, or a Host
can be used with a separate Server PC.
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TERM
IP (address)
Keypad

Lift (elevator) Reader

Location

Logical Address

Master

Non-reader

Personal Access Code

PIN

Read/Write Tags

Reader

EXPLANATION
Internet Protocol (address)

A set of pushbutton keys mounted in the
cover of a Terminal, which permit the entry
of data into the system.

A reader is installed in a lift (elevator) and
operates in conjunction with ImproX 016
Output Terminal to activate lift (elevator)
floor buttons. When a Tag is presented to
the reader those buttons allocated to the
Tag become active for a limited period.

(See Door).

A unique address allocated to each unit in
a system by the 1XP200 Software.

A person's unique record in the Database.

A unit that does not have the ability to
read Tags. This includes Input and Output
Terminals, which are used for Lift
(Elevator) Control and Building
Management.

A number assigned as a Tag, of type
Personal Access Code, to one Master
record. Used as a Tag, when the door is in
Personal Access Code mode. This
number must be a unique value in the
database and may not exceed 9 digits.

Personal Identification Number,
associated with one Master record.

A PIN may be required, according to the
system configuration, in addition to Tag
presentation for greater access security.

A PIN is always used in conjunction with a
Tag, for example, when the door is in
Tag+PIN mode. This number is not a
unigue value in the database.

A Tag from which data may be read, and
to which data may be written.

A device that reads Tag data and makes
this data available to the Controller via the
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TERM

Reason Code

Relaxed Anti-Passback

Relaxed Exit Conditions

Remote Reader

Server PC

Site

Site SLA
SLA

Slave

EXPLANATION

Terminal bus. In the IXP200 system the
term “reader” refers to the combination of
a Remote Reader (or equivalent) and a
Door Terminal or Portal Terminal.

A code describing a reason for requesting
access (usually an exit) at a given
Terminal.

See Anti-Passback — Relaxed.

If this condition is selected, a valid Tag-
holder will be able to exit after his Access
Pattern has elapsed.

A unit that has the ability to read Tags but
cannot communicate directly with a
Controller. A Remote Reader must be
connected to a suitable ImproX Terminal
(typically the ImproX DT or PT units) in
order to be able to communicate with the
associated system Controller.

Some Remote Readers have keypads.

All Remote Readers include an antenna
and associated electronics.

Some devices, such as the ImproX Infrared
Receiver and the ImproX RF UHF Receiver
are connected into a system in the same
way as Remote Readers.

A separate PC, connected to the same
network as the Host PC, which can be used
to store the database.

A Site consists of one Host PC, optionally
with a Database Server, and associated
ImproX units. An Editing Workstation PC is
optional.

(See Site and SLA).
(See Super Logical Address).

A hardware unit (Terminal) under the
control of another hardware unit
(Controller).
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TERM
Strict Anti-Passback
Super Logical Address

System

Tag
Tagholder

Access Group

Tag Level

Terminal

Terminal Bus

Terminal Name

Time Triggered Action

EXPLANATION
See Anti-Passback — Strict.

The Logical Address format which totally
defines the unique address of a unit in a
system. This has the form "01010101".
Site-Host-Controller-Terminal (i.e. 2 digits
each).

An IXP200 Access installation containing
one Site.

A user's proximity access card.

A person to whom one or more system
Tags have been allocated.

Grouped Access Patterns which may be
assigned to a Tag, and named as a group
for easy selection. Each Access Group has
up to eight Access Patterns.

One of four levels which qualify Tag access
and allow additional functions.

A Slave device which communicates with a
Controller via an RS485 bus, and
operates according to pre-defined modes.
For example, a unit which captures access
data (from Tags and/or a keypad) or which
controls access points (such as doors).

A type of unit which interfaces directly to
an IXP200 Controller via an RS485
Terminal Bus. Terminals may be readers or
non-readers, but never remote readers.

An RS485 Bus which interconnects a
Controller with the associated ImproX
Terminals.

Each Terminal must be named by the
Operator when configuring the system. The
name used must be identical to the name
used on the ImproX Unit Location Chart for
the system, as well as any interconnection
diagram used.

An internally initiated time-dependent
occurrence that triggers an Action in the
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TERM

Unassigned Unit

Unit Location Chart

Valid Tagholder

Zone

ABBREVIATIONS

ABBREVIATION
APB
GUI
IP
IR
OEM
RF
SLA
UHF

EXPLANATION
system.

An ImproX hardware unit with a Fixed
Address and a Logical Address. The
Operator must assign the unit to an Access
Control Point.

Impro-supplied chart for use during
installation of the hardware.

A person who has been assigned a Tag
and an Access Group.

A physically bounded area containing one
or more Doors, for the purposes of anti-
passback management.

MEANING
Anti-passback.
Graphic User Interface.
Internet Protocol.
Infra-red.
Original Equipment Manufacturer.
Radio frequency.
Super-Logical Address.
Ultra-High Frequency.
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APPENDIX 1 - BASIC WINDOWS INFORMATION FOR THE
USER

Dpen

Scan for Vinuses
Add to Zip
Send To

Cut

Copy

Create Shartcut
Delate
Rename

Properties

A Start “ a EEY “ [} Acrobat Reader I &Inbok-MicmsoftDullookl TP Microsaft wiord | ‘ WONHISRS 1241

Conventions used in MicroSoft Windows can be puzzling to any new user and
especially so when applied to a large database system such as the IXP200
Access Control Software.

This introduction is not intended to teach the Reader how Windows works, but
rather to introduce the concepts as they apply to the Access System and
thereby help to ensure proper use of the System.

Graphic User Interface

The first concept to grasp is that of the GUI (pronounced ‘gooey’), the Graphical
User Interface. This is illustrated above. The arrow (representing the ‘mouse’)
rests on a graphic representation marked ‘Shortcut to Engine’. Such a graphic is
also called an ‘icon’ because the graphic is ‘live’. In other words, the graphic
enables the computer to do something — to carry out a command. The classical
definition of an icon is, “A small symbolic picture of a physical object that
represents a particular option and can be selected to exercise that option.”
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In Windows, almost all commands are exercised through icons as this is the
quickest way of selecting a task and activating it. The operator does not have
to type nor remember obscure details, or the procedure which make these
programs work.

IP ADDRESS
The IP (Internet Protocol) address is crucial to the operation of the database

and the System as a whole. The IP address is the address of the Server, which
in the case of 1XP200 is the Host PC.

The System needs an address for each unit in order to operate correctly, and
therefore the IP address is essential.

VIRTUAL NETWORK ADAPTER
As the small 1XP200 is a small Access Control System which is not network-

based, it is necessary to setup a Virtual Private Network so that an IP address
can be acquired.

The Windows help files have the following instructions:

Computer which has a Modem Card installed as well as a Network
Card

To set up a Dial-Up Networking connection to your corporate network

[1] Double-click My Computer, double-click Dial-Up Networking, and then
click Make New Connection. If it is your first Dial-Up Networking
connection, you will be prompted automatically.

[2] In Select a Device, click Microsoft VPN Adapter, and then click Next.

[3] In Host name or IP Address, type the name or IP address of the virtual
private networking server for the network to which you want to connect.

[4] For example, type:
pptpserver.mycompany.com
or
172.16.48.1
[5] Click Next, and then click Finish.

For Computers which have a network card but no server

(Such as on a peer-to-peer network using Windows as the network system).
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Assigning automatic private IP addresses for a simple network

With Windows 98 Second Edition, Microsoft TCP/IP provides a new mechanism
for IP addressing, called automatic private IP addressing. If you have a small
network, without a server, you can assign a unique IP address to your network
adapter using the "LINKLOCAL network" IP address space. LINKLOCAL network
addresses always begin with 169.254 and have the following format:

169.254.X.X

LINKLOCAL network addresses are used only for private, internal address and
are not valid for host computers that are visible on the Internet.

After the network adapter is assigned a LINKLOCAL network IP address,
computers can communicate, using the TCP/IP protocol, with any other
computer on the network that uses the same addressing.

For computers which have no network card installed

The procedure is similar to the previous example.

A Windows 98 Second Edition computer that is configured for automatic private
IP addressing can assign itself a private IP address if either of the following
applies:

(a) If the computer is not configured as a laptop, it can assign itself an
automatic IP address at startup if the computer does not have a valid DHCP
lease and no DHCP server is found on the network. DHCP refers to a PC
that functions as the server for a network.

(b) If the computer is configured as a laptop, it can assign itself an automatic
IP address if no DHCP server is found on the network, regardless of
whether it has a DHCP lease or not.

NOTES :

1. Automatic IP addressing allows the IP address to be configured
automatically. This method decreases administration time and allows the
reuse of IP addresses. It is recommended for all sizes of networks that do
not have a direct Internet connection or the DHCP service avallable.

2. Static IP addressing allows you to manually enter a permanent IP address.
Using this method is not recommended except as a last resort.

3. If a DHCP service is later found, the computer stops using the automatic IP
address and uses the IP address assigned by the DHCP service. A DHCP IP
address will not override a static (permanent manually entered — see
above) IP address. The new, valid DHCP address will have to be manually
entered.
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4. If a computer is moved from a local area network (LAN) with a DHCP
service to a LAN without a DHCP service, you can use the IP configuration
utility (WINIPCFG) to release the assigned DHCP address. You can then
have the computer automatically assign a private IP adadress.

IP Configuration

To use the IP configuration (WINIPCFG) utility
[1] Click Start, and then click Run.
[2] In the Open box, type:
winipcfg
[3] Click More Info.

[4] To see the addresses of the DNS servers the computer is configured to use,
click the ellipsis (...) button to the right of DNS Servers.

[5] To see address information for your network adapter(s), select an adapter
from the list in Ethernet Adapter Information.

NOTES :

1. The IP Configuration utility allows users or administrators to see the current
IP address and other useful information about your network configuration.

2. You can reset one or more IP addresses. The Release or Renew buttons
respectively release or renew one IP address. If you want to release or
renew all IP addresses click Release All or Renew All.

3. When one of these buttons is clicked, a new IP address is obtained from
either the DHCP service or from the computer assigning itself an automatic
private IP adadress.

4.  For information about assigning a simple IP address, see Related Topics.

Win 2000 — Setting up a Loop-back Adapter
These pages illustrate the procedures in setting up a loopback adapter in
Windows 2000.

The procedure is fairly self-explanatory. Where necessary comments are added
to clarify a selection or alternative.

[1] Select Start and Control Panel.
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£ Control Panel i | m]

| Ble Edt View Favortes Tods  Help ﬁ

| #pack - = - @ | Pmearch [hroders HHsory |05 W X @ | B w @

bx

| address [5#) Control Panel 7|
= = rp— = pq T
i e
- & @ M 5 B
& Accessibility AddiRemove  Administrative  DateTime Display
Control Panel Options B Programs
add/Remove Hardware e % Tostals,romoves, o oublshoots hardaare %ﬁr
Installs, removes, and troubleshoots —
hardware Fax Folder Options Fonts Gaming InterBase Internet

Options Manager Options
‘windows Update

i o 7
Windows 2000 Suppert '&{ @ @ @ =& @\
g &4
JavaPlug-n  Keyboard Mail Mouse  Metworkand  Phone and
13 Dia-up Co...  Modem ...
% - i~
@ § =
Power Options  Printers Regional  Scannersand  Scheduled  Sounds and
Cptions Cameras Tasks Multimedia
=) %
System Usersand  WirusScan
Passwords
Installs, removes, and troubleshoots hardware |3 My Computer 7

Control Panel

[2] Select Add/Remove Hardware. The Add/Remove Hardware Wizard
will be displayed.

move Hardware Wizard

Welcome to the Add/Remove
Hardware Wizard

This wizard helpis you add, remeve, unplug, and
troubleshoot your hardware.

To continue, click Next

< Back I Hewt s I Cancel

Add/Remove Hardware Wizard
[3] Click Next. The Choose a Hardware Task Screen will be displayed.
[4] Select Add/Troubleshoot and click Next.
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Add/Remove Hardware Wizard
Choose a Hardware Task h,
hich hardware task do pou want to perform?

Select the hardware task you want to perform, and then click Next.

& Add/Traubleshoot 2 device d
Chaoose this option if you are adding a new device to your computer or are hawng
problems getting a device working

© Uninstall/Unplug a device
Chaose this option to uninstall a device or to prepare the computer to unplug a
device.

< Back I Next» I Cancel

Choose a Hardware Task Screen

[5] The System will search the Hardware list (New Hardware Detection
Screen displayed).

Add/Remove Hardware Wizard

Hew Hardware Detection N
The wizard automatically lacates new Plug and Plaw hardwmare.

Windows is searching for new Plug and Play hardware to install

Searching

< Back Idext > Cancel

New Hardware Detection Screen

[6] On the Choose a Hardware Device Screen which is then displayed, click
Add a new device and then click Next.
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Add/Remove Hardware Wizard
Choose a Hardware Device h,
‘which hardware device do you want to ioubleshoot?

The following hardware is already installed on your computer. If you are having problems
with one of these devices, select the device. and then click Mext,

IF you are attempting to add & device and it is not shown below, select Add a new
device, and then click Next.

Devices =

B Accton EN1207D-T PCI Fast Ethernet Adapter

AP Fived Feature Button

Programmable interupt contraller

System timer

Direct memary access contraller

4 Stardard 171 N2 s o Micrseft Ml PG/ K subostd LI

¢Back [ Mew> | Concel |

Choose a Hardware Device Screen

[71 The Find New Hardware Screen will be displayed.

Add/Remove Hardware Wizard E

Find New Hardware N
Wwindows can also detect hardware that is not Plug and Play compatible

When Windows detects new hardware, it checks the cunent settings for the device
and installs the correct driver

Do you want Windows to search for your new hardware?
@ ies. search fornew hardware

£ Mg, | want to select the hardware from a list

< Back I Mest > I Cancel

Find New Hardware Screen
[8] Select No, I want to select the hardware from a list.

[9] The reason for this selection is that the loopback adapter is a system
program and not a physical device and therefore the actions required have
to be specifically chosen.

[10] Click Next to display the list.
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Add/Remove Hardware Wizard K

Find New Hardware ",
“Windows can also detect hardware that is not Plug and Play compatible.

“ihen Windows detects new hardware, it checks the curment settings for the device:
and installs the comect driver.

Do you want Windows ta search fior your new hardware?

" Yes, search for new hardware

& g Tnant o select the Rardnars from 2 ik

< Back I Mest » I Cancel

Find New Hardware Screen

[11] The Hardware Type Screen will be displayed.

Add/Remove Hardware Wizard K

Hardware Type
What type of hardware do you want to install?

Selexct the ype of hardwars you wart to install

Hardware types:

B Display ardapters
ZIDE ATAMATAPI contiollers
22 |EEE 1334 Bus hast contrallers

-3 Imaging devices

,,E] Infrared devices

= Memory technology diiver

& Modems Bl

S bty bt cmrisd st anbars

¢Back [ Mews | Cancel |

Hardware Type Screen

[12] Scroll down to find Other Devices.

See next page
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Add/Remove Hardware Wizard i
Hardware Type :
What type of hardware do you want to install?

Selexct the ype of hardwars you wart to install

Hardware types
NT Apm/Legacy Support

Other devices

@ PCMCIA adapters

7 Parts [COM & LPT)

3 Fiinters
€& 5C51 and FAID controllers J
=

- Gound. video and game controllers

3] System devices
=3 Tana drivs

¢Back [ Mews | Cancel |

Add/Remove Hardware screen

[13] Select Other Devices.

Add/Remove Hardware Wizard E
Select a Device Driver I
which driver do pou want to install for this device?

_ Select the manufacturer and model of your hardware device and then click Mext. If you
have a disk that contains the driver you want to install, click Have Disk.

Manufacturers odels:

[Standard IDE £ Fl co Standard Dual Channel PCIIDE Controller
[Standard Infrared Port) Standard IDE/ESDI Hard Disk Controller
[Standard Modem Types]
[Standard port types)

[Standard system devices) _'LI
LY,
4 3

Have Disk
<Bock [ Mews | concel |

Select a Device Driver Dialog

[14] Scroll down to find Microsoft from the Select a Device Driver Screen
and then click on Microsoft.

See next page

© June 2007 Impro Technologies Data subject to change without notice Page 8-11

IXP200 Software User Manual [Issue 12]



Section 8 — Appendices Appendix 1 — Basic Windows Information

Add/Remove Hardware Wizard

Select a Device Driver ",
“Which driver do you want to install for this device?

Select the manufacturer and model of your hardware device and then click MNext. IF pou
have a disk that contains the driver you want to install, click Have Disk.

Manufacturers: Models:
Microgate | [ Closed Caption Decoder
Micronics " ater
Micrazense 1 | NT Apm/Legacy Interface Mode
Micrasoft ‘Windows Sound Spstem Compatible [WDM)

Micrazoft Corparation R
K ;IJ
Hawve Disk...

¢Back [ Mews | Cancel |

Select a Device Driver Screen

[15] In the Models Screen select Microsoft Loopback Adapter and click
Next.

Add/Remove Hardware Yizard

Start Hardware Installation ¥
Windows i ready to install drivers for your new hardware.

Microsoft Loopback Adapter

“findows will use default settings b install the softwars for this hardware device. To
install the software for your new hardware, click Nest.

Cancel

Models Screen

[16] The System Settings will display the Start Hardware Installation
Screen to install the driver programs.

[17] Click Next.
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Information

A move Hardware Wizard

Completing the AddfRemove
Hardware Wizard

The following hardware was installed:
Microsoft Loopback Adapter

windows haz finizhed instaling the software far this device.

To close this wizard, click Finish,

< Bk | Fiish |

[Canoe]

Completing the Add/Remove Hardware Wizard Screen

[18] The Drivers are loaded and the system displays the Completing the

Add/Remove Hardware Wizard Screen.

[19] Click Finish to display the Control Panel Screen.

—iBix
| Ble Edt View Favortes Tooks  Help ﬁ
| ek - = - 3| @Scarch [hFolders (Hstery | B8 O K o | B &
| Agdress I@ Control Panel El

= T p— ¥ i
3 TR
Accessibiity  Add/Remove  AddfRemove Administrative  DateyTime Display
Control Panel Options Hardware Programs Tools
- == i
Network and Dial-up Connections Lfﬁf xl % m @r
Connects to other computers,
networks, and the Internet Fax Falder Optians Fonts Garming InterBase Internet
Options Manager Options
‘findows Update
windows 2000 Support % @‘\
Java Plug-n Keyboard Mail Phone and
1.3.1 Modem ...
! ® 4
Power Options  Prinkers Regional  Scanmersand  Scheduled  Sounds and
Options Cameras Tasks Multimedia
8 % §
Syskem Users and WirusScan
Passwords
Connacts ta other computers, networks, and the Internet & my Computer P
Control Panel Screen
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Select Network and Dial-up Connections.

1 Network and
| Ele gt

Favorites

up Connections i [=] B3]

Tools  Advapced  Help |

Connections

| Back = = - (7] | @search [LFolders (BHsory | IS W X o | @ B

| addvess [@) etwork and Diskup Connections =
Name * [ Type [ status
Make Mew Connection

Netwt‘)rk and Dial-up

Local Area Connection
Type: LAN Connection
Status: Enabled

Microsoft Loopback Adapter

A IMPRO LA LAk Enabled
E LAN Enabled

K| |

all=z

Microsoft Loopback Adapter

Network and Dial-up Connections Screen

[20] Select Local Area Connection.

[21] The next task is to choose the connection properties, protocols and

addresses.

See next page

© June 2007 Impro Technologies Data subject to change without notice Page 8-14
IXP200 Software User Manual [Issue 12]



Section 8 — Appendices Appendix 1 — Basic Windows Information

Local Area Connection Propetties A |

General | Sharing |

Connect using:

I B3 Microsoft Loopback Adapter

Components checked are used by this connection:

le and Printer Sharing for Microsoft Metwork s
U~ Intemnet Pratacal (TCPAP)

Install... | Uningtall Froperties

r— Description

Allows pour computer to access rezources on a Microsoft
hetwark.

™ Show icon in taskbar when connected

()8 | Cancel

Local Areas Connections Screen
[22] Select Internet Protocol (TCP/IP).

[23] TCP/IP (Transfer Control Protocol/Internet Protocol) is the data exchange
system that the 1XP200 Access Control System uses.

[24] Click Install.

See next page
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Internet Protocol (TCP/IP) Properties

General |

‘Y'ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask your network. administrator for
the appropriate |P settings.

& Obtain an P address automaticalls

— Use the following IP address:

1P address; I . . .
Subret mask; I : : :
Default gateway: I % % E

' [Obtain DNS server address automatically

— Use the following DMS server addresses:

Ereferred DHE semver: I . . .
Altermate DHE semver I : . .

Advanced... |

21|

()8 I Cancel |

Internet Protocol (TCP/IP) Properties Screen

[25] In order to work an IP address needs to be entered.

[26] Select Use the following address.

See next page
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Internet Protocol {TCP/IP) Properties ed |

General |

‘Y'ou can get [P settings assigned automatically if your netwark supports
this capability. Otherwize, you need to ask your network administrator for
the appropriate IP settings.

" Obtain an IP address automatically

—(* Use the following IP address:

P address: I 192 . 168 . 150 . 100
Subnet mask: I 285 .28 285 . 0
Default gateway: I 192 168 . 150 . 100

€ [btain DNS sever address automatically

—{* Use the following DNS server addresses:

Frefered DMS server: I | . . .

Alternate DNS server: I - : 5
Advanced... |
()8 I Cancel |

Enter addresses on Internet Protocol (TCP/IP) Properties Screen
[27] The display waits for the user to enter the addresses required.
[28] Enter the addresses as displayed above:
IP Address 192 168 150 100
Subnet Mask 255 255 2550
Default Gateway 192 168 150 100
[29] After typing in the addresses click OK.

The display will return to the settings screen. Close the screen to return to the
Desktop and then Reboot to activate the loopback adapter.

See next page
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APPENDIX 2 — ENGLISH TERMINOLOGY
REGIONAL DIFFERENCES IN ENGLISH TERMINOLOGY

The table below gives the US English equivalents of terms that may appear in
UK English in this manual.

UK ENGLISH US ENGLISH
Lift . Elevator
Ground floor > First floor
First floor : Second floor
Reception :  Lobby
Car park : Parking lot
Surname :  Last name
Tick : Check
INDEX
Access System, 3 GUl 3
Adapter, 4, 6, 12 Host PC, 4
address, 4, 5, 6, 16 icon. 3

administration time, 5 Internet Protocol, 4, 15, 16, 17

IP, 4,5, 6, 15, 16, 17
IP address, 4, 5, 6

administrators, 6
commands, 4

computer, 3, 5, 6

LAN, 6
Control Panel, 6, 13

laptop, 5
Conventions, 3 LINKLOCAL, 5

DHCP, 5, 6 local area network, 6
Dial- N ki 4
1al-Up Networking, loopback adapter, 6, 9, 17

graphic, 3 Modem Card, 4

graphic representation, 3 network adapter, 5, 6

Graphical User Interface, 3
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network-based, 4 US English, 18

peer to peer network, 4 users, 6

server, 4, 5 Virtual Private Network, 4
Server, 4 VPN, 4

system program, 9 Windows, 3, 4, 5, 6
TCP/IP, 5 WINIPCFG, 6

UK English, 18

USER’S NOTES
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USER’S NOTES

APPLICABILITY OF THIS MANUAL

The last two digits of the standard Impro stock code indicate the issue status of
the item concerned. This manual is applicable to the IXP200 Series Software,
Version 6.0 onwards. The next issue of this section of the manual will determine
the final software issue to which this manual issue is applicable.

Please advise us of any errors or omissions in this manual
to enable us to improve our service to you.

Thank you for choosing /mpro products to implement your access control
system.

Impro Technologies design and manufacture a wide range of technically
advanced, high quality, reliable Access Control and Asset ldentification and
Management Systems. Please contact your distributor to find out more about
our products, or advise us of your needs for specialized products not yet in our
extensive and continually expanding range.

Patents and registrations for ImproX designs are pending (world-wide).
Registration of the trademarks ‘IXP200’ & 'ImproX' is pending (world-wide).

k:\Custman\ 1XP200\
IXP308-0-0-GB-11 Issue 12 June 2007 English Manuals\
1XP200_sys-swm-en-12 Section 8.doc
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